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PREFACE

1. Inthe UK, there has been a leatanding obligation to have effectipeocedures in place to detect
and prevent money laundering. The UK Money Laundering Regulations, applying to financial
institutions, date from 1993, the current Regulations being those of 2017. The offence of money
laundering was contained in various astparliament (such as the Criminal Justice Act 1988 and
the Drug Trafficking Offences Act 1986). The Proceeds of Crime Act 2002 (POCA) consolidated,
updated and reformed the law relating to money laundering to include any dealing in criminal
property. Specific obligations to combat terrorist financing were set out in the Terrorism Act 2000.
Many of the procedures which will be appropriate to address these obligations are similar, and firms
can often employ the same systems and controls to meet them.

Purpose of the guidance

2. The purpose of this guidance is to:

1 outline the legal and regulatory framework for emtiney laundering/countering terrorist
financing (AML/CTF) requirements and systems across the financial services sector;

1 interpret the requiraents of the relevant law and regulations, and how they may be
implemented in practice;

1 indicate good industry practice in AML/CTF procedures through a proportionatbassk
approach; and

1 assist firms to design and implement the systems and contoelssaey tanitigatethe risks
of the firm being used in connection with money laundering and the financing of terrorism.

Scope of the guidance

3. This guidance sets out what is expected of firms and their staff in relation to the prevention of money
laurdering and terrorist financing, but allows them some discretion as to how they apply the
requirements of the UK AML/CTF regime in the particular circumstances of the firm, and its
products, services, transactions and customers.

4. This guidance relates sty to how firms should fulfil their obligations under the AML/CTF law and
regulations. It is important that customers understand that production of the required evidence of
identity does not automatically qualify them for access to the product or sthreyomay be seeking;
firms bring to bear other, commercial considerations in deciding whether particular customers should
be taken on.

What is the offence of money laundering?

5. Money laundering takes many forms, including:

9 trying to turn money raised hr ough cr i mi nal activity into 6écleand money (tha
money laundering);

1 handling the benefit of acquisitive crimes such as theft, fraud and tax evasion;
handling stolen goods;

1 being directly involved with any criminal or terrorist property, cteeimg into arrangements
to facilitate the laundering of criminal or terrorist property; and

9 criminals investing the proceeds of their crimes in the whole range of financial products.

=
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6. The techniques used by money launderers constantly evolve to magolitbe and amount of funds
to be laundered, and the legislative/regulatory/law enforcement environment of the market in which
the money launderer wishes to operate. More information on the ways in which particular financial
services businesses, productdationships and technologies may be used by money launderers and
terrorist financiers, along with some case study examples,visvetjmisg.org.uk/othehelpfuk
material/casestudies

7. There are three broad groups of offences related to money launtteminfrms need to avoid
committing. These are:

1 knowingly assisting (in a number of specified ways) in concealing, or entering into
arrangements for the acquisition, use, and/or possession of, criminal property;

1 failing to report knowledge, suspicion, where there are reasonable grounds for knowing
or suspecting, that another person is engaged in money laundering; and

1 tipping off, or prejudicing an investigation.

8. It is also a separate offence under the ML Regulations not to establish adequapprapdiate
policies and procedures in place to forestall and prevent money laundering (regardless of whether or
not money laundering actually takes place).

The guidance also covers terrorist financing

9. There can be considerable similarities between theement of terrorist property and the laundering
of criminal property: some terrorist groups are known to have well established links with organised
criminal activity. However, there are two major differences between terrorist property and criminal
propety more generally:

1 often only small amounts are required to commit individual terrorist acts, thus increasing the
difficulty of tracking the terrorist property;

1 terrorists can be funded from legitimately obtained inc@a@udh%gehamabl@ena{ieﬁb iCOm_men_ted [AL]:  This seems unnecessary, particularly as we
and it is extremely difficult to identify the stage at which legitimate funds become terrorist_¢onsidering downgrading to lemedium in the NRA
property.

10. Terrorist organisations can, however, require quite significant funding and property to resource their
infrastructure. They often control propedmd funds from a variety of sources and employ modern
techniques to manage these funds, and to move them between jurisdictions.

11. In combating terrorist financing, the obligation on firms is to report any suspicious activity to the
authorities. This suppte the aims of the law enforcement agencies in relation to the financing of
terrorism, by allowing theeizure and/ofreezing of property where there asmasenablgrounds
for suspecting that such property could be used to finance terrorist activitgepriding terrorists
of this property as and when links are established between the property and terrorists or terrorist
activity.

What about other financial crime?

12. Money laundering and terrorist financing risks are closely related to the risks oficéimeial crime,
such as fraud. Fraud and market abuse, as separate offences, are not dealt with in this guidance.
The guidance does, however, apply to dealing with any proceeds of crime that arise from these
activities. Guidance on frauglatedmat er s can be found in the Fraud Manager ds Referer
published by the British Ba mkwebbasofg.ukhahdldentiyat i on (copies available
Fraudi The UK Manual, published jointly by the AssociationRe#yment and Clearing Services,


http://www.bba.org.uk/

13.

14.

15.

16.

17.

18.

19.

20.
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CIFASit he UK6s Fraud Prevention Service, and the Fi
available at any ofvww.apacs.org.ukwww.cifas.org.uk or www.fla.org.ul..

Firms increasingly look at fraud and money laundering as part of an overall strategy to tackle
financial crime, and there are many similaritieas well as differencesbetween procedures to

tackle the two. When considering money laundering and terforéncing issues, firms should
consider their procedures against fraud and market abuse and how these might reinforce each other.
Where responsibilities are given to different departments, there will need to be strong links between
those in the firm rgmonsible for managing and reporting on these various areas of \Wélen
measures involving the public are taken specifically as affrantl measure, the distinction should

be made clear.

Who is the guidance addressed to?

The guidance prepared by JMGSs addressed to firms in the industry sectors represented by its
member bodies (listed at paragraph 31 below), and to those firms regulated by the FCA. All such
firms i which, for the avoidance of doubt, include those which are members of JMLSG trade
associations but not regulated by the FGikd-theseregulated-by-the FCA-which-are-net-members
o IMLSGtrade-asseciationshould have regard to the contents of the guidance.

Financial services firms which are neither members of JMLSG trade associations nor regulated by
the FCAare-encourageday chooséo have regard to this guidance as industry good practice. Firms
which are outside the financial sector, but subject to theRégulations, particularly where no
specific guidance is issued to them by a body representing their industry, may also find this guidance
helpful.

The guidance will be of direct relevance to senior management, nominated officers and MLROSs in

the financik services industry. The purpose is to give
management policies and its procedures for preventing money laundering and terrorist financing.

Although the guidance will be relevant to operational areas, it is ®géuat these areas will be

guided by the firmbébs own, often more detailed and
senior management, nominated officers and MLROs to reflect the risk profile of the firm.

How should the guidance be used?

Theguidance gives firms a degree of discretion in how they comply with AML/CTF legislation and
regulation, and on the procedures that they put in place for this purpose.

It is not intended that the guidance be applied unthinkingly, as a checklist ofstegs. Firms

should encourage their staff to 6think risko6 as they

regulatory framework governing AML/CTF. The FCA has made clear its expectation that FCA
regulated firms address their management of risktiroaghtful and considered way, and establish

and maintain systems and procedures that are appropriate, and proportionate to the risks identified.
This guidance assists firms to do this.

When provisions of the st at utyogeqyremesjateidireetinent s and
described in the text of the guidance, it uses the tarst indicating that these provisions are

mandatory. In other cases, the guidance uses theskemaidto indicate ways in which the statutory

and regulatory requirementsay be satisfied, but allowing for alternative means of meeting the
requirements. References to O6mustd and O6shoul do
accordingly.

Many defined terms and abbreviations are used in the guidance; these are ledhaghit their
meanings are explained in the Glossary.
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The content of the guidance

21. This guidance emphasises the responsibility of senior managemen!
laundering and terrorist financing risks, and how this should be carrieh autiskbased approach.
It sets out a standard approach to the identification and verification of customers, separating out basic
identity from other aspects of customer due diligence measures, as well as giving guidance on the
obligation to monitor cusmer activity.

22. The guidance incorporates a range of reference material which it is hoped that senior management,
nominated officers and MLROs will find helpful in appreciating the overall context of, and
obligations within, the UK AML/CTF framework.

23. Theguidance provided by the JMLSG is in a nhumber of parts. The main text in Part | contains
generic guidance that applies across the UK financial sector. Part Il provides guidance for a number
of specific industry sectors, supplementing the generic guédeomtained in Part |. [Part Il provides
additional guidance on a number of specific areas of activity.]

24. Part | comprises eight separate chapters, followed by a Glossary of terms and abbreviations, and a
number of appendices setting out other generalplieable material. Some of the individual
chapters are followed by annexes specific to the material covered in that chapter.

25. Part | sets out industry guidance on:

1 the importance of senior management taking responsibility for effectively managing the
money | aundering and terrorist financing risks faced by the fi

appropriate controls in the context of financial crime (Chapter 2);
the role and responsibilities of the nominated officer and the MLRO (Chapter 3);
adopting a riskbased approach to the application of CDD measures (Chapter 4);

helping a firm have confidence that it has properly carried out its CDD obligations, including
monitoring customer transactions and activity (Chapter 5);

the identification and reporting of susfmus activity (Chapter 6);
1 staff awareness, training and alertness (Chapter 7);
1 record keeping (Chapter 8).

= = -8 =

=

26. Parts Il and Il of the guidance comprises the sector specific additional material, which has been
principally prepared by practitioners in the relevant sectdhe sectoral guidance is incomplete on
its own. It must be read in conjunction with the mguidance set out in Part | of the guidance.

Status of the guidance

27. POCA requires a court to take account of industry guidance that has been approved by a Treasury
minister when considering whether a person within the regulated sector has committiéenttes o
of failing to report where that person knows, suspects, or has reasonable grounds for knowing or
suspecting, that another person is engaged in money laundering. Similarly, the Terrorism Act
requires a court to take account of such approved indgsidance when considering whether a
person within the financial sector has failed to report under that Act. The ML Regulations also
provide that a court mustecide whethesimilar industry guidancevas followedin determining
whether a person or institan within the regulated sector has complied with any of the requirements
of the ML Regulations.

28. The FCA Handbook also confirms that the FCA will have regard to whether a firm has followed
relevant provisions of this guidance when:



1 Considering whethepttake action against an F@agulated firm in respect of a breach of
the relevant provisions in SYSC (see SYSC 3.2, SYSC 5.3, and DEPP 6.2.3); and

1 Considering whether to prosecute a breach of the Money Laundering Regulations (see EG
12.1).

29. The guidanceherefore provides a sound basis for firms to meet their legislative and regulatory
obligations when tailored by firms to their particular business risk profile. Departures from this
guidance, and the rationale for so doing, should be documented, andgifiinave to stand prepared
to justify departures, for example to the FCA.

Who are the members of IMLSG?
30. The members of IMLSG are:

Association of British Credit Unions (ABCUL)
Association of British Insurers (ABI)

Assaociation for Financial Marketa Europe (AFME)
Association of Foreign Banks (AFB)

British Venture Capital Association (BVCA)
Building Societies Association (BSA)

Electronic Money Association (EMA)

Finance & Leasing Association (FLA)
Futuresindustry Association ()
InvestmentAssocidion (I1A)

Personal Investment Management & Financial Advice Association (PIMFA)
Tax Incentivised Savings Association (TISA)

UK Finance (UKF)

Wholesale Market Brokers' Association (WMBA)
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CHAPTER 1

SENIOR MANAGEMENT RESPONSIBILITY AND GOVERNANCE

U International recommendations and authorities
1 FATF Recommendations (February 2012)
1 UN Security Council Resolutions 1267 (1999), 1373 (2001) and 1390 (2002)
U International regulatory pronouncements
1 Basel papei Sound management of risks related tomeyolaundering and financing of
terrorism (updated February 2016)
1 IAIS Guidance Paper 5
1 IOSCO Principles paper
U EU Directives
91 Fourth Money Laundering Directive 2015/849
U EU Regulations
1 EC Regulation 2580/2001
1 EC Regulation 847/2015 (the Wire TrandRegulation)
0 UK framework
i1 Legislation
1 FSMA 2000 (as amended)
9 Proceeds of Crime Act 2002 (as amended)
9 Terrorism Act 2000 (as amended by the Astrorism, Crime and Security Act 2001)
1 Money Laundering Regulations 2017
9 Counterterrorism Act 2008, Schedule 7
f Financial Sanctions
o HM Treasury Sanctions Notices and News Releases
1 Regulatory regime
0 FCA Handbook APER, COND, DEPP, PRIN, and SYSC
o FCA Financial Crime Guide
o FCA PEPs Guidance
1 Industry guidance
U Other matters
1 Extrat erritoriality of some overseas juri

U Core obligations
9 Senior management in all firms must:
o identify, assess, and manage effectively, the risks in their businesses
o ifin the regulated sector, appoint a nominated officer to process disclosures
1 Senior management in FGrégulated firms must appoint individual(s) (including an MLRQ
with certain responsibilities
1 Adequate resources must be devoted to AMIF
1 Potential pesonal liability if legal obligations not met
U Actions required, to be kept under regular review
1 Prepare a formal policy statement in relation to the prevention, and risk assessment of,
laundering/terrorist financing
1 Ensure adequate resourckevoted to AMLCTF
9 Commission annual report from the MLRO and take any necessary action to remedy
deficiencies identified by the report in a timely manner
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Introduction

SYSC3.1.1R,
3.26 R,
6.1.1R
6.3.1R

Regulation 18

Regulation 16(2)

Regulation3(1)
19(2)(b)}4A

11

1.2

13

1.4

15

1.6

Regulation 21(1)(a) 1.7

Being used for money laundering or terrorist financing involves fi
in reputational, legal and regulatory risks. Senior management
responsibility to ensure that
are appropriately designed and implementadd are effectively
operated to reduce the risk of the firm being used in connection
money laundering or terrorist financing.

The ML Regulations require firms to take appropriate steps to ide
and assess the risks of mofeyndering and terrorist financing to whi
their business is subject, taking into account:

U information on money laundering and terrorist financing m
available to them by the FCA,

U risk factorsincludingfactorsrelating to their customers, countri
or geographic aream which they operateproducts, services
transactionsinddelivery channels.

In considering what steps are appropriate, firms must take into ac
thesizeandnatureof its business

The assessment should be informedddgvant findings ithe National
Risk Assessment.

Senior management in financial firms is accustomed to app!
proportionate, ristbased policies across different aspects of
business. A firnshewldmusttherefore-be-able-take such an approac
to the risk of being used for the purposes of money launderir
terrorist financing.

Under a riskbased approach, firms start from the premise that 1
customers are not money launderers or terromstritiers. However
firms sheuldmusthave systems in place to highlight those custon
who, on criteria established by the firm, may indicate that they prt
a higher risk of this.

Senior management must be fully engaged in the deeisaking
processes, and must take ownership of theb&ded approach, sinc
they will be held accountable if the approach is inadequate. S
management approval is specifically required for therfié s p
controls and procedures for mitigating and managing effectively
ri sks of money | aundering and

risk assessmertbuch policies, controls and procedures must be kep
to-date, andshould refled changes in thenoney laundering and/c
terrorist financing risks faced by a firm.

Where appropriate with regard to the size and nature of its busin
firm must appoint a member of its board of directors (or equive
managment body)or of its senior managemerds the officer
responsible for the firmds co
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1.8 Senior management must be aware of the level of money launderir
the firm is exposed to and take a view whether the firm ispped to
mitigate that risk effectively; this implies that decisions on enterin
maintaining highrisk business relationships must be escalated to s
management. That said, provided the assessment of the risks he
approached in a considered wahe selection of risk mitigatiol
procedures is appropriate, all the relevant decisions are prc

recorded, and the firmds poli
and applied effectively, the risk of censure by the regulator shou
minimised

International AML/CTF standards and legislation

1.9 Governments across the world are increasingly enacting legislati
make money laundering and terrorist financing criminal offences,
putting legal and regulatory processes in place to enable those er
in these activities to be identified and prosted.

1.10 FATF issue International Standards©ombating Money Laundering
and the Financing of Terrorism and Proliferation (the FA
Recommendations), aimed at setting minimum standards for acti
different countries, to ensure that AML/CTFfaets are consisten
internationally. The text of the FATF Recommendations is availak
www.fatf-gafi.org FATF also maintains an International-Gperation
Review Group (ICRG) and publishes a regularly updéigtcf those
countries and jurisdictionthat have strategic deficiencies and wo
with them to address those deficiencies that pose a risk tc
international financial system.

1.11 European legislation provides a common legal basis for
implementation of the FATF Recommendations, including suppo
guidance, by Member States. An EU Directive is targeted at m
laundering prevention, and has been implemented in thenéhly
through the Money Laundering Regulations 2017, to implertes
revised FATF Standards which were published in February 2012.

1.12 Under the Fourth Money Laundering directive, the Eurog
Commission is empowered to identify highk third countries with
strategic deficiencies in the area of antiney laundéng or countering
terrorist financing. The Commission adopted Delegated Regul
2016/1675 in July 2016. Seehttp://eurlex.europa.eu/legal
content/EN/TXT/?uri=uriserv%3A0J.L_.2016.254.01.0001.01.ENC

1.13 The extent of ML/TF risk associated with individua&auntries may

also be assessaessing—publich—avalable-indicesfrgthrough other

sources for example,HM Treasury Sanctiods FATF highrisk and

1 http://hmtsanctions.s3.amazonaws.com/sanctionsconlist.pdf



http://www.fatf-gafi.org/
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2016.254.01.0001.01.ENG
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2016.254.01.0001.01.ENG
http://hmt-sanctions.s3.amazonaws.com/sanctionsconlist.pdf

1.14

1.15

1.16

18

non-cooperative jurisdictiorts MeneywalFATF Mutual Eevaluatiors®

Reports ~Transparency International CorruptioRerceptios Index,

FCO Human Rights Rep8rt UK Trade and Investment overse
country risk pagésand quality of regulatidh

Internationally, the FATF Recommendations, the Basel p8pend
management of risks related to money laundering and financir
terrorism (www.bis.org, IAIS Guidance Paper Swivw.iais.org and
the 10SCO Principles papem\w.iosco.org encourage natione
supervisors of financial firms to require firms in their jurisdictions
follow specific due diligence procedures in relation to custonr
These organisations explicitly envisage a -isised approach t
AML/CTF being followed by firms.

The United Nations and the EU have sanctions in place to deny a
of named individuals and organisations, as well as nationals from ¢
countries, access to the financial services sector. In the UK,
Treasury (through the Office for Financial Sanctions Implementas
issues sanctions notices whenever a new name is added to the
when any details are amended.

Some internabnal groupings, official or informal, publish material tr
may be usef ul as cont ext an
approaches to AML/TF. These groupings include Transpar
International Wwww.transparecy.org.ul and the Wolfsberg Grou
(www.wolfsbergprinciples.com.

The UK legal and regulatory framework
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1.18

The UK approach to fighting financial crime is based on a partne
betweenthe public and private sectors. Objectives are specifie
legislation and in the FCA Rules, but there is usually no prescrij
about how these objectives must be met. Often, the objective itse
be a requirement of an EU Directive, incorporated UK law without
any further elaboration, leaving Ueaneial businessewiith a degree
of discretion in interpreting how it should be met.

Key elements of the UK AML/CTF framework are:

U Proceeds of Crime Act 2002 (as amended);

U Terrorism Act2000 (as amended by the Aigrrorism, Crime anc
Security Act 2001);

U Terrorist Assef-reezingetc Act 2010

U Anti-terrorism, Crine and Security Act 2001

U Money Laundering Regulations 2017;

2 http://www.fattgafi.org/topicshigh-riskandnorcooperativejurisdictions/

3 http:/vwaww.coe-int/t/dghl/monitoring/meneyval/

4 http://cpi.transparency.org/cpi2013/results/

5 http://www.hrdreport.fco.gov.uk/
8 http://www.ukti.gov.uk/export/ho

wehelp/oberseasbusinessrisk/countries.html

7 http://www.state.gov/eb/rls/othr/i

cs/2013/index.htm



http://www.bis.org/
http://www.iais.org/
http://www.iosco.org/
http://www.transparency.org.uk/
http://www.wolfsberg-principles.com/
http://www.fatf-gafi.org/topics/high-riskandnon-cooperativejurisdictions/
http://cpi.transparency.org/cpi2013/results/
http://www.hrdreport.fco.gov.uk/
http://www.ukti.gov.uk/export/howwehelp/oberseasbusinessrisk/countries.html
http://www.state.gov/eb/rls/othr/ics/2013/index.htm

U Counterterrorism Act 2008, Schedule 7

U HM Treasury Sanctions Noticesid Guidancand News Release:
and

U FCA Handbook.

1.19 Implementation guidance for the financial services industry is prov
by the JIMLSG.
1.20 In view of the nature of the risks associated with financial cri

multiple UK bodies sharse-single-Uk-body-has-everaksponsibility
for combatinginrancial-erimenoney laundering and terrorist financir

Responsibilities are set out in Appendix .

Regulation 8(1),(2)  1.21 The ML Regulations apply to a range of specified firms underta
business in the UK. POCA and the Terrorism Act consolidated, upt
and reformed the scope of UK AML/CTF legislation to apply it to :
dealings in criminal or teorist property. The UK financial sanctiol
regime imposes additional obligations on firms. Thus, in conside
their statutory obligations, firms need to think in terms of involven
with any crime or terrorist activity.

geriouls agdc‘ 1.22 Firms should be awaSeeousahd Organese
rganise rira 1 1 i

Strategy, October Crime Strategyissued in October 20§13

2013

The strategy uses the framewaléveloped for counteerroristwork
and has four components:

1 prosecutinganddisrupting people engaged in serious

and organised crime (PURSUE);

preventingpeople from engaging in this activity (PREVENT
increasing protection against serious and

organised crime (PROTECT); and

1 reducing thempact of this criminality where it takgdace

1
1

(PREPARE).
Action Plan foranti 1,23 In order to deliver these objectives successfully, the govern
money laundering anc believes action in this area must be underpinned by four priority &

counterterrorist

finance, April 2016 set out inthe Action Plan for antinoney laundering and counte

terrorist finance, published in April 206
1 A stronger partnership with the private sector

o Law enforcement agencies, supervisors and
private sector working in partnership to targ
resources at the highest money laundering
terrorist financing risks.

8https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/248645/Serious_and_Organised_C
rime_Strategy.pdf

9 https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/51-299%/6
Action_Plan_for_AntiMoney Laundering__web_.pdf



https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/248645/Serious_and_Organised_Crime_Strategy.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/248645/Serious_and_Organised_Crime_Strategy.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/517992/6-2118-Action_Plan_for_Anti-Money_Laundering__web_.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/517992/6-2118-Action_Plan_for_Anti-Money_Laundering__web_.pdf
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o New means of information sharing to strengthen
application of the rislbased approach and mitige
vulnerabilities.

o A collaborative approach to preventing individui
becoming involved in money laundering.

1 Enbancing the law enforcement response

o New capabilities and new legal powers to build
intelligence picture, disrupt money launderers
terrorists, recover criminal proceeds, and protect
integrity of the UK's financial system.

1 Improving the effectiveness of the supervisory regime

o Investigate the effectiveness of the current supervi:
regime, and consider radical options for improvenr
to ensure that a riskased approach is fully embedd¢
beginning with the understanding of specific risks, i
the spotting of criminal activityrather than a focus o
tick-box compliance.

1 Increasing our international reach

Increase the international reach of law enforcement age!
and international information sharing to tackle mor
laundering and terrorist financing threats.

1.24 HM Treasury and the Home Office jointly published tirst UK
national risk assessment of money laundering and terrorist financi
October 2015°

General legal and regulatory obligations and expectations

Regulation 19 1.25 Senior management of any enterprise is responsible for managi
POCA ss327330 business effectively. Certain obligations are placed on all firms su
;’izonsm Act ss18, to the ML Regulations, POCA and the Terrorism Act and under the

financial sanctins regime - fulfilling these responsibilities falls t
senior management as a whole. These obligations are summari
Appendix II.

SYsC 1.26 For FCAr egul ated firms the speci
obligations and expectations,s&nior management are set out in FSI
and the FCA Handbook. These responsibilities and obligations
outlined in Appendix II.

1ohttps://www.gov.uk/government/uploads/system/uploads/attachment_data/file/468210/UK_NRA_October 2015
final_web.pdf



https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/468210/UK_NRA_October_2015_final_web.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/468210/UK_NRA_October_2015_final_web.pdf
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Following the completion of thematic and other reviews, the FCA
clarify their expectations of firms in the relevameas; firms should b
aware of these expectationhe FCA hasalso issued a publicatio
fiFinancial Crime: A Guide for Firnds, w proviclds practica
assistance and information for firms BhIC A6 s e x p ectibna
they can take to counter thisk that they might be used to furth
financial crime. This guide includes consolidated examples of the ¢
and poor practice published with FCA thematic reviews.

Relationship between money laundering, terrorist financing and other financial crime

Regulations 19(2), 1.28
21(1)(a)

Obligations on all firms

Regulations 19 and 1.29
86

Regulation 21(1)(a) 1.30

Regulation92 1.31

POCA ss 328330 1.32
Terrorism Act s

21A

Regulation 24

From a practical perspective, firrmBeuldmustconsider how best the
should assess and manage their overall exposure to financial
This does not mean that fraud, market abuse, money launderin
terrorism finaning prevention, and financial sanctions obligatio
must be addressed by a single function within a firm; there
however, need to be close liaison between those responsible fo
activity. This guidance relates only to the prevention of mc
laundering and terrorism financing.

The ML Regulations place a general obligation on firms witisitheir
scope to establish adequate and appropriate policies, control
procedures to prevent monkeyindering and terrorist financing. Failu
to comply with this obligation risks a prison term of up to two ye
and/or a fineDepending on the nature and extent of any such failu
may also attract regulatory sanction.

Where appropriate with regard to the size and nature of its busin
firm must appoint a member of its board of directors (or equive
management bodypr of its senior managemerds the officer
responsible for the firnmdns. co

In addition to imposing liability on firms, the ML Regulations impc
criminal liability on certain individuals in firms subject to the M
Regulations. Where the firm is a body corporate, an officer of that
corporate (i.e.a director, manager, secretary, chief executive, mer
of the committee of management, or a person purporting to act in
a capacity), who consents or connives in the commission of an of
by the firm, or where that offence (by the firm) is atitdble to the lack
of supervision or control on his part, himself commits a criminal offe
and may be prosecuted. Similarly, where the firm artnership, &
partner who consents to or connives in the commission of offe
under the ML Regulations,rowvhere the commission of any su
offence is attributable to any neglect on his part, will be individu
liable to be prosecuted for the offence. A similar rule applies to offi
of unincorporated associations.

The offences of money laundering under POCA, and the obligatit
report knowledge or suspicion of possible money laundering, &
members of staff of firms. The similar offences and obligations u
the Terrorism Act also affect members of staff.owtéver, firms have
an obligation under the ML Regulations to take appropriate measu
ensure thatheirits employees and agents are made aware of the
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relating to money launderipgand terrorist financing (and to dat
protection), and are regulartyiven training in how to recognise ar
deal with transactions and other activities which may be relate
money laundering or terrorist financing. Guidance on mee
obligations in relation to staff training is given in Chapter 7.

Obligations on FCAregulated firms subject to the Senior Managl@egime

SYSC4.54R 1.33
SYSC4.5.7R
SYSC4.5.13G
SYSC4.75R 1.34

SYSC4.7.7 (4) R

Under the SMR, deposit takers, insurers and investment bank
required to maintain a Management Responsibilities Map, w
allocates prescribed resporifites to individual SMF Managers. Th
management responsibility map of a small and-camplex firm is
likely to be simple and short, possibly no more than a single she
paper.

One prescribed responsibilitfort he f i r mdés pol i
for countering the risk that the firm might be used to further finar
crime - must be allocated to an SMF Manager. The firm may allo
this responsibility to the MLRO, but does not have to. If it is alloc:
to another SMF Manager, this prescribed responsibility inclu
responsibility for supervision of the MLRO.

Obligations on all FCAregulated firms

1.35

FSMA,s1B(5) 1.3
FSMA, s 1D (2) (b)
SYSC2.1.1R,
2.13R,6.1.1R, 6.2

SYSC 6.3.8R 1.37
SYSC 4.7.7(4) R

SYSC6.3.9R 1.3

A number of the financial sector firms regulated by the FCA are
call ed 6 commo mecpusedheyaw subjéct bbth to MiF
and to the Capital Requirements Directive. The FCA Rules relatil
systems and controls to prevent firms being used in connection wi
commission of financial crime are in two parts: those which appl
most frms, set out in SYSC 6.1.1, and those which apply to-1
common platform firms, set out in SYSC 3.2.6. To avoid confusing
vast majority of firms by including a multitude of references to SY
3.2.6, this guidance is constructed in terms of followire
requirements of SYSC 6.1.1; non common platform firms should fo
this guidance, interpreting it as referring as necessary to the rel
parts of SYSC 3.2.6.

FSMA makes th prevention of financial crime integral to the discha
of the FCAb6s functions and f ul
the FCA is concerned that the firmsaititherisegegulatesand their
senior management are aware of the risk of thesinesses being use
in connection with the commission of financial crime, and t
appropriate measures to prevent financial crime, facilitate its dete
and monitor its incidence. Senior management has opera
responsibility for ensuring that tHem has appropriate systems a
controls in place to combat financial crime.

In FCA-regulated firms (but see paragrapd9for general insuranc
firms and mortgage intermediaries), a director or senior manager
be allocated overall responsibility for the establishment

mai nt enance erfoneyldwedering systemsandacantr

In FCA-regulated firms (but see paragrapd9for general insuranc
firms and mortgage intermediaries), an individual must be alloc



SYSC6.3.9R

Regulation 21(1)(a)

SYSC6.3.7(2) G

SUP 16.23.4R
SUP 16.23.2 R

SYSC3.2.6R,
6.3.9 (2) R

1.3

1.40

1.4

142

143

1.44

1.45

1.46
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responsibility for oversight
on systems and controls again
MLRO. The FCA requireshe MLRO to have a sufficient level ¢
seniority within the firm to enable him to carry out his funct
effectively. In some firms the MLRO will be part of senior managen
(and may be the person referred to in paragdah); in firms where
he is nothe will be directly responsible to someone who is.

Senior management of FGregulated firms must appoint ¢
appropriately qualified senio
(see Chapter 3); and must provide direction to, andsay& of the
firmés AML/CTF strategy.

Although the FCA Rule referred to in paragrahB7 requires overall
responsibility for AML/CTF systems and controls to be allocated
single individual, in practice this may often be difficult to achie
especially in larger firms. As a practical matter, therefore, firms
allocate this responsibility among a number of individuals, providec
division of responsibilities is clear.

The relationship between the MLRO and the director/semamager
allocated overall responsibility for the establishment and mainter
of the firmbés AML/ CTF systems
is one of the keys to an effective AML/CTF regime. It is important
this relationship is clearly definethd documented, so that each knc
the extent of his, and the ot

Where the firm is required to appoint a board menobenember of its
senior managemeas the officer responsible fdrite f i r md s
with the ML Regulations, it is important that this individual, the MLF
and the director/senior manager allocated overall responsibility fc
establishment and maintenance
they are not the sameyson) are all clear as to the responsibilities
each.

At least once in each calendar year, an F€gulated firm shoulc
commission a report from its MLRO (see Chapter 3) on the oper
and effecti venes sandaoonhtrols to eomtbat nmom
laundering. In practice, senior management should determine the
and frequency of information they feel is necessary to discharge
responsibilities. The MLRO may also wish to report to se
management more frequinthan annually, as circumstances dictat:

When senior management recei v
should consider them and take any necessary action to remed
deficiencies identified in a timely manner.

All firms, other than credit unionand certain firms with limitec
permissions and total revenues of less than £5 miiltrarst submit ar
Annual Financial Crime Report to the F@Anuallyin respect of theil
financial year ending on its latest aoctng reference date (se
paragrapk3.46-3.49.

Those FCAregulated firms required to appoint an MLRO ¢
specifically required to provide the MLRO with adequate resources



1.47

1.48

24

firms, whether or not regulated by the F&d AML purposes, mus
apply adequate resources to counter the risk that they may be us
the purposes of financial crime. This includes establishing,
monitoring the effectiveness of, systems and controls to prevent Ml
The level of resource hsuld reflect the size, complexity ar
geographical spread of the fi

The role, standing and competence of the MLRO, and the wa
internal processes for reporting suspicions are designed
implemented, impact dicet | y on the effecti
laundering/terrorist financing prevention arrangements.

As well as supervisory expectations (as referred to in paragragh
frimsslbul d be aware of the (fihdngdis
relaion to individual firms, and its actions in response to these;
information is available on the list of Final Notices on the FCA wek
at http://www.fca.org.ukifms/beingregulated/enforcement/outcome
notices

Exemptions from legal and regulatory obligations

SYSC 1.1A1, 1.49
3.26R

POCA ss 327329, 1.50
335, 338
Terrorism Act s 21

POCA s 332 1.51
Terrorism Act ss
19,21

152

General insurance firms and mortgage intermediaries are regulat
the FCA, but are not covered by the ML Regulations, or by
provisions of SYSC specifically relating to money laundering. T
are, therefore, under no obligation to appoint an MLRThey are,
however, subject to the general requirements of SYSC, and so h:
obligation to have appropriate risk management systems and cont
place, including controls to counter the risk that the firm may be us
further financial crime. Guidae for general insurance firms is given
Part Il, sector 7AGeneral insurers

These firms are also subject to the provisions of POCA anc
Terrorism Act which establish the primary offences. Toffences are
not commi tted if a per_sfdl/orsis
reported to the NCA, andf relevant) appropriate consent for tt
transaction or activity obtained. Certain of these firms may als
subject to the provisions of Schedule 7 e CountefTerrorism Act
2008i see Part lll, section 5, especially paragraph 5.11.

For administrative convenience, and to assist their staff fulfil t
obligations under POCA or the Terrorism Act, generalrance firms
and mortgage intermediaries may choose to appoint a nominated c
Where they do so, he will be subject to the reporting obligations in :
of POCA and s 19 of the Terrorism Act (see Chapter 6).

E-money issuers and paymentsiitutions areautherisedregulaed
under the Electronic Money Regulations and the Payment Ser
Regulations, rather than FSMA. This means that they are subject
AML/CTF provisions in legislation, but not tmost oft he F
Handbook rules. The GA has issued guidance that sets out
expectationsofenoney i ssuers6 and pay
controls:


http://www.fca.org.uk/firms/being-regulated/enforcement/outcomes-notices
http://www.fca.org.uk/firms/being-regulated/enforcement/outcomes-notices

1 http://www.fca.org.uk/static/documents/emoney
approach.pdfor emoney issuers;

1 http://www.fca.org.uk/your
fca/documents/paymeiservicesapproactor
payment institutions; and

1 http://fshandbook.info/FS/html/FCA/Ffor both.

Guidance for emoney issuers is also set out in Part Il Sector 3.

Senior management should adopt a formal policy, and carry out a risk assessment, in relation t

financial crime prevention

SYSC3.1.1 R, 1.53
3.26R

6.1.1R

6.3.1R

Regulation 16(2)

Regulation 18 1.54

SYSC6.3.13) G 1.55

1.56
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As mentioned in paragraph 1.1 above, senior management in
regulated firms has a responsibility to ensure that the dipokcies,
controls and procedures are appropriately designed and implem
and are effectively operated
taking appropriate steps to identify and assess the risks of
laundering and terrorist financing which its business is subject. Tt
assessment should take into account relevant findings in the UK na
risk assessment of money laundering and terrorist financing.

A firmdés ri sk assess me-otaterandsate
available to the FCA on request. The FCA may decide th
documented risk assessment is not required in the case of a pai
firm, where the specific risks inherent in the sector in which the
operates are clear and understood.

For FCAregulated firms (but see paragrahd9for general insuranc
firms and mortgage intermediariesdal.52for emoney issuers an
payment institutions) SYSC 6.3.7 (3) G says that a firm should pro
Aappropriate documentation of
profile in relation to money laundering, including documentation o
applicationofthe e pol i ci eso.

A statement of the firmbés AN
procedur es t o i mpl ement it !
management intends to discharge its responsibility for the preventi
money laundering and terroridtnancing. This will provide &
framework of direction to the firm and its staff, and will identify nan
individuals and functions responsible for implementing partic
aspects of the policy. The policy will also set out how se
management undertek its assessment of the money laundering
terrorist financing risks the firm faces, and how these risks are -
managed. Even in a small firm, a summary of its téylel AML/CTF
policy will focus the minds of staff on the need to be constantlyen
of such risks, and how they are to be managed.

A policy statement should be tailored to the circumstances of the
Use of a generic document might reflect adversely on the lewv
consideration given by s ecolarask
profile.


http://www.fca.org.uk/static/documents/emoney-approach.pdf
http://www.fca.org.uk/static/documents/emoney-approach.pdf
http://www.fca.org.uk/your-fca/documents/payment-services-approach
http://www.fca.org.uk/your-fca/documents/payment-services-approach
http://fshandbook.info/FS/html/FCA/FC
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1.58 The policy statement might include, but not be limited to, such me
as:

U Guiding principles:

0 an unequivocal statement of the culture and value
be adopted and promulgated throughout the 1
towards the prevention éihancial crime;

o a commitment to ensuri
will be satisfactorily verified before the firm accer
them;

0o a commitment to the fi
appropriately- both at acceptance and throughout
business relationshithrough taking appropriate ste|
to verify the customer¢
reasons for seeking the particular business relatior
with the firm;

0 a commitment to ensuring that staff are trained
made aware of the law and their obligat under it,
and to establishing procedures to implement tF
requirements; and

o recognition of the importance of staff prompi
reporting their suspicions internally.

U Risk mitigation approach:

o0 a summary of the firmb
managingeffectively the risks of money laundering a
terrorist financing it identifies;

o allocation of responsibilities to specific persons ¢
functions;

o a summary of the firmbd
carrying out appropriate identification and monitori
checks on the basis of their rilased approach; and

0 asummary of the appropriate monitoring arrangem
in pl ace t o ensur e t h
procedures are being carried out.

1.59 It is important that t pnoeedufes art
communicated widely throughout the firm, to increase the effective
of their implementation.

Application of group policies outside the UK

1.60 The UK legal and regulatory regime is primarily concerned \
detecting angreventing money laundering which is connected with
UK. Where a UK financial institution has overseas branches, subsi
undertakings or associates, where control can be exercised over bt
carried on outside the United Kingdom, or where elemehits UK
business have been outsourced to offshore locationgpésagraphs
2.162.21), the firm must put in place a group AML/CTF strategy.

Regulation 20(1) 1.61 A firm that is a parent undertaking must ensure that its policies, col
and procedures apply to all subsidiary undertakings andUtor
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branches. Such a firm must establish and maintain throughout its ¢
policies, controls and procedures for datatgction and sharing, wit|
other members of the group, information for the purposes of preve
money laundering and terrorist financing. Reporting processes
nevertheless follow local laws and procedures.

Regulation 20(3),(4)  1.62 If any subsidary undertaking or branch is established in a third cou
which does not impose AML/CTF requirements as strict as those «
UK, the firm must ensure that such subsidiary undertakings or brai
apply measures equivalent to those required by the MiuRgons.
Where the law of a neBEA state does not permit the application
such equivalent measures, the firm must inform the FCA accordi
and take additional measures to handle the risk of money launderir
terrorist financing effectively.

Regulation 19(6) 1.63 Firms must communicate their policies, controls and procec
established to prevent activities related to money laundering
terrorist financing to branches and subsidiary undertakings loc
outside the UK.

1.64 Whilst suspicions of money laundering or terrorist financing may
required to be reported within the jurisdiction where the suspicion ¢
and where the records of the related transactions are held, there m
be a requirement for a report to be mad the NCA (see paragraj

6.25).
Extrat erri toriality of some overseas jurisdic
1.65 Where a firm has a listing in, or activities in, or linked to, ceri

overseas jurisdictions, whether through a branch, subsii
undertaking,associated company or correspondent relationshir
where a firm deals in another

the application of that juris
regimes may apply to the nalomestic activities of thérm. Senior
management should take advi ce
activities may be affected in this way.



28

CHAPTER 2

INTERNAL CONTROLS

U Relevant law/regulation
A Regulations 1924
A SYSC Chapters 2, 3, 3A, 6
U Core obligations
A Firms mustkstablish and maintain adequate and appropriate policies and procedures tg
forestall and prevent operations relating to money laundering
A Appropriate controls should take accouif
U Actions required, to be kept underregular review
A Establish and maintain adequate and appropriate policies and procedures to forestall a
prevent money laundering
A lntroduce appropriate controls to take
A Maintain appropriate control and ovigfist over outsourced activities

General legal and regulatory obligations

General
Regulation 19(1)(a) 2.1 Firms are required to establish and maintain policies, controls
SYSC3, 6 procedures to mitigate and manage effectively the risks of m

laundering and terrorist financing identified in its risk assessn
FCA-regulated firms have similar, regulatory obligations under SY

2.2 This chapter provides guidance on the internal controls that will
firms meet their obligations in respeof the prevention of mone
laundering and terrorist financing. There are general obligatior
firms to maintain appropriate records and controls more widel
relation to their business; this guidance is not intended to repla
interpret these wigl obligations.

Appropriate controls in the context of financial crime prevention

Regulation 19(1)(b), 2.3 A firmés policies, controls a
©.3 regard to the size and nature of its business, and masiireved by
its senior managemeidnd kept under regular reviewk firm must
maintain a written record of its policies, controls and procedures.

Regulations 19, 2.4 There are specific requirements under the ML Regulations for the

21(1) to establish adequate and appropriate policies, controls and proct
relating to: internal controls, including where appropriate emplc
screening and the appointment of an interaatlit function; risk
management practices (see Chapter 4); customer due diligenc
ongoing monitoring (see Chapter 5); record keeping (see Chapt
reporting of suspicions (see Chapter 6); the monitoring and managt
of the effectiveness of, and mpliance with, such policies ar
procedures, (see paragraph33-3.36); and the internal communicatic
of such policies and procedures (which includes staff awarenes
training) (see Chapter 7).



Internal controls- specific requirements

Regulation 21(1) 2.5

Regulation 21(3), 2.6
@

Regulation 21(2)(a) 2.7

Regulation 21(2)(b) 2.8

Regulation 19(4) 2.9

Where appropriate with regard to the size and nature of its busin
firm must

U Appoint a member of its board (or equivalent management looc
of its senior managemeats t he of ficer re
compliance with thé/L Regulations;

U Carry out screening of relevant employees and agents appoint
the firm, both before the appointment is made, and at ret
intervals during the course of the appointment;

U Establish an independent internal audit function with respditgit
to:

o0 examine and evaluate the adequacy and effectiveness
policies, controls and procedures adopted by the firr
comply with the requirements of the ML Regulations;

o make recommendations in relation to those polic
controls and procedures;@n

0O monitor t he firmbs [+
recommendations.

An individual in the firm must be appointed as a nominated offic
whose identity, as well as any subsequent appointment to this po:
must be notified to theisupervisor. The firm must also notify the
supervisor of the name of the member of its board (or equiv.
management bodyr of its senior managememind of any subseque
appointment to this position,
compliance with the ML RegulationSuch notifications must be mac
within 14 days of the appointment.

Screening of relevant employeé¢for the purposes referred to
paragraph 2.5 abova)eans an assessment of:

U the skills, knowledgeaind expertise of the individual to carry c
their functions effectively; and
U the conduct and integrity of the individual.

A relevant employee is one whose work is

0 relevant to the firmbés compl
Regulations; or
U otherwise capable of contributing to the
o identification or mitigation of the risks of ML/TF to whic
the firm is subject; or
o prevention or detection
business.

A f i r més corgrals and precedures must include polici
controls and procedures:

U which provide for the identification and scrutiny of
o complex or unusually large transactipr@ an unusua
pattern of transactions
o0 transactions which have no apparent economidegal
purpose; and
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o any other activity which the firm regards as particule
likely by its nature to be related to money laundering
terrorist financing.

U which specify the undertaking of additional measures, wl
appropriate, to prevent the use for mpraundering or terroris
financing of products or transactions which might fav
anonymity;

0 which ensure that when new technology is adopted by the
appropriate measures are taken to assess, and if necessary, n
any money laundering or terisr financing risks this may cause;

U under which anyone in the firm who knows or suspects (or
reasonable grounds for knowing or suspecting) money laund
or terrorist financing is required to report such knowledge
suspicion to tdfficer.fi rmdés nomi

Firms should also have in place policies, controls and procedur
assess and mitigate the risks arising from remote booking arrangel

Firms must establish and maintain systems which enaffeem to
respondfully and rapidly to enquiries from financial investigatc
accredited under s3 of POCA, persons acting on behalf of the Sc
Ministers in their capacity as an enforcement authority under the 2
constables, relating to:

U whether it maintains, or Bamaintained during the previous fi
years, a business relationship with any person; and
0 the nature of that relationship.

As well as considering the provisions of the ML Regulations about®
internal controls should comprise, it could be helgdubok to the FCA
Handbook, which although only applying to F@égulated firms,
provides helpful commentary on overall systems requirements.

FCA-regulated firms are required to have systems and cor
appropriate to their businesSuch systems and controls will therefc
vary depending on the nature and characteristics of the firm, alth
they -Speeificalhy,—these-systems—and-controlastinclude measure
6for countering the risk that
cr i meEh$ requires a firm to make use of its assessment o
financial crime risks to which it is subject (described more fully
paragraphs 1:2.8). Finangal crime includes the handling of tt
proceeds of criméthat is, money laundering or terrorist financing. 1
nature and extent of systems and controlswaitly by firm anddepend
on a variety of factors, including:

U the nature, scale and complexatyf t he f i r mds
U the diversity of its operations, including geographical divers

U its customer, product and activity profile;
U its distribution channels;
U the volume and size of its transactions; and

U the degree of risk associated with each arets aferation.
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An FCA-regulated firm must ensure that these systems and contrc

U enable it to identity, assess, monitor and manage m
laundering risk; and

U __are comprehensive and proportionate to the nature, scal
complexity of its activities.

These obligations are, in effect, similar to those imposed on all ob
entities under the ML Regulations.

AnFCAr egul ated firmds syst emk49
for general insurance firms and mortgage intermediaries) are rec
to cover senior management accountability, including allocation
director or senior manager of overall responsibility for
establishment and maintenance of effective AML syst@mascontrols
and the appointment of a person with adequate seniority and expe
as MLRO. The systems and controls should also cover:

U appropriate training on money laundering to ensure
employees are aware of, and understand, their legal
regubtory responsibilities and their role in handling crimii
property and money laundering/terrorist financing r
management;

U appropriate provision of regular and timely information
seni or management relevant
criminal prperty/money laundering/terrorist financing risks

U0 appropriate documentation
policies and risk profile in relation to money launderil
including documentation o
policies; and

U appropriate meases to ensure that money laundering risl
taken into account in the dag-day operation of the firm
including in relation to:

o the development of new products;
o the takingon of new customers; and
o changes in the firmds

ltisi mportant that the firmods
communicated widely throughout the firm, to increase the effective
of their implementation.

Outsourcing and notK processing

2.16

Many firms outsource some of their systems and controls ai
processing to elsewhere within the UK and to other jurisdictions, a
to other group companies. Involving other entities in the operatior
firmés systems br i ntgte rskstha thelfin
faces, and this risk must be actively managégis—in-the-interests
ofFirms _must obtain assuranethe—firm—to—ensurdhat outsourcing
providers meet thdees-netresultinreducsthndards or requiremen

being-appliedet ot in this Guidance
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2.20
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Nothing in the ML Regulations prevents a firm applying CDD meas
by means of an agent or an outsourcing service provider (bu
paragraph$.3.51 to 5.3.53n Part |, Chapter 5), provided that tl
arrangements between the firm and the agent or outsourcing s
provider provide for the firm to remain liable for any failure to ap
such measures.

FCA-regulated firms cannot comait out of their regulaton
responsibilities, and therefore remain responsible for systems
controls in relation to the activities outsourced, whether within the
or to another jurisdiction. In all instances of outsourcing it is t
delegating firm hhat bears the ultimate responsibility for the dut
undertaken in its name. This will include the requirement to ensurt
the provider of the outsourced services has in place satisfs
AML/CTF systems, controls and procedures, and that thosegméod
procedures are kept up to date to reflect changes in UK requireme

Where UK operational activities are undertaken by staff in o
jurisdictions (for example, overseas call centres), those sitaffid
beare subject to the AML/CTF policies and procedures that
applicable to UK staff, and internal reporting procedures impleme
to ensure that all suspicions relating to {dated accounts
transactions or activities are reported to the nominated offiteeiUK.
Service level agreements will need to cover the reporting
management information on money laundering prevention,
information on training, to the MLRO in the UK.

Firms should also be aware of local obligations, in all jurisdictton
which they outsource functions, for the detection and preventic
financial crime. Procedures should be in place to meet local AML/
regulations and reporting requirements. Any conflicts between the
and local AML/CTF requirements, where megtilocal requirement:
would result in a lower standard than in the UK, should be resolv:
favour of the UK.

In some circumstances, the outsourcing of functions can actually le
increased risk for example, outsourcing to businesses in jurisdicti
with less stringent AML/CTF requirements than in the UHKAIl
financial services businesses that outsourcetioms and activities
should therefore assess any possible AML/CTF risk associated wi
outsourced functions, record the assessment and monitor the risk
ongoing basis.



CHAPTER 3

NOMINATED OFFICER/MONEY LAUNDERING REPORTING OFFICER (MLRO)

U Relevant law/regulation
A Regulation 21

A COCON

A PRIN, Principle 11
A

A

A SYSC, Chapter 6
A SUP, Chapter 10

APER, Chapters 2 and 4
APER, Principles 4 and 7

U Core obligations
A
A
A
A
A
A

Nominated officer to be appointed, who must receive and review internal disclosures
Nominatedofficer is responsible for making external reports

FCA approval required for MLRO (who may also be the nominated officer), as it is a
designated Senior Management Function (SMF 17)

Threshold competence required

MLRO should be able to act on his own auttyori

Adequate resources must be devoted to AMIF

A MLRO is responsible for oversight of t

O oO0Oo0o0oo

U Actions required, to be kept under regular review
AAppoint a nominated officer
ASenior management to ensure the MLRO has:
activesupport of senior management
adequate resources
independence of action
access to information
an obligation to produce an annual report
AMLRO to ensure he has continuing competence
AMLRO to monitor the effectiveness of systems and controls

General legaland regulatory obligations

Legal obligations

Regulation 21 (3) 3.1
POCA ss337, 338
Terrorism Act ss21A,

21B

3.2

Regulation 21(1)(a) 3.3

All firms (other than sole traders) carrying out relevant business t
the ML Regulations, whether or not the firm is regulated by the F
must appoint a nominated officer, who is responsible for recei
disclosures under Part 7 of POCA and Part 3hef Terrorism Act,
deciding whether these should be reported to the NCA, an
appropriate, making such external reports.

A sole trader with no employees who knows or suspects, or where
are reasonable grounds to know or suspect, teasgmer of his, ol
the person on whose behalf the customer is acting, is or has
engaged in, or attempting, money laundering or terrorist finan
must make a report promptly to the NCA.

Where appropriate with regard to thige and nature of its business
firm must appoint a member of its board of directors (or equive



Regulatory obligations

SYSC6.3.9R 3.4
SUP 10C.4.3R

SYSC6.39(1)R 3.5

Regulation 21(8) 3.6

PRIN 2.1.1 3.7
APER 2.1A.3

SYSC 1.1A1
SYSC 3.2.6R 38

POCA s 332 3.9
Terrorism Act
s19

34

management bodypr of its senior managemerds the officer
responsible for the firmbés co

In the case of FCAegulated firms, other than sole traders with
employees and those firms covered by paragrayh there is a
requirement to appoint an MLRO. The responsibilities of the ML
under SYSC are differentdm those of the nominated officer unc
the ML Regulations, POCA or the Terrorism Act, but in many F(
regulated firms it is likely that the MLRO and the nominated offi
will be one and the same person. When discharging different legz
regulatory functions, it is important that the individual is aware wh
role he is acting in.

The MLRO is responsible for o
the FCAG6s Rules on systems an

An MLRO should be able to monitor the doyday operation of the
firmés AML/CTF policies, and
for information made by the FCA or law enforcement.

Under FCA Principle 11 of it®rinciples for BusinessespaCA-
regulatedirm must deal with its regulators in an open and coopere
way, and must disclose to tiA appropriately anything relating t
thefirm of which the FCA would reasonably expect notice. The ML
is personallyrequired to deal with the FCA similarlynder Principle 4
of its Statement of Principles.

As noted in paragrapt.49, general insurance firms and mortge
intermediaries are not covered by the ML Regulations, s 330 of P(
s 21A of the Terrorism Act, or the provisions of SYSC relal
specifically to money laundering. They are, however, regulated b
FCA and may bsubject to theertaindisclosure obligations in POC,
and the Terrorism Act. They therefore are under no obligatio
appoint a nominated officer or an MLRO, or to allocate to a directt
senior manager the responsibility for the establishment andemairce
of effective antimoney laundering systems and controls. They
however, subject to the general requirements of SYSC, and so h:
obligation to have appropriate risk management systems and cont
place, including controls to counter thigk that the firm might be use
to further financial crime. They are also subject to ss 337 and 3
POCA and s 19 of the Terrorism Act.

For administrative convenience, and to assist their staff fulfil t
obligations under POCA or the Terrorism Act, firms who have no ¢
obligation to do so, may nevertheless choose to appoint a nomi
officer. Where they do so, he will be subject to the reporting obliga
in s 332 of POCA and s 19 of the Terrorism Act.

Standing of the MLRO
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SUP 10.7.13 R
SYSC6.3.10G
FSMA s59

APER4.79E
APER, Principle 7

SYSC6.3.9R
SYSC6.3.10G

SYSC 4.4.7(4)
SYSC 6.3.9(1) R
SYSC 6.3.10 G

3.10

3.11

3.12

3.13

3.14

Regulation 21(1)(a) 3.15

SYSC 6.3.9(2)R

3.16

The role of MLRO has been designated by the FCA a
controlledSenior Management function under s 59 of FSMA. A
consequence, any person invited to perform that function mu:
individually approved by the FCA, on the application of the firm, be
performing the function. The FCA expect that the MLRO will be be
in the UK.

Failure by the MLRO to discharge the responsibilities imposed on
in SYSC 6.3.9 R is conduct that does not comply with Stateme
Principle 7 for Approved Per:s
performing an accountable higher management functiost rtake
reasonable steps to ensure that the business of the firm for whicl
are responsible in their accountable function capacity complies wit
relevant requirements and sta

In FCA-regulated firms, the MLRO is responsible for the oversigh
al | aspects of the firmés AML
all activity within the firm relating to amtinoney laundering. Th
individual appointed as MLRO must have a siéfnt level of seniority
within the firm (see paragraph38). As the MLRO is arApproved
PersonBMF Manager, his job description should clearly set out
extent of the responsibilities given to him, and his objectives.
MLRO will need to be involvé in establishing the basis on whick
risk-based approach to the prevention of money laundering/ter
financing is put into practice.

Along with the SMF Manager appointed by the Board (see parac
1.37), an MLRO will support and cordinate senior management foc
on managing the money laundering/terrorist financing risk in indivit
business areas. He wi || al ¢
responsibility for forestalling and preventing moreyndering/terrorist
financing is addressed centrally, allowing a fiwide view to be taker
of the need for monitoring and accountability.

As noted in paragraph4l, the relationship between the MLRO and-
director(s)/senior manager(s) alloedtoverall responsibility for th:
establishment and maintenance
of the keys to an effective AML/CTF regime. It is important that
relationship is clearly defined and documented, so that each knov
extentofhis and the otherdés, role

Where the firm is required to appoint a board menobenember of its
senior managemeats t he of ficer respon
with the ML Regulations, it isnportant that this individual, the MLR(
and the director(s)/senior manager(s) allocated overall responsibili
the establishment and mainten
(see paragraph 3lare all clear as to the responsibilities of each.

The MLRO must have the authority to act independently in carrying
his responsibilities. The MLRO must be free to have direct acce
the FCA and (where he is the nominated officer) appropriate
enforcement agencies, includitige NCA, in order that any suspiciol
activity may be reported to the right quarter as soon as is practic
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SUP 10.5.5R

3.17

3.18

3.19

3.20
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He must be free to liaise with the NCA, on his own authority, on
question of whether to proceed with a transaction in the circumsta

Senior management of the firm must ensure that the MLRO
sufficient resources available to him, including appropriate staff
technology. This should include arrangements to apply in
temporary absence.

Where a firm $ part of a group, it may appoint as its MLRO

individual who performs that function for another firm within the gro
If a firm chooses this approach, it may wish to permit the MLR(
delegate AML/CTF duties to other suitably qualified individualhisi
the firm. Similarly, some firms, particularly those with a numbel
branches or offices in different locations, may wish to permit the Ml
to delegate such duties within the firm. In larger firms, because of
size and complexity, the appoirgmt of one or more permanent Dept
MLROs of suitable seniority may be necessary. In such circumsta
the principal, or group MLRO needs to ensure that roles

responsibilities within the group are clearly defined, so that staff c
business aredgow exactly who they must report suspicions to.

Where an MLRO is temporarily unavailable, no -pmproval for a
deputy will be required for temporary cover of up to 12 weeks in
consecutive 12nonth period. For longer periodbpwever, FCA
approval will need to be sought. Rather than appointing a fo
deputy, smaller firms may prefer to rely on temporary cover.

Where AML/ CTF tasks are deleg
expect the MLRO to take ultimate managerésponsibility.

Internal and external reports

Regulation 19(4)(d)
POCA s 330

3.21

3.22

3.23

3.24

A firm must require that anyone in the firm to whom information
other matter comes in the course of business as a result of whic
know or suspect, or have reasonable grounds for knowing or suspe
that a person is engaged in money launderingeoorist financing
complies with Part 7 of POCA or Part 3 of the Terrorism Act (as
case may be). This includes staff having an obligation to mak
internal report to the nominated officais soon as is reasonak
practicable after the informatiar other matter comes to them.

Any internal report should be considered by the nominated office
the light of all other relevant information, to determine whether or
the information contained in the report does give rise to knowled
suspicion, or reasonable grounds for krexige or suspicion, of mone
laundering or terrorist financing.

A firm is expected to use its existing customer information effecti
by making such information readily available to its nominated offic

In most cases, before deciditgmake a report, the nominated offic
is likely to need access to t



3.25

Regulation 19(4)(d) 3.26
Regulation 21(5)
POCA s 331

3.27
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firm should therefore take reasonable steps to give its nominated ¢
access to such information. Relevant business information
include details of:

U the financial circumstances of a customer or beneficial owne
any person on whose behalf the customer has been or is actin

U the features of the transactions, including, where appropriate
jurisdiction in which the transactiotook place, which the firn
entered into with or for the customer (or that person); and

U the underlying CDD information, and copies of the actual so
documentation in respect of the customer.

In addition, the nominated officer may wish:

U to consider the level of identity information held on the custor
and any information on his personal circumstances that mig|
available to the firm; and

U to review other transaction patterns and volumes througt
account or accounts in the same eathe length of the busine:
relationship and identification records held.

If the nominated officer (or appointed alternate) concludes tha
internal report does give rise to knowledge or suspi@bmmoney
laundering or terrorist financing, he must make a report to the NC
soon as is practicable after he makes this determination. The nom
of ficer (or appointed alternat
and should not be subjeat the direction or approval of other parti
within the firm.

Guidance on reviewing internal reports, and reporting as approprii
the NCA, is set out in Chapter 6.

National and international findings in respect of countries and jurisdictons

3.28

3.29

An MLRO should ensure that the firm obtains, and makes approy
use of, any government or FATF findings concerning the approa
money laundering prevention in particular countries or jurisdictir
This is especially relevant where the approach e found to be
materially deficient by FATF.  Reports on the mutual evaluati
carried out by the FATF can be foundvalvw fatf-gafi. org FATE

Under the fourth money laundering directive, the Europe:
Commission is empowered to identify high risk third countries \

[ Commented [A2]:
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strategic deficiencies in the area of antoney laundering or counterir
terrorist financing. The Commission adopted Delegated Regul
2016/1675 in Jyl 2016. See http://eurlex.europa.eu/legal
content/EN/TXT/?uri=uriserv%3A0J.L_.2016.254.01.0001.01.EN¢

The MLRO should be aware of such lists.

3.30 Countries may also be assessed using publicly available indices
for example,HM Treasury Sanctiony FATF highrisk and non
cooperative jurisdictiotd MeoneyvalFATF Mutual Fevaluatiors™;
Reports, Transparency International Corruption Perceptiomlext?,
FCO Human Rights Repdtt UK Trade and Investment overse
country risk pagéé and quality of regulatich.

3.31 Firms considering business relations and transactions with indivit
and firmsi whether direct or through corresponderitcated in higher
risk jurisdictions, or jurisdictions against which the UK has outstan
advisory notices, should take account of the background against
the assessment, or the specific recommendationtaiced in the

advisory notices, have been made.

3.32 Additionally, the NCA periodically produces intelligence assessmi
which are forwarded to the MLROs of the relevant sectors for inte
dissemination only. No NCA material is published throaghopen

source.

Monitoring effectiveness of money laundering controls

SYSC 6.3.3 R 3.33 A firm is required to carry out regular assessments of the adeque
ggg 2-3-51’(()1)6':‘ its systems and controls to ensure that they manage the n

firmés AML/ CTF

laundering risk effectively. Oversight of the implementation of
pol i ci es paratidn of

the riskbased approach, is primarily the responsibility of the MLF
under delegation from senior management. He must therefore ¢
that appropriate monitoring processes and procedures across tt

are established and maintained.

Regulation 21(1) 3.34 However, where appropriate with regard to the size and nature
business, a firm muststblish an independent internal auditction

with responsibility for

U examining and evaluating the adequacy and effectiveness ¢
policies, controls and procedures adopted by the firm to col
with the requirements of the ML Regulations;

11 http://hmtsanctions.s3.amazonaws.com/sanctionsconlist. pdf

12 hitp://www.fatfgafi.org/topics/highriskandnorcooperativejurisdictions/
* htp-/iwww-coe-int/t/dghl/moenitoring/moneyval/

14 http://cpi.transparency.org/cpi2013/results/

15 http://www.hrdreport.fco.gov.uk/

16 hittp://www.ukti.gov.uk/export/howwehelp/oberseasbusinessrisk/countries.html

17 hitp://www.state.gov/eb/rls/othr/ics/2013/index.htm
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http://cpi.transparency.org/cpi2013/results/
http://www.hrdreport.fco.gov.uk/
http://www.ukti.gov.uk/export/howwehelp/oberseasbusinessrisk/countries.html
http://www.state.gov/eb/rls/othr/ics/2013/index.htm

3.35

Regulation 20 3.36

0 making recommendations in relation to those policies, controls
procedures; and
0 monitoring the firmés compli

Effectiveness of systems and controls is therefore driven
combination of features, including:

U ensuring that policies and procedures reflect current legal
regulatory developments and requirements;

U having appropriate monitoring processegh timely follow up of
findings;

U the adequacy of resources available;

U appropriate monitoring of outsourced compliance arrangemer

U adequately trained staff, who are up to date with cur
developments;

U having appropriate quality control/internal revipvocesses;

U appropriate management information made available to s
management and those with supervisory responsibilities;

U the work of any internal audit function.

The effective operation of group systems and controls inEEA
branches and subsidiary undertakings will be influenced by the a
of the group to ensure that these can be followed without
restrictions, whether in law or otherwise (pe¢agraphs 1.601.62).

Reporting to senior management

SYSC6.3.7(2) G 3.37

3.38

3.39

3.40

3.41

At least annually the senior management of an f&julated firm
should commission a report from its MLRO whi@ssesseshe
operation and effectiveness
relation to managing money laundering risk.

In practice, senior management should determine the deptt
frequency of information they feel necessary to discharge
responsibilities. The information provided in the FCA Ann
Financial Crime Return may provide some of the material reqtore
this purpose. The MLRO may also wish to report to se
management more frequently than annually, as circumstances di

The firmdbs senior management
necessary action to remedy deficiencies idedifin it, in a timely
manner.

The MLRO will wish to bring to the attention of senior managen
areas where the operation of AML/CTF controls should be imprc
and proposals for making appropriate improvements. The progre
any significantremedial programmes will also be reported to se
management.

In addition, the MLRO should report on the outcome of any rele
guality assurance or internal
processes, as well as the outcome of any reviewv bfe f i r
assessment procedures (see paragtaa.



3.42

3.43

3.44

3.45

4C

Firms will need to use their judgement as to how the MLRO shou
required to break down the figures of internal reports in his an
report.

In December 2006, after discussion with the FCA, JMLSG issu
template suggesting a suitable presentation and content framewc
a working paper underpinning the production of the MLRO Anr
Report. [seevww.jmisg.org.uk

An MLRO may choose to report in a different format, according tc
nature and scope of their fir

In practice, subject to the approval of the FCA, larger groups n
prepare a single consolidated report covering all ofaittherised
regulatedirms. The MLRO of eaclutherisedregulatediirm within
the group still has a duty to report appropriatély the senior
management of hsutherisedegulatedirm.

Reporting to the FCA

SUP 16.23.4 R
SUP 16.23.2R

SUP 16.235R

SUP 16.23.6 R
SUP 16.23.7R

3.46

3.47

3.48

3.49

The MLRO is likely to be responsible for the preparation
submission of the Annual Financial Crime Report required by the F

All firms, other than credit unionand certain firms with limitec
permissions and total revenues of less than £5 miiltrarst submit ar
Annual Financial Crime Report to the FCA annually in respect of 1
financial year ending on its latest accongtreference date.

If a group includes more than one firm, a single Annual Finar
Crime Report may be submitted, and so satisfy the requirements
firms in the groupwhere all the firms included in the single report hi
thesame accounting reference date

A firm must submit the Annual Financial Crime Report in the fc
specified in SUP 16 Annex 42AR, using the appropriate online sys
accessible from the FCA websitewWw.fca.org.uf. The Report mus
be submitted within 60 busine
date.
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CHAPTER 4

RISK-BASED APPROACH

U Relevant law/regulation

A
A

U Other authoritative pronouncements which endorse a riskoased approach

Regulatiors 18, 19(1) 27 (8).28(13), 33, 3@nd 36
SYSC3.12G,6.1.1R, 6.33,6.3.6

FATF Recommendations 1 and 10
Basel Papeir Sound management of risks related to money laundering and financing of|
terrorism (updated Februgy 2016)
IAIS Guidance Paper 5

IOSCO Principles paper

ESA Risk Factor Guidelines

Olp>> »>

U

> > >

>

ore obligations

Identify and assess the risks of money laundering and terrorist financing to which its bu
is subject
Appropriate systems and controls must refleetdbgree of risk associated with the busing
and its customers

Determine appropriate CDD measures on aseshsitive basis, depending on the type of
customer, business relationship, product or transaction

Take into account situatiomsd productsvhich by their nature can present a higher risk o
money laundering or terrorist financing; these specifically include correspondent banki
relationships; and business relationships and occasional transactions with PEPs

>

U

> > >

>

ctions required, to be kept unde regular review

Carry out a formal, and regular, money laundering/terrorist financing risk assessment,
including market changes, and changes in products, customers and the wider environn
Ensure interngpolicies, controls and proceduréscluding staff awareness, adequately
reflect the risk assessment

Ensure customer identification and acceptance procedures reflect the risk characteristi
customers

Ensure arrangements for monitoring systems and controls are robust, and reflgkt the
characteristics of customers

Introduction and legal obligations

General

41 There are number of discrete steps in assessing the most cost eff
and proportionate way to manage and mitigate the money launc
and terrorist financing risks faced by the firm. These steps are to:

U identify the money laundering and terrorist financiiss that
are relevant to the firm;

0 assess the risks presented

customers and any underlying beneficial ownel

productsor services

transactions;

delivery channels;

geographical areas of operation;

U design and implement contsoto manage and mitigate the
assessed risks, in the con

O o0 oo

o
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U monitor and improve the effective operation of these conti
and
U record appropriately what has been done, and why.

*I'm this Chapter, r elfl leertagem toeénslud
beneficial owner, where appropriate.

42 Whatever approach is consider
laundering/terrorist financing risk, the broad objective is that the
should know at the outset of the relationship vitsacustomergand,
where relevant, beneficial ownems)e, where they operateyhat they
do, their expected level of activity with the firm. The firm then shc
consider how the profile of tI
over time, thus allowing the firm to identify transactions or activity !
may besuspicious.

Risk Assessment

Regulation 4.3 The ML Regulations require firms to take appropriate steps to ide
18(1),(2).(3) and assess the risks of money laundering and terrorist financing to
its business is subject, taking into account:

0 information on money laundering and terrorist financing m
available to them by the FCA,;

U risk factorsincludingfactorsrelating to their customers, countri
or geographic aream which they operateproducts, services
transactionsinddelivery chanels.

In considering what steps are appropriate, firms must take into ac
the size and natureof its businessFirms that do not offer comple
products or services and that have limited or no international exp
may not need an overly complex @ophisticated business ris

assessment.
Regulation 44 The risk assessments carried out must be documented, kept up
18(4),(5).(6) and made available to the FCA on request. The FCA may decide

documented risk assessment in the case pérécular firm is not
required where the specific risks inherent in the sector in which the
operates are clear and understood.

Regulation 16(2) 4.5 The UK government has published a national risk assessment of r
laundering and terroriginancing® which provides a backdrop to
firmés assessment of the UK r
be aware of this publication, and should take account of rele
findings that affect their individual business risk assessment.

Obligation to adopt a rislbased approach
4.6 Senior management of most firms, whatever business they a

manage the firmbés aff ai r thebwsinest
environment and jurisdictions the firm operates in, those risks inh

L8https://www.gov.uk/government/uploads/ssiiuploads/attachment_data/file/468210/UK_NRA_October 2015
final_web.pdf
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in its business and the effectiveness of the controls it has put in pl:
manage these risks.

4.7 To assist the overall objective to prevent money launderingearatist
financing, a riskbased approach:

U recognises that the money laundering/terrorist finan:
threat to firms varies across customers, jurisdictic
products and delivery channels;

U0 allows management to differentiate between tl
customers in a wathat matches the risk in their particul

business;
U allows senior management to apply its own approach t
firmés procedures, syste

in particular circumstances; and
U helps to produce a more cost effective system.

Regulation 4.8 A firm therefore uses its assessment of the risks inherent in its bu:
33(7),8) to inform its riskbased approach to the identification and verifical
Regulation of individual customers, which will in turn drive the levetaextent of
37(4)(N due diligence appropriate to

CDD measures to be applied must take account of Risk F
Guidelines issued jointly by the European Supervisory Autharities

4.9 No system of checks will detect apcevent all money laundering «
terrorist financing. A riskbased approach will, however, serve
balance the cost burden placed on individual firms and their custc
with a realistic assessment of the threat of the firm being ust
connection with moey laundering or terrorist financing. It focuses
effort where it is needed and will have most impact.

4.10 The appropriate approach in any given case is ultimately a quest
judgement by senior management, in the context of the risks
deteminethe firm faces.

Risk assessmerit identification and assessment dbusinessrisks

Regulation18(2)(b) 4.11 A firm is required to assess the risks inherent in its business, takin
account risk factors including those relatingtsocustomers, countrie
or geographical areas in which it operates, products, service
transactions and delivery channels.

4.12 Examples of the risks in particular industry sectors are set out i
sectoral guidance in Part IFATF also publishes papers on the ML/
risks in various industry sectors, seevw.fatf-gafi.org The UK
government has published its firsational risk assessment of mon
laundering and terrorist financitfgwhich provides a backdrop to
firmés assessment of the UK r

Lhttps://www.gov.uk/government/uploads/system/upsdatiachment_data/file/468210/UK_NRA_October 2015
final_web.pdf
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be aware of this publication, and should take account of rele
findings that affect their individual business risk assessment.

The risk enviroment faced by the firm includes the wider cont
within which the firm operates whether in terms of the risks posed
the jurisdictions in which it and its customers operate, the rel:
attractiveness of the fir saétiens
undertaken. Risks are posed not only in relation to the extent to \
the firm has, or has not, been able to carry out the appropriate le
CDD in relation to the customer or beneficial owner(s), nor by whc
customer or its beneficial owen(s) is (are), but also in relation to t
activities undertaken by the custorniievhether in the normal course
its business, or through the products used and transactions under

The business of many firms, their product and customes, lzas be
relatively simple, involving few products, with most customers fall
into similar categories. In such circumstances, a simple appr
building on the risk the firm
appropriate for most customerstkvihe focus being on those custom

business, but large numbers of their customers may be predomii
retail, served through delivery channels that offer the possibilit
adopting standardised approach to many AML/CTF procedures. F
too, the approach for most customers may be relatively straightfon

For firms which operate internationally, or which have customers b
or operating abroad, there are additional risk considerations relati
the position of the jurisdictions involved, and their reputation

standing as regards the inherent ML/TK riand the effectiveness

Many governments and authorities carry out ML/TF risk assessr
for their jurisdictions, and firms should have regard to these, insof

The European Commission is empowered to identify high risk f
countries with strategic deficiencies in the area of -amuney
laundering or countering terrorist financing. The Commission adc
Delegated Regulation 2016/1675 in July 2016. 3e#://eur

content/EN/TXT/?uri=uriserv%3A0J.L .2016.254.01.0001.01.EN¢

4.13
414
who f all outside the édnor mo.
building on the product risk.
4.15
their AML/CTF enforcement regime.
4.16
they are published and available.
4.17
lex.europa.eu/legal
4.18

Countries may also be assessed using publicly availathiees from
HM Treasury SanctioRy FATF highrisk and norcooperative
jurisdictiong?, Moneyval evaluation®, Transparency Internation

20 hittp://hmtsanctions.s3.amazonaws.com/sanctionsconlist.pdf
2 hitp://www.fatfgafi.org/topics/highriskandnorcooperativejurisdictions/
22 hittp:/lwww.coe.int/t/dghl/moitoring/moneyval/



http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2016.254.01.0001.01.ENG
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Corruption PerceptianIndex®, FCO Human Rights Repéft UK
Trade and Investment overseas country risk gagesd quaty of
regulatiorf®.

SYSC6.3.6 G 419 In identifying its money laundering risk an F&@agulated firm shoulc
consider a range of factors, including

its customer, product and activity profiles;
its distribution channels;

the complexity and volume of iteansactions;
its processes and systems; and

its operating environment.

[N il il el o

4.20 The firm shouldhereforeassess its risks in the context of how it mit
most likely be involved in money laundering or terrorist financing.
this respect, senior managemshbuld ask themselves a number
questions; for example:

0 What risk is posed by the f

0 What risk is posed by a cust

U How does the way the customer comes to the firm affect the ri

0 Whatrisk is posed by the prodsfgervices the customer is using

4.21 Annex 41 contains further guidance on considerations firms might
account of in assessing the level of ML/TF risk in different jurisdictic
The concept of an 06equi v ahderrthe
ML Regulations.

4.22 When the FCA issues a relevant thematic review report, or updai
Financial Crime Guidgas part of its ongoing assessment of ML/
risks, a firm should consider whether there are any areas of risk or
of concern which are relevant
the report. Fi r ms s tpablished enforement
findings in relation to individual firms, and its actions in respons
these; this information is available on the FCA website
http://www.fca.org.uk/firms/bingregulated/enforcement/outcomes

notice® .
New technologies
Regulation 19(4)(c), 4.23 In identifying and asse#sg the money laundering or terrorist financil
336)(b)(v) risks, firms must take account of whethaew products and ne

business practiceare involved including new delivery mechanism
andthe use of new or developing technologies for both new and
existing products.As well as being specifically required in assess
whether there is a high kisof ML/TF in a particular situation,ush a
risk assessment should take place prior to the launch of the
products, business practices or the use of new or devel
technologies. Appropriate measures should be taken to manac

23 http://cpi.transparency.org/cpi2013/results/

24 http://www.hrdreport.fco.gov.uk/

25 http://www. ukti.gov.uk/export/howwehelp/oberseasbusinessrisk/countries.htmi
26 hittp://www.state.gov/eb/rls/othr/ics/2013/index.htm
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mitigate those risksincluding where relevant in particular cases
application of enhanced due diligence measures

A risk-based approachi Design and implement controls to manage and mitigate the risks

Regulation19(1)

424

4.25

Regulation 19(2)(b) 4.26

Regulation 19, 21

4.27

4.28

4.29

Once the firm has identified ardsessed the risks it faces in respec
money laundering or terrorist financiiigt EU level, UK level and ir
relation to the firm itself- senior management musstablish anc
maintain policies,controlsand procedureso mitigate andmanage
effectively the risks of money laundering and terrorist financ
identified in its risk assessment. These policies, controls
procedures must take account

business.

The policies, controls and procedures designed it@ate assesse
ML/TF risks should be appropriate and proportionate to these risks
should be designed to provide an effective level of mitigation.

Firms must obtain approval from their senior management for
policies, controls and procedures that they put in place and
monitoring and enhancing the measures taken, where appropriat

A risk-based approach requires the full commitment and suppc
senior management, and the activeoperation of business usit The
riskbased approach needs to be
such reflected in its procedures and controls. There needs to be .
communication of policiescontrolsand procedures across the fir
along with robust mechanisms to erestthat they are carried o
effectively, weaknesses are identified, and improvements are
wherever necessary.

The policies, controls and predures referred to in paragraph 4.
must include:

U risk management practicesystomer due diligence, reportin
recordkeeping, internal controls, compliance management
employee screening;

U where appropriate with regard to the size and nature of
business, an independent audit function to examine and ev:
t he f i lies o6ostrolpand pracedures.

The nature and extent of AMLAE controls will depend on a numb:
of factors, including:

0 The nature, scale and compl €
0 The diversity of the firmds
diversity

The firmés customer, product
The distribution channels used

The volume and size of transactions

The extent to which the firm is dealing directly with the custom
or is dealing through intermediaries, third parties, corresponde
or non face to face access

[ N i ]
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0 The degree to which the firm outsources the operation of any
procedures to other (Group) entities.

The application of CDD measures is intended to enable a firm to fc
reasonable belief that it knows the true identity afhe customer an
beneficial owner, and, with an appropriate degree of confidence, k
the types of business and transactions the customer is like
undertake. The firmés proced

U Identify and verify the identity ofach customer on a timely basi

U Identify andtake reasonable measures to verify the identity of
ultimate beneficial owner

U Obtain appropriate additional information to understand
customer6s circumstances an
nature ad level of transactions

How ariskbased approach is i mplem
operational structure. For example, a firm that operates thr
multiple business units will need a different approach from one
operates as a singbeisiness. Equally, it will also be relevant whethe
the firm operates through branches or subsidiary undertakings; wt
their business is principally face to face or online; whether the firrr
a high staff/customer ratio and/or a changing custorase,bor a smal
group of relationship managers and a relatively stable customer be
whether their customer base is international (especially involving
net worth individuals) or largely domestic.

Senior management should decide onappropriate approach in tt
l'ight of the firmés structure
at the business area level, or one that starts from business st
Taking account of any geographical considerations relating tc
customer, or thdransaction the firm may start with its custome
assessments, and overlay these assessments with the prodt
delivery channel risks; or it may choose an approach that starts wi
product risk, with the overlay being the customer and delivery e
risks.

A risk-based approachi customer risk assessments

General

Regulation28(12)

433

434

Based on the risk assessment carried out, a firm will determine the
of CDD that should be applied in respect of each customer
beneficialowner. It is likely that there will be a standard level of Cl
that will apply to the gener a
appetite.

As regards money laundering and terrorist financing, managinc
mitigating the risks will involve mesur es t o ver.
identity; collecting additional information about the customer;

monitoring his transactions and activity, to determine whether thet
reasonable grounds for knowing or suspecting that money launc
or terrorist firancing may be taking place. Part of the con



Customer risk assessnisn

Regulation18

435

4.36

4.37

48

framework will involve decisions as to whether verification should 1
place electronically, and the extent to which the firm can use cust
verification procedures carried out by other firms. Firms n
determine the extent of their CDD measures on asesisitive basis
depending on the type of customer, business relationship, prodi
transaction.

To decide on the most appropriate and relevant controls for the
senior management shouldkabemselves what measures the firm «
adopt, and to what extent, to manage and mitigate these threat
mo s t cost effectively, and i
Examples of control procedures include:

U Introducing a customer identificatigprogramme that varies tr
procedures in respect of customers appropriate to their ass
money laundering/terrorist financing risk;

U Requiring the quality of evidencé whether documentary
electronic or by way of third party assuranc® be of a certai
standard;

U Obtaining additional customer information, where this
appropriate to their assessed money laundering/terrorist finai
risk; and

U Monitoring customer transactions/activities.

It is possible to try to assess the extent to which each cusshroeld
be subject to each of these checks, but it is the balance of
procedures as appropriate to the risk assessed in the individual cus
or category of customer, to which he belongs that is relevant.

A customer identificatioprogramme that is graduated to reflect r
could involve:

U astandard information dataset to be held in respect of all custo

U a standard verification requirement for all customers;

U more extensive due diligence (more identification checks ar
requiring additional information) on customer acceptance for hi
risk customers;

U where appropriate, more limited identity verification measures
specific lower risk customer/product cbmations; and

U an approach to monitoring customer activities and transaction:
reflects the risk assessed to be presented by the customer, whi
identify those transactions or activities that may be unusu:
suspicious.

Although the ML/TF risks facing the firm fundamentally arise throt
its customers, the nature of their businesses and their activities, .
must consider its customer risks in the context of the wider Ml
environment inherent in the business andsgigtions in which the firnm
and its customers operate. Firms should bear in mind that
jurisdictions have close links with other, perhaps higher |
jurisdictions, and where appropriate and relevant regard should b
to this.



Regulation31(1)

4.38

4.39

4.40
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The risk posd by an individual customer may be assessed differ:
depending on whether the customer operates, or is based,
jurisdiction with a reputation for ML/TF, or in one which has
reputation for strong AML/CTF enforcement. Whether, and to v
extent, he customer has contact or business relationships with
parts of the firm, its business or wider group can also be relevant.

In reaching an appropriate level of satisfaction as to whether the M
risk posed by the customer is acceptadfel able to be manage
requesting more and more identification is not always the right an
1 it is sometimes better to reach a full and documented understanc
what the customer does, and the transactions it is likely to unde
Some businessnes carry an inherently higher risk of being used
MLU/TF purposes than others.

However, as stated jparagraph 5.2.6f a firm cannot satisfy itself a
to the identity of a customer the beneficial owner who is not tt
custoner, verify that identity; or obtain sufficient information on tl
nature and intended purpose of the business relationship, it mu
enter into a nevbusinesgelationship and must terminate an exist
one.

While a risk assessment should always be performed at the incepi
the customer relationship (although peeagraph 4.4Below), for some
customers a comprehensive risk profile may only become evident
the customer has begun transacting througha@mount, making the
monitoring of transactions and -@oing reviews a fundament:
component of a reasonably designed RBA. A firm may also ha
adjust its risk assessment of a particular customer based on inforr
received from a competent authority.

Some other firms, however, often (but not exclusively) those deali
whol esale market s, may offer
many of whom are already subject to extensive due diligence by la\
and accountants for reasons ottlean AML/CTF. In such cases, tt
business of identifying the customer will be more complex, but will -
account of the considerable additional information that already exi:
relation to the prospective customer.

General principles use of risk catgories and factors

SYSC6.3.6 G

4.43

444

In order to be able to implement a reasonable RBA, firms sh
identify criteria to assess potential money laundering ri
Identification of the money laundering or terrorist financing risks, tc
extent that such terrorist financing risk can be identified, of custo
or categories of customers, and transactions will allow firmdesign
and implement proportionate measures and controls to mitigate
risks.

Money laundering and terrorist financing risks may be measured
a number of factors. Application of risk categories
customers/situations can then provide a strafeggnanaging potentia
risks by enabling firms to subject customers to proportionate cor
and oversight. The key risk criteria are: country or geographic



Regulation 337)(8), 4.45
37(4)(7)

Regulation 28(3) 446

447

4.48

Weighting of risk factors

4.49

4.50

5C

customer risk; and product/services risk. The weight given to 1
criteria (individuallyor in combination) in assessing the overall risk
potential money laundering may vary from one institution to anot
depending on their respective circumstances. Consequently, firms
to make their own determination as to the risk weights. Paeasnset
by | aw or regulation may | i mi

Annex 41l contains a fuller list of illustrative risk factors a firm m:
address when considering the ML/TF risk posed by customer situa
consistentith Risk Factor Guidelines issued jointly by the Europ
Supervisory Authorities, to which firms must have regard.

When assessing the ML/TF risks relating to types of custor
countries or geographic areas, and participanducts, services
transactions or delivery channel risks, a firm should take into acc
risk variables relating to those risk categories. These variables,
singly or in combination, may increase or decrease the potentia
posed, thus impactg the appropriate level of CDD measur
Examples of such variables include:

U The purpose of an account or relationship

U The level of assets to be deposited by a customer or the s
transactions undertaken

U The regularity or duration of the businesktienship

When assessing risk, firms should consider all relevant risk fa
before determining what is the overall risk category and the approj
level of mitigation to be applied.

A risk assessment will often result in a stylisedegorisation of risk
e.g., high/medium/low. Criteria will be attached to each categol
assist in allocating customers and products to risk categories, in or
determine the different treatments of identification, verificati
additional customeinformation and monitoring for each category, ii
way that minimises complexity.

When weighting risk factors, firms should make an informed judget
about the relevance of different risk factors in the contexipafréicular
customer relationship or occasional transaction. This often resu
firms allocating diff ei tomexample
firms may decide that a cust
associated with higher ML/TF risk less relevant in light of the featur
of the product they seek.

Ultimately, the weight given to each of these factors is likely to \
from product to product and customer to customer (or categol
customer) and from one firm to anoth&/hen weighting factors, firm:
should ensure that:

U Weighting is not unduly influenced by just one factor;

U Economic or profit considerations do not influence the risk ratil

U Weighting does not lead to a situation where it is impossible fol
business tde classified as high risk;
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U Situations identified by national legislation or risk assessmen
always presenting a high money laundering risk cannot be «
ruled by the firmdés weightir

0 Firms are able to override any automatically generatedsdekes
where necessary. The rationale for the decision to override
scores should be documented appropriately.

Where a firm uses automated systems, purchased from an e»
provider, to allocate overall risk scores to categorise busi
relationships or occasional transactions, it should understand how
systems work and how it combines risk factors to achieve an overa
score. A firm must always be able to satisfy itself that the sc
allocated refl ect MW ridkiamdritéhsuld
be able to demonstrate this to the FCA if necessary.

When the FCA issues a relevant thematic review report, or updai
Financial Crime Guideas part of its ongoing assessment of ML/
risks, a firm should consider whether there are any areas of risk or
of concern which are relevant

the report. Firmsshol d be awar e of t hement
findings in relation to individual firms, and its actions in respons
these; this information is available on the FCA website
http://www.fca.org.uk/firms/bingregulated/enforcement/outcomes
notice® .

Lower risksimplified due diligence

Regulation 3(1)

453
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Many customers, by their nature or through what is already kr
about them by the firm, carry a lower money laundering or terr
financing risk. These migtclude:

U Customers who are employmdrased or with a regular source
income from a known source which supports the activity bi
undertaken; (this applies equally to pensioners or benefit recip
or t o those whose i ncome
empbyment);

U Customers with a lonterm and active business relationship w
the firm;and

U Customers represented by those whose appointment is subj
court approval or ratification (such as executors).

There are other circumstances where the risk of money launderi
terrorist financing may be lower. In such circumstances, and pro
there has been an adequate analysis of the risk by the country or
firm, the firm may (if permitted by local V& or regulation) apply
reduced CDD measures. [SBart |, paragraphs 5.4.1ff fadditional
guidance on simplified due diligence.] When assessing the ML/TF
relating to types of customers, countries or geographic areas
particular products, semés, transactions or delivery channe
potentially lower risk situationsiay be influenced by

U Customer risk factors
U Country or geographic risk factors
U Product, service, transaction or delivery channel risk factors
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Annex 41l contains a fuller list of illustrative risk factors a firm mi
address when considering the ML/TF risk posed by customer situa
consistent with Risk Factor Guidelines issued jointly by the Euro|
Supervisory Authorities, to which firms rsuhave regard.

Having a lower money laundering or terrorist financing risk
identification and verification purposes does not automatically n
that the same customer is lower risk for all types of CDD measur:
particular for ongoing moruting of transactions.

Firms should not, however, judge the level of risk solely on the n:
of the customer or the produtthere, in a particular customer/prodt
combinationgither or botithe customeandthe product are considere
to carry a higher risk of money laundering or terrorist financing,
overall risk of the customer should be considered carefully. Firms
to be aware that allowing a higher risk customer to acquire a lowe
product orservice on the basis of a verification standard tha
appropriate to that lower risk product or service, can lead
requirement for further verification requirements, particularly if
customer wishes subsequently to acquire a higher risk produ
service.

Further considerations to be borne in mind in carrying out a
assessment are set out in the sectoral guidance in Part Il.

Higher risk/enhanced due diligence

Regulation33(1)

Regulation33(4)

4.59
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When assessing the MLU/TF risks relating to types of custor
countries or geographic areas, and particular products, ser
transactions or delivery channgigtentiallyhigher risksituations may
be influenced by

0 Customer risk factors
U Country or gegraphic risk factors
U Product, service, transaction or delivery channel risk factors

Where higher risks are identified, firms are required take enha
measures to manage and mitigate the risks. Politically Exposed P«
and Correspondentlationshipshave been specifically identified by tt
authorities as higher risk. Specific guidaron enhanced due diligen
in these cases is given in sectmB.

Where a customer is assessed as carrying a higher risk, then dep
on the product sought, it will be necessary to seek additional inform
in respect of the customer, to be better able to judge whether or n
higher risk that the customer is peived to present is likely t
materialise. Such additional information may include an understar
of where the customerés funds
on the types of additional information that may be sought is set ¢
section5.5.

Where the risks of ML/TF are higher, firms must conduct enhancec
diligence measures consistent with the risks identified.

(a)In particular, theyshoeuldnust: <~
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U__;as far as reasonably possible, exantirebackground and purpe:
of the transaction; and

U__jncrease the degree and nature of monitoring of the bus
relationship, in order to determine whether these transactiol

activities appear unusual or suspicious.

(b) Examples of other EDD measure that depending on ths
requirements of the casepuld be applied for higher risk busine
relationships include:

U Obtaining, and where appropriate verifying, additional informa
on the customer and updating more regularly the identificatio
the cwstomer and any beneficial owner

U Obtaining additional information on the intended nature of
business relationship

U Obtaining information on the source of funds or source of weal
the customer

U Obtaining information on the reasons for intended or perd
transactions

U Obtaining the approval of senior management to commenc
continue the business relationship

U Conducting enhanced monitoring of the business relationshi
increasing the number and timing of controls applied, and sele
patterns ofransactions that need further examination

U Requiring the first payment to be carried out through an accot
the customerdés name with a &

Annex 41l contains a fuller list ofllustrative risk factors a firm ma
address when considering the ML/TF risk posed by customer situa
consistent with Risk Factor Guidelines issued jointly by the Euro|
Supervisory Authorities, to which firms must have regard.

Where EDD measures are applied, firms must as far as reasc
possible examine the background and purpose of all complex
unusually large transactions, unusual patterns of transacéiods
transactionsvhich have no apparent economic or lggarpose. They
must also increase the degree and nature of monitoring of the bu
relationship in which such transactions are made to determine wt
those transactions or that relationship appear to be suspicious.

In the case of some sitimts assessed as high riskwhich are outside
t he f i r mé stherfiimanay wésip notetd také an the custom
or may wishto exit from the relationship. This may be the cas¢
relation to particular types of customer, or in relation to custsrtom,
or transactions to or through, particular high risk countries or geogr:
areasor in relation to a combination of other risk factors

Although jurisdictions may be subject to economic sanctions, there
be some situations where for humanitarian or other reasons a firm
under licence, take on or continue with the customer or the busint
transaction in, to, or through such higkrjurisdictions.

The firm must decide, on the basis of its assessment of the risks
by different customer/product combinations, on the level of verifics
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that should be applied at each level of risk presented by the cust
Consideation should be given to all the information a firm gathers al
a customer, as part of the normal business and vetting proc
Consideration of the overall information held may alter the risk prt
of the customer.

Identifying a customer asarrying a higher risk of money laundering
terrorist financing does not automatically mean that he is a m
launderer, or a financier of terrorism. Similarly, identifying a custo
as carrying a low risk of money laundering or terrorist financiogsc
not mean that the customer is not. Staff therefore need to be vigil
using their experience and co
based criteria and rules (see ChaptérStaff awareness, training ar
alertness).

When the FCA issues a relevant thematic review report, or updai
Financial Crime Guideas part of its ongoing review of its controls
manage and mitigate its ML/TF risks, a firm should consider hov
systems, controls and procedures appear iatioel to the self
assessment questions set out in the report. Firmsdshe aware of the
FCAG6s publ i s Hiedihgsénmrdlaton to éndinédoat firms
and its actions in response to these; this information is availak
http://www.fca.org.uk/firms/beingegulated/enforcement/outcomes
notice®

Arisk-based approachi Moni t or and i mprove the effecti

Regulation19(2)(b)
SYSC6.3.8R

SYSC6.3.3R
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The policies, controls and procedures should be approved by ¢
management, and the measures taken to manage and mitigate tt
(whether higher or lower) should be consistent with natic
requirements and with guidanceiin competent authorities.

Independent testing of, and reporting on, the development and effi
operation of the firmés RBA as
internal auditfunction (where one is establishedxternal auditors
specialistconsultants or other qualified parties who are not involve
the i mplementation or operati
programme.

The firm will need to have some means of assessing that its
mitigation procedures antbntrols are working effectively, or, if the
are not, where they need to be improved. Its poligestrolsand
procedures will need to be kept under regular review. Aspects the
will need to consider include:

U appropriate procedures to identify hanges in custome
characteristics, which come to light in the normal course
business;

U reviewing ways in which different products and services ma
used for money laundering/terrorist financing purposes, and
these ways may change, supported Ipplygies/law enforcemer
feedback, etc;


http://www.fca.org.uk/firms/being-regulated/enforcement/outcomes-notices
http://www.fca.org.uk/firms/being-regulated/enforcement/outcomes-notices
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U adequacy of staff training and awareness;

monitoring compliance arrangements (such as internal audit/qt
assurance processes or external review);

where appropriate, the establishment of an internal audit fumct
The balance between technoleggsed and peopleased systems
Capturing appropriate management information;

Upward reporting and accountability;

Effectiveness of liaison with other parts of the firm; and
Effectiveness of the liaison with regulatoaypd law enforcemen
agencies.

c:

coococc

When the FCA issues a relevant thematic review report, or updai
Financial Crime Guideas part of its monitoring of the performance
its ML/TF controls, a firm should consider whether any of the exarr
of poa practice have any resonance within the firm. Firmsikhbe
aware of t he FCAOGs findingh Iniredatioa do
individual firms, and its actions in response to these; this informati
available on the FCA website attp://www.fca.org.uk/firms/being
regulated/enforcement/outcorrestices

A risk-based approachi Record appropriately what has been done and why

SYSC6.3.3R
Regulation18(4)
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Firms must document their risk assessments in order to be al
demonstrate their basis, keep these assessments up to date, al
appropriate  mechanisms to provide appropriate risk asses:
information to competent authorities.

Annex 4lll contains illustrativeexamples of systems and controls
firm might have in place in order to keep its risk assessments up tc

The responses to consideration of the issues set out above, or to
issues, will enable the firm tmilor its policies and procedures on t
prevention of money laundering and terrorist financing. Document:
of those responses should enable the firm to demonstrate to its reg
and/or to a court:

U how it assesses the threats/risks of being usedrnection with
money laundering or terrorist financing;

0 how it agrees and implements the appropriate systems
procedures, including due diligence requirements, in the light «
risk assessment;

U how it monitors and, as necessary, improves the eftewss of
its systems and procedures; and

U the arrangements for reporting to senior management or
operation of its control processes.

In addition, on a casky-case basis, firms should document the ratiol
for any additional due diligenameasures it has undertaken (or an
has waived) compared to its standard approach, in view of its
assessment of a particular customer

Risk management is dynamic
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Risk management generally is a continuous process, carried ou
dynamic basis. A money laundering/terrorist financing risk assess
is not a ongime exercise. Firms must therefore ensure that their
management processes for managing moneydkxing and terroris
financing risks are kept under regular review.

There is a need to monitor the environment within which the
operates. Success in preventing money laundering and tel
financing in one area of operation or busines tend to drive
criminals to migrate to another area, business, or product sti
Periodic assessment should th
market place. levidence suggests thdisplacement is happening,
if customer behaviour is chaing, the firm should be considering wh
it should be doing differently to take account of these changes.

In a stable business change may occur slowly: most business
evolutionary. Customerso act
thefr m) and t he f i r méisandpghe ovay these &
offered or sold to customeiis change. The products/transactic
attacked by prospective money launderers or terrorist financiers
also vary as perceptions of their relative vulnerabdhiange.

There is, however, a balance to be achieved between respc
promptly to environmental changes, and maintaining stable sys
and procedures.

A firm should therefore keep its risk assessment(s) up to date
annual, formateassessment might be too often in most cases, bu
appropriate for a dynamic, growing business. It is recommendec
a firm revisit its assessment at least annually, even if it decides
there is no case for revision. Firms should includeidetd the
assessment, and any resultincg
(see paragrapt&37 to 3.4%
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Annex 4|

CONSIDERATIONS IN ASSESSING THE LEVEL OF ML/TF RISK

IN DIFFERENT JURISDICTIONS

1. ThisAnnex is designetb assist firms by setting out how they might approach their assessment
of other jurisdictions, to determirkbeir level of ML/TF risk TheAnnexdiscusses jurisdictions
where there may be a presumptioriaf risk, and those where such a presumption matybe
appropriate without further investigation. It then discusses issues that a firm should consider in
all cases when coming to a judgementtbe level of ML/TF risk implicit in anyparticular
jurisdiction.

Implications of an assessment as low risk

2. Assessment of a jurisdiction as low riskly allows for some easement of the level of due
diligence carried odt it is not a complete exemption frothe application of CDD measuras
respect of customer identification. It does not exempt the firm ftamying out ongoing
monitoring of the business relationship with the customer, nor from the need for such other
procedures (such as monitoring) as may be necessary to enable a firm to fulfil its responsibilities
under the Proceeds of Crime Act 2002.

3. Although the judgement othe risk levelis one to be made by each firm in the light of the
particular circumstances, senior management is accountable for this juddemitmr to its
regulator, or, if necessary, to a court. It is therefore importantthaéasons for concluding that
a particular jurisdiction isow risk (other than those in respect of which a presumptioiowef
risk may be made) are documented at the time the decision is made, and that it is made on relevant
and up to date data or infoation.

Categories of country

[ Formatted: Font: Not Bold ]
(a) EU/EEA member states - [Formatted: Indent: Left: 1.27 cm ]

Commented [A3]:  There will of course be different levels of
implementationof AMLDic ount ri es so | do
from the premise that EU/EEA countries are low risk. We should

mplemen&anen—e#—the—meney—lauﬂdemqg—d#ee%When |dent|fv|nq Iower rlsk promoting the RBA, with firms taking into account that EU/EEA

jurisdictions, FATF encourages firms to take into considerationountry risk factors: MSs are required to adopt 4MLD

R - [Formatted: Font: 11 pt, Font color: Dark Gray ]

U Countries identified by credible sources, such as mutual evaluation or detailed
assessment reports, as having effective AML/CFT systems. \

U Countries identified by credible sources as having a low level of corruption or other

criminal activity.

Formatted: List Paragraph, Justified, Numbered + Level: 1 +
Numbering Style: 1, 2, 3, é + Start at: 1 + Alignment: Left +
Aligned at: 0.63 cm + Indent at: 1.27 cm

Formatted: Font: 11 pt

-

N
In_making a risk assessment, countries or financial institutions could, when appropriate,
also take into account possible variations in monelaundering and terrorist financing risk \\
between different regions or areas within a country.

Formatted: Font: (Default) Cambria, 11 pt, Font color: Black

Formatted: List Paragraph, Justified

Formatted: List Paragraph, Justified, Bulleted + Level: 1 +
Aligned at: 1.27 cm + Indent at: 1.9 cm

( )
( )
( )
{ )
< [ Formatted: Font: 11 pt ]
( )
( )
( )
( )

4.5.All Member States of the EU (which, for this purpose, includes Gibraltar as part of the UK an(.Formatted: Font: 11 pt

Aruba as part of the Kingdom of the Netherlands) are requiredatct éegislation and financial
sector procedures in accordance with_Eié Fourth Mmoney LiaunderingDedirective. The
directive implements the revised 2012 FATF standahelgddition,EU-Member-States-that are

Formatted: List Paragraph, Justified, Indent: Left: 1.9 cm

Formatted: Justified, Indent: Left: 1.27 cm

Formatted: Indent: Left: 1.27 cm, No bullets or numbering




Commented [A4]:  All EU/EEA MSs are participants at FATF
and FSRBs

5—All EEA countries have undertaken to implement fiheth money laundering directivend all
are_members of FATE or the relevant FATF style regional body (for Europe, this is
MONEYVAL). ; -and-seme-are-also-FATFmember-countries.

N Commented [A5]: ldomdt t hink this sec
AN are all members of FATF or FSRB

Formatted: Justified, SpaceBefore: 5 pt, After: 5 pt,
Numbered + Level: 1 + Numbering Style: 1, 2, 3, é + Start
at: 1 + Alignment: Left + Aligned at: 0.63 cm + Indent at:
1.27 cm, Tab stops: Notat 4cm+ 85cm+ 11.5cm

—EU-rembers-of FATF-Other EU-membestates
Adstria——lrelangd————— Bulgarda—Lithuania
Belgim——ah——————— Cympus——— palia
Denmark— Luxembourg— Croatia— Poland
Franee———Porugal———————Estonia—Slovakia——————
L 1o e T —

Greece Sweden | atvia
reece weaeh —atAa

6. Gibraltar is also directly subject to the requirements of the money laundering directive, which
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11:10. However, unlike te transposition of the money laundering directive by EU Member
States, implementation cannot be mandatory, and all members will approach their obligations in
different ways, and under different timetables.

1211. Information on the effectiveness of implemerdatiin these jurisdictions may be
obtained through scrutiny of Mutual Evaluation reports, which are published on the FATF
website, as well as through the FATF public statement, compliance statement and advisory
notices issued by HM Treasury.
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1412. A majority of countries and territories dot fall within the lists of countries that can be
presumed to be low risk This does not necessarily mean that the AML/CTF legislation, and
standards of due diligence, in those countries are lower than those in other jurisdictions assessed
as low risk. Havever, standards vary significantly, and firms will need to carry out their own
assessment of particular countries. In addition to a firm's own knowledge and experience of the
country concerned, particular attention should be paid to any SME& or IMFWorld Bank
evaluations that have been undertaken.
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Contextual factors

24:17. Such factors as the political stability of a jurisdictiondavhere it stands in tables of
corruption are relevant to whether it is likely that a jurisdiction will be low risk. It will, however,
seldom be easy for firms to make their own assessments of such matters, and it is likely that they
will have to rely onexternal agencies for such evidericevhether prepared for general
consumption, or specifically for the firm. Where the firm looks to publicly available evidence, it
will be important that it has some knowledge of the criteria that were used in making the
assessment; the firm cannot rely solely on the fact that such a list has been independently
prepared, even if by a respected third party agency.

Evidence of relevant (public) criticism

2518. The FATF from time to time issues statements on its concerns abolacthef
comprehensive AMICTF systems in a number of jurisdictions (see section 2.4 below). When
constructing their internal procedures, therefore, financial sector firms should have regard to the
need for additional monitoring procedures for transacfimm any country that is listed on these
statements of concern. Additional monitoring procedures will also be required in respect of
correspondent relationships with financial institutions from such countries.

26:19. Other, commercial agencies also produgeorts and lists of jurisdictions, entities and
individuals that are involved, or that are alleged to be involved, in activities that cast doubt on
their integrity in the AML/CTF area. Such reports lists can provide some useful and relevant
evidence which may or may not be conclusiveon whether or not a particular jurisdiction is
likely to be low risk.
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Mutual evaluation reports

2420.

Particular attention should be paid to assessments that have been undertaken by standard

setting bodies such as FATF, and by international financial institutions such as the IMF.

FATF

2821.

FATF member countries monitor their own progress in the fight agaimsteyn

laundering and terrorist financing through regular mutual evaluation by their peers. In 1998,
FATF extended the concept of mutual evaluation beyond its own membership through its
endorsement of FATBtyle mutual evaluation programmes of a numbeegional groups which
contain noAFATF members. The groups undertaking FAStiFle mutual evaluations are

2922.

= =4 =8 =

E )

the Offshore Group of Banking Supervisors (OGBS)vee®.0gbs.net

the Caribbean Financial Action Task Force (CFATF)wesv.cfatf.org

the Asia/Pacific Group on Money Laundering (APG) seev.apgml.org

MONEYVAL, covering the Council of Europe coties which are not members of
FATF seewww.coe.intMoneyval

the Financial Action Task Force on Money Laundering in South America (GAFISUD)
seewww.gafisud.org

the Middle Eas and North Africa Financial Action Task Force (MENAFATF) see
www.menafatf.org

the Eurasian Group (EAG) seevw.eurasiangroup.org,

the Eastern and Southern Africa AMbney Laundering Group (ESAAMLG) see
www.esaamlg.org

the Intergovernmental Action Group against Moheyindering in Africa (GIABA) see
www.giabasn.org

Firms should bear in mindtha mut ual evaluation reports are at a Opoint

should be interpreted as such. Although follow up actions are usually reviewed after two years,

there can be quite long intervals between evaluation reports in respect of a particular jurisdiction.

Even at the point an evalwuation is carried out there can be
AML/CTF regime, but these will not be reflected in the evaluation report. There can also be

subsequent changes to the regime (whether to respond tosertiddy the evaluators or

otherwise) which firms should seek to understand and to factor into their assessment of whether

the jurisdiction is low risk.

3023.

In assessing the conclusions of a mutual evaluation report, firms may find it difficult to

giveapprop@dt e wei ghting to findings and conclusions in respect of
with particular Recommendations. For the purposes of assessing level of risk, compliance (or

otherwise) with certain Recommendations may have more relevance than diermrsxtent to

which a jurisdiction complies with the following Recommendations may be particularly relevant:

Legal framework

Recommendatiasl, 3, 4 and 5

Measures to be taken by firms:

Recommendations 9, 10, 117 and20,

Supervisory regime:

Recommendation®6, 27and &

International ceoperation:

Recommendatian2 and40

t h
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3124. Summaries of FATF and FAT§tyle evaluations are published in FATF Annual Reports
and can be accessedhwatw.fatf-gafi.org However, mutual evaluation reports prepared by some
FATF-style regional bodies may not be carried out fully to FATF standards, and firms should
bear this in mind if a decision on whether a jurisdiction isiisk is based on such reports.

IMF/World bank

3225. As part of their financial stability assessments of countries and territories, the IMF and
the World Bank have agreed with FATF a detailed methodology for assessing compliance with
AML/CTF standards, using tHATF Recommendations as the base. A number of countries have
already undergone IMF/World Bank assessments in addition to those carried out by FATF, and
some of the results can be accessedmat.imf.org. Where IMF/World Bank assessments relate
to FATF members, the assessments are formally adopted by the FATF and appear on the FATF
website.

Implementation standards (including effectiveness of supervision)

3326. Information on tle extent and quality of supervision of AML/CTF standards may be
obtained from the extent to which a jurisdiction complies with Recommendations 17, 23, 29 and
30.

Incidence of trade with the jurisdiction

34.27. In respect of any particular jurisdiction, the lesed extent of due diligence that needs
to be carried out in making a judgement on the level of risk will be influenced by the volume and
size of the firmés business with that jurisdiction in relation

UK prohibition notices and advisory notices

Prohibition notices

3528. Under certain circumstances, HM Treasury mayrsuant to the Countégrrorism Act
2008, Schedule 7issue directions to a firm in relation to customer due diligence; ongoing
monitoring; systematic reporting; and limiting or ceasing business. Details of any such HM
Treasury directions will be found atvw.hmtreasury.gov.uk

Advisory notices
HM Treasury

3629. HM Treasury issuegressadvisoryn ot i ces i n which it expresses the UKés full s
the work of the FATF on jurisdictions of concerfihe HM Treasuryressadvisorynoticeis s
are—available at https://www.gov.uk/government/publications/mofaynderingand
terroristfinancingcontrolsin-overseasgurisdictionsadvisorynotice  http:/hwwnw-hm

treasury.gov-uk/press

3730. The FATF issues periodiannouncements about its concerns regarding the lack of
comprehensive AMICTF systems in various jurisdictions.

38231. The FATF maintains &ublic Statemenivhich lists jurisdictions of concern in three
categories:


http://www.bba.org.uk/grabexit/?url=http%3A%2F%2Fwww.fatf-gafi.org
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1. Jurisdictions subject to a FATF call on its migers and other jurisdictions to apply
countermeasures to protect the international financial system from the ongoing and substantial
money laundering and terrorist financing (ML/TF) risks emanating from the jurisdiction.

2. Jurisdictions with strategic AMOTF deficiencies that have not committed to an action plan
developed with the FATF to address key deficiencies. The FATF calls on its members to
consider the risks arising from the deficiencies associated with each jurisdiction, as described
below.

3. Jurisdictions previously publicly identified by the FATF as having strategic AME/
deficiencies, which remain to be addressed.

39.32. The FATF also maintains a statemémiproving Global AMLCTF Compliance: On
going Processwhich lists jurisdictions identifiéas having strategic AMOTF deficiencies for
which they have developed an action plan with the FATF. While the situations differ among
jurisdictions, each has provided a written highel political commitment to address the
identified deficiencies. T&nFATF will closely monitor the implementation of these action plans
and encourages its members to consider the information set out in the statement.

40.33. The latest versions of these FATF Statements are available athtip:fatf-gafi.org

FCA “« [ Formatted: Normal (Web), Indent: Left: 0.75cm

4134, The FCA expect firmghey supervise for money laundering purposes to consider the
impact of these statements on their policies and procedures.
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ANNEX 4-11

ILLUSTRATIVE RISK FACTORS RELATING TO CUSTOMER SITUATIONS

CUSTOMER RISK FACTORS

A. Business or professional activity

Ri sk factors that may be relevant when considering the risk ass
their beneficial ownersd6 business or professional activity incl
A Does the customer or beneficial owner have links to sector
higher corruption risk, such as construction, pharmaceuticals and healthcare, arms trade
and defence, extractive industries and public procurement?
A Does t loebeneficial owmen kawe links to sectors that are associated with
higher ML or TF risk, for example certain Money Service Businesses, casinos or
dealers in precious metals?
A Does the customer or beneficidficatowner have |inks to sector
amounts of cash?
A Where the customer is a l|legal person, what is the purpose

example, what is the nature of their business?

A Does the customer have political connections
ExposedPerson (PEP), or is their beneficial owner a PEP? Does the customer or

beneficial owner have any other relevant links to a PEP, for example, are any of the
customerds directors PEPs and if so, do these PEPs exercise
customer obeneficial ownert what jurisdiction is the PEP, his business or

business hes connected with, locatedhere-a-customer-or-their-beneficial-owner is a

s s e e e nsn b cnbanenddus dlillecenmeasiies,

, for exampl e,

A Does t he c usowrenheldanather poblicrpesitian that might enable
them to abuse public office for private gain? For example, are they senior or regional
public figures with the ability to influence the awarding of contracts, deersizking
members of high profile spiing bodies or individuals that are known to influence the
government and other senior decisioakers?

A I's the customer a |legal person subject to enforceable disc
ensure that reliable inforoweetispoblicyabout the customerod6s benefi
available, for example public companies listed on stock exchanges that make such

disclosure a condition for listing?

A I's the customer a credit or financial institution from a |
AML/ CTFregime and is it supeised for compliance with local AMOTF

obligations? Is there evidence that the customer has been subject to supervisory

sanctions or enforcement for failure to comply with AML/CTF obligations or wider

conduct requirements in recent years?

A I's the customer a public administration or enterprise fron
levels of corruption?
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A I's the customero6s or their beneficial ownerodés background c
knows about their former, current or planned businesg acti y , t heir businessd turnover,
the source of funds and the customerés or beneficial owner 0s

B. Reputation

The following risk factors may be relevant when considering the risk associated with a
customer6s or theiatonbeneficial ownersoé reput

A Are there any adver s énformatidniseurceselpatthé s or ot her relevant
customer? &r exampleare there any allegations of criminality or terrorism against the

customer or their beneficial owners? If so, are these credible? Fioulsl stetermine

the credibility of allegations on the basis of the quality and independence of the source

data and the persistence of reporting of these allegations, among others. Tihe abse

criminal convictions aloe may not be sufficient to dismissegjations of wrongdoing.

A I's the customer, beneficial owner or anyone publicly known
with them had their assets frozen due to administrative or criminal proceedings or

allegations of terrorism or terrorist financing? Does tha fiave reasonable grounds to

suspect that the customer or beneficial owner or anyone publicly known to be

associated with them has, at some point in the past, been subject to such an asset

freeze?

A Does the firm know i f hasheensubijesitoamer or beneficial owner
suspicious activity report in the past?

A Does the fhioumehdwd oamatiimn about the customer
ownerod6s integrity, obt ai nestandinhbusinessxampl e, in th
relationship?

6s or their I
e course of a

C. Natureand behaviour

The following risk factors may be relevant when considering the risk associated with a
customerds or their beneficial ownersdé6 nature and behaviour (no
apparent at the outset, but may emerge only once adsssielationship has been established):

A Does the customer have legitimate reasons for being unable
of their identity, perhaps because they are an asylum seeker?

MfDoes the firm have any doubts about the veracity or accurac
beneficial ownerds identity?
A Are there indications that the customer might seek to avoi

business relationship? For example, does the custonketdaarry out one or several
oneoff transactions where the establishment of a business relationship might make
more economic sense?

A I's the customerds ownership and control structure transpar
I f t he cust omeaontilstruotuvenissconsplex op opaguedis tlvere an
obvious commercial or lawful rationale?

A Does the customer issue bearer shares or have nominee shar

A I's the customer a |l egal person or arrangement that could b
vehicle?
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A I's there a sound reason for changes in the customero6s owne

A Does the customer request transactions that are complex, u
large or have an unusual or unexpected pattern without apparent econdemitul

purpose or a sound commercial rationale? Are there grounds to suspect that the

customer is trying to evade certain thresholds?

A Does the customer request unnecessary or unreasonable |leve
example, is the customer reluctanst@re CDD information, or do they appear to
disguise the true nature of their business?

A Can the customeréds or beneficial owner 6s source of wealth
explained, for example through their occupation, inheritance or investments?

A Does the customer use their products and services as expec
relationship was first established?

A Where the easidentocoutd theiringedssbe brettenserviced elsewhere?

Is there a sound economic or lawful ratiorfalethe customer requesting the type of
financial service sought? Note that EU law creates a right for customers who are legally
resident in the EU to obtain a basic bank account, but this right applies only to the extent
that firms can comply with the&AML/CTF obligations.

A 1's t he epwftorgansation ehose activitiexpose it to particularly high
risks ofeeuld-beabused for terrorist financing purposes?

COUNTRIES AND GEOGRAPHIC AREAS FACTORS

When identifying the risk associated with countries and geographic areas, firms should consider
the risk related to:

a) the jurisdiction in which the customer or beneficial owner is based;

b) the jurisdictions which are the customer’s or beneficialowdhes mai n pl ace of
business; and

c) the jurisdiction to which the customer or beneficial owner has relevant personal
links.

Annex 41 sets out further guidance on considerations firms might take account of in assessing
the level of ML/TF risk indifferent jurisdictions.

PRODUCTS, SERVICES AND TRANSACTIONS RISK FACTORS

When identifying the risk associated with their products, services or transactions, firms should
consider the risk related to:

a) the level of transparency, or opaqueness, thdugt, service or transaction afford,;
b) the complexity of the product, service or transaction; and

c) the value or size of the product, service or transaction.
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Risk factors that may be relevant when considering the risk associated with a product, service

or transactiondés transparency include:

A To what extent do products or services

customer, ownership or benefigiastructures, for example pooled accounts, bearer
shares, fiduciary deposits, offshore and certain trostegal entities like foundations
that are structured in a way to take advantage of anonamitylealings with shell
companie®r companies with mainee shareholders that could be abused for illicit
purpose8

A To what extent is it possible for a thi

relationship to give instructions,g.certain correspondent banking relationships?

Risk factors that mayebrelevant when considering the risk associated with a product, service
or transactiondéds complexity include:

facilitate or all ow

rd party that is no

A To what extent is the transaction complex and involves mul

jurisdictions, for example certain trade finance transasfigkre transactions
straightforward, for example regular payments into a pension fund?

A To what extent do products or services

overpayments where this is not normally foreseen? Where third party payments are

all ow payments fron

foreseen, does the firm know the third partyés identity, for

authority or a guarantor? Or are products and services funded exclusively by fund

transfers from the customerés own account

to AML/CTF standards and oversight that are comparable to those requiredhender
UK regime?

at another financi

A Does the firm understand the risks associated with its neuvw

service, in particular where this involves the use of new technologpesyorent
methods?

Risk factors that may be relevant when considering the risk associated with a product, service
or transactiond6s value or size include:

A To what extent are products or services

services but also dain current accounts?

A To what extent do products or services
Are there any caps on transaction values of levels of premium that could limit the use

of the product or service for money laundering or terrorist financing purposes?

DELIVERY CHANNEL RISK FACTORS

When identifying the risk associated with the way the customer obtains the products or services
they require, firms should consider the risk related to:

a) the extent to which the business relationship is conducted@mface to face basis;
and

b) any introducers or intermediaries the firm might use and the nature of their
relationship to the firm.

When assessing the risk associated with the way the customer obtains the product or services,
firms should consider aumber of factors including:

cash intensive, s u

facilitate or encou
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A I's the customer physically present

firm used a reliable form of neface to face CDD? Has it taken steps to prevent
impersonation or identity fraud?

A Has t mmeendntraitcedrirem other parts of the same financial group and if
S0, to what extent can the firm rely on this introduction as reassurance that the customer
will not expose the firm to excessive ML/TF risk? What has the firm done to satisfy

itself thatthe group entity applies CDD measure&t6 standards?

A Has the customer been i nt rladkihatésciotf r om a

part of the same groupnd is the third party a financial institution or is their main

business activity unretied to financial service provision? What has the firm done to be

satisfied that:

i. the third party applies CDeasures and keeps records to $t&hdards and

that it is supervised for compliance with comparable AGILF obligations in
line with UK requirements?

ii. the third party will provide, immediately upon request, relevant copies of

identification and verification data, among others in line Wwith
requirementsand

iii. the quality of the thiradeledartyods

upon?

A Has the customer b e e nieiwithoutdrdctficre d

business relationship?

A I'f independent or tied agents are

basis in the conduct of business? How does

customer and ongoing risk management?

A here a firm uses an intermediary, are they:

i. a regulated person subject to AML obligations that are consistent with those

of theUK regime?

ii. subject to effective AML supervision? Are there any indications that the
intermedi ar y 0 sewitheappichble AFIL lagislatipnloi a n ¢
regulation is inadequate, for example because the intermediary has been

sanctioned for breaches of AMLTF obligations?

ii. based in a jurisdictiomassociated with higher ML/TF ri8kWhere a third

party is based ia high risk third country that the Commission has identified as

having strategic deficiencies, firms must not rely on that intermediary.

However, reliance may be possible provided that the intermediary is a branch

or majorityowned subsidiary undertaking another firm established in the

EU, and the firm is confident that the intermediary fully complies with group

wide policies, controls and proceduiedine with UK requirements.

through
contact? To what extent can the firm be satisfied that the agent has obtained enough
information so that the firm knows its customer and the level of risicasged with the

dent i fi

a tied

to what

cati

CDD measur es

agent ,

extent

on

third party,

this affect

purp

or e

S U ¢
ar e
the f



ANNEX 4-I1'l

CONSIDERATIONS IN KEEPING RISK ASSESSMENTS UP TO DATE

Firms should keep their assessment of ML/TF risk associated with individual business relationships and
occasional transactionas well as the underlying factormder review to ensure their assessment of

ML/TF risk remainsup to date and relevant. Firms should assess information obtained as part of their
ongoing monitoring of the business relationship and consider whether this affects the risk assessment.

Firms should also ensure that they have systems and controlsert@identify emerging ML/TF risks
and that they can assess and, where appropriate, incorporate these in their-bidénasd individual
risk assessments in a timely manner.

Examples of systems and controls firms should put in place to identify emgeisks include:

1 processes to ensure internal information is reviewed regularly to identify trends and
emerging issues, both in relation to indi
business;

1 processes to ensure the firm regularly reviews egleinformation sources. This should
involve, in particular:

i. regularly reviewing media reports that are relevant to the sectors or jurisdictions the
firm is active in;

ii. regularly reviewing law emdrcement alerts and reports;

iii ensuring thathe firm becomes aware of changes to terror alerts and sanctions
regimes as soon athey occur, for example by regularly reviewing terror alerts an
looking for sanctions regime updates; and

iii. regularly reviewing thematic reviews and similar publicaigssued by competent
authorities.

1 processes to capture and reviewing information on risks relating to new products;

1 engagement with other industry representatives and competent authorities (such as round
tables, conferences and training) and processes to feed back any findings to relevant staff;
and

1 establishing a culture of information sharing within the firm anohstrcompany ethics.

Examples of systems and controls firms should put in place to ensure their individual and fwisieess
risk assessment remains up to date include:

1 setting a date at which the next risk assessment update takeepjamethe 1 Mirch
every year, to ensure new or emerging risks are included in the risk assessment. Where the
firm is aware that a new risk has emerged, or an existing one has increased, this should be
reflected in the risk assessment as soon as possible; and

1 carefully recording issues throughout the year that could have a bearing on the risk
assessment, such as internal suspicious transaction reports, compliance failures and
intelligence from front office staff.

Vi

dual

busi

ness

rel
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Like the original risk assessments, any updéte risk assessment and adjustment of accompanying
CDD measures should be proportionate and commensurate with the ML/TF risk.
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CHAPTERS

CUSTOMER DUE DILIGENCE

U Relevant UK law/regulation
A Regulation#}-6, 27-3837
A POCA ss 330 331, 334(2), 342
A Terrorism Act
A _Counterterrorism Act 2008, Schedule 7
A Financial sanctions legislation
U Customers that may not be dealt with
A UN Sanctions resolutions 1267 (1999), 1373 (2001), 1333 (2002), 1390 (2002) and 16
(2005)
A _EC Regulation 2580/2001, 881/2002 (as adwesl), 423/2007 and 1110/2008

A EU Reallation2016/1686 [Formatted: Font: Not Bold

A Terrorism Act, 2000, Sch 2
A Terrorism (United Nations Measures) Orders 2006 and 2009
A A-Qadida and Taliban (United Nations Me
A HM Treasury Sanctions Notices and News Releases
U Regulatory regime
A SYSC6.1.1R,6.3.7(5) G
A __FCA Financial Crime Guide

A FCA PEPs guidance [Formatted: Font: Not Bold

U Other material pointing to good practice

A FATF Recommendations

FATF Guidance on the riskased approach: High level principles and procedures
Baselpaperi Sound management of risiedated to money laundering and financing of
terrorism

IAIS Guidance Papées

IOSCO Principles paper

ESA Risk Factor Guidelines

ore obligations

A Must carry out prescribed CDD measures for all customers not covered by exemptions
Must have systems to deaith identification issues in relation to those who cannot produ
the standard evidence

Musttake a risk based approach wiagplying enhanced due diligence to take account of
greater potential for money laundering in higher risk cases, specifioatygpect of PEPs ar|
correspondertelationships

Some persons/entities must not be dealt with

Must have specific policies in relation to the financially (and socially) excluded

If satisfactory evidence of identity is not obtained, the business relationship must not pi
further

Must have some system for keeping customer information up to date

Olp>> »>>>

> >

> D> >

5.1 Meaning of customer due diligence measures and ongoing monitoring

511 The ML Regulations 207 specify CDD measures that are requirec
be carried out, and the timing, as well as actions required if (
measures are not carried out. The Regulations then de:
circumstances iwhich limited CDD measures apermitted (referred
to as 6Simplified Due Dilig
circumstances where enhanced due diligence is required. Provisi



Regulation
28(12),(16)

51.2

513

51.4
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reliance on other regulated firms in the carrying out of CDD meas
are then set out.

Schedule 7 to th@ounterterrorism Act 2008 gives HM Treasury pow
to require firms, in particular circumstances, to carry out enhanced
and monitoring.Details of any such HM Treasury directions will
found at www.hmtreasury.gov.uk Guidance on complying witl
directions issued by HM Treasury under CTA 2008, Schedule 7 is (
in Part lll, section 5.

This chapter therefore gives guidance on the following:

U The meaning of CDD measures (5.1.5.1.15)

U Timing of, and norcompliance with, CDD measures (5.2.1
5.2.13)

Application of CDD measures (section 5.3)

Simplified due diligence (section 5.4)

Enhanced due diligence (section 5.5)

Reliance on third parties and multipartite relationships (section
Monitoring customer activity (section 5.7)

[ e et

Firms must determine the extent of their CDD measures and on
monitoring on a risksensitive basis, depending on the type of custol
business relationship, product or transaction. Timexst be able tc
demonstrate to their supervisory authority that the extent of their |
measures and monitoring is appropriate in view of the risks of m
laundering and terrorist financing.

What is customer due diligence?

Regulation28§(1), (2)

Regulation28(4)(c),
®)

Regulations33-38

515

5.1.6

5.1.7

5.1.8

The CDD measures that must be carried out involve:

(a) identifying the customer, and verifying his identity (<
paragraph$.3.2ff);

(b) identifying the beneficial owner, where relevant, and verify
his identity (see paragrapbs3.8ff), and

(c) assessing, and whe appropriatebtaining information onthe
purpose and intended nature of the business relatiomsh
transactio(see paragraphs3.23ff).

Where thebeneficial owneris a legal persoifother than a compan
listed on a regulated market), trust, company, foundation or siewjalr
arrangementfirms musttake reasonableneasures to understand t
ownership and control structure ofathlegal person, trust, compar
foundation or legalmangement

Working out who is a beneficial owner may not be a straightforv
matter. Different rules apply to different forms of entity (see paragr
5.3.8ff).

For somébusiness relationships, determined by the fopresent a low
degree of risk of MU/TF simplified due diligence (SDD) may kt
applied; in the case of higher risk situations, and specifically in rel:
to_PEPs orcorrespondentelationshipswith nonEEA respondentsr
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PEPs enhanced due diligence (Bp measures must be applied or
risk sensitive basis.

U for guidance on applying SDD see sectiof
U for guidance on applying EDD sseection 5.5

What is ongoing monitoring?

Regulation28(11) 5.1.9 Firms must conduct ongoing monitoring of the business relatior
with their customers (see paragraphis.1ff), including the scrutiny of
transactions undertaken throughout the course of the relationshi
keeping CDD information up to dateThis is aseparate, but relate:
obligation from the requirement to apply CDD measures.

Why is it necessary to apply CDD measures and conduct ongoing monitoring?

Regulatiors 27, 8 5.1.10 The CDD and monitoring obligations on firms under legislation

POCA, ss 32834 regulation are designed to make it more difficult for the finan

Terrorism Act s 21A . . . e
services industry to be used for money laundering or terrorist finan

5.1.11  Firms also need to know who theirstomers are to guard against fra
including impersonation fraud, and the risk of committing offen
under POCA and the Terrorism Act, relating to money laundering
terrorist financing.

Criminal Finances ~ 5,1.12  Tax evasion is a predicate oftanleading to money laundering. Faili
Act to report knowledge or suspicions relating to such an activity i
offence committed by a firm.

5.1.13 Firms therefore need to carry out customer due diligence,
monitoring, for two broad reasons:

U to helpthe firm, at the time due diligence is carried out, to
reasonably satisfied that customers are who they say they ¢
know whether they are acting on behalf of another, and that
is no legal barrier (e.g. government sanctions) to providing t
with the product or service requested; and

0 toenable the firm to assist law enforcement, by providing avail
information on customers or activities being investigated.

5.1.14 It may often be appropriate for the firm to know rather more abou
cugomer than his identity: it will, for example, often need to be av
of the nature of orattigtiesnorsdr to asses
the extent to which his transactions and activity undertaken wi
through the firm is consistent with thatdioess.

Other material, pointing to good practice

5.1.15 FATF, the Basel Committee, IAIS and IOSCO have iss
recommendations on the steps that should be taken to id
customers. FATF has also published guidance on high level princ
and procedures on the riflased approach.The Basel Committee
recommendations comprisea set of guidelines on theSound
management of risks relating to money laundering and financir
terrorism  Although the Basel papés addressed to banks, the 1A



74

Gui dance Paper 5 to insurance
to the securities industry, their principles are worth considering
providers of other forms of financial services. These recommendz
are available atwww.fatf-gafi.org www.bis.org www.iaisweb.org
www.iosco.org Where relevant, firms are encourageduse these
websites to keep up to date with developing industry guidance
these bodies. The private sector Wolfsberg Group has also i
relevant material, segww.wolfsbergprinciples.com

5.2 Timing of, and non-compliance with, CDD measures

Regulation27(1) 521

Timing of verification

Regulation30(2) 5.2.2

Regulation30(3) 5.2.3

Reguation30(4)(5) 5.2.4

Regulation30(6),(7) 525

A firm must apply CDD measures when it does any of the followin

(a) establishes a business relationship;

(b) carries out an occasional transaction;

(c) suspects mondgundering or terrorist financing; or

(d) doubts the veracity of documents or information previously obtzs
for the purpose of identification or verification.

General rule: The verification of theidentity of the customer anc
where applicable, the beneficial owner, must, subject to the excef
referred to below, take place before the establishment of a bus
relationship or the carrying out of a transaction.

Exception if necessary not to interrupt normal business and there
is little risk: In any other case, verification of the identity of t
customer, and where there is one, the beneficial owner, ms
completed during the establishment of a business relationship if

(a) this is necessary not to interrupt the normal conduct of busines
(b) there is little risk of money laundering or terrorist financi
occurring

provided that the verification is completed as soon as practicable
contactis first established

Exception when opening a accounftThe verification of the identity o
acustomei(or beneficial owner, if there is one) opening an accmayt
take place after the accoufincluding an account which permi
transactions in transferable securitibgs been opened, provided tt
there are adequate safeguards in place to ensurgothrainsactions ar
carried out by or on behalf of the custorbefore verification has bee
completed.

Other exceptions: Where a firm is required to apply CDD measure:
the case of a trust, a legal entity (other than a body corporate) or ¢
arrangement (other than a trust), and the beneficiaries of thaetatist,
or arrangement are designated as a class, or by reference to pa
characteristics, the firm must establish and verify the identity of
beneficiary beforé
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U any payment is made to the beneficiary, or
0 the beneficiary exercisés vestedrights in the trust, entity or lege
arrangement.

Requirement to cease transactions, etc

Regulation31(1)

Regulation 31(1),
@

Regulation 31(2)

Electronic transfer of funds

EC Regulation
2015/847

5.2.6

5.2.7

5.2.8

5.2.9

5.2.10

5211

Where a firm is unable to apply CDD measures in relation to a cust
the firm

(a) must not carry out a transaction through a bank acasitintor on
behalf ofthe customer;

(b) must not establish a business relationship or carry out a transi
with the customeotherwise than through a bank accqunt

(c) must terminate any existing businesslationship with the
customer;

(d) must consider whether it ought to be making a report to the M
in accordance with its obligations under POCA and the Terro
Act.

Firms should always consider whether an inability to apply C
measures is caused y t he customer not
documents or information. In this case, the firm should cons
whether there are any other ways of being reasonably satisfied as
customero6s identity. I'n eithe
there are any circumstances which give grounds for making a repc

If the firm concludes that the circumstances do give reasonable gr
for knowledge or suspicion of money laundering or terrorist financ
a report must be nd@ to the NCA (see Chapt6).  The firm must
then retain the funds until consent has been given to return the fu
the source from which they came.

If the firm concludes that there are no grounds for making a repc
will need to decide on the appropriate course of action. This may
retain the funds while it seeks other ways of being reasonably sat
as to the customerds identity
which they came. Returning the fundssuich a circumstance is part
the process of terminating the relationship; it is closing the acc
rather than carrying out a transaction with the customer through a
account.

To implement FATF Recommendatid®, the EU adopted Regulatic
2015/847 which @emes into force on26 June2017, and is directly
applicable in all member states. ThegRlationrequires that paymer
services providers (PSPs) must include certain infoomat electronic
funds transfers and ensure that the information is verified. The
requirement is that the payer's name, address and account nant
the name and payment account number of the paye&cluded in the
transfer, but there are amber of permitted exemptions, concessit
and variations. For guidance on how to meet the obligations und:
Regulation, see PartlJISpecialist Guidanck Wire transfers

The Regulation includes (among othets) following definitions:
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1 ' Payer 6 metlmthalds apaymentacsoont and allows a
transfer of funds from thagaymentaccount or where there is no
payment account, that gives a transfer of funds order

1T 6Payeed means a person that
transferof funds

1 'Payment service provider' means a natural or legal péason
defined) providingransfer of funds services.

1 'Intermediary payment service provider' means a payment ser'
providerthat is not the payment service provider of the payer o
thepayee and that receives and transmits a transfer of funds c
behalf of the payment service provider of the payer or of the p.
or of another intermediate payment service provider.

5.2.12  Accordingly, a financial sector business needs to consider wiielit
is fulfilling when it is involved in a payment chain. For example, a b
or building societyeffecting an electronic funds transfer on teect
instructions of a customer to the debit of that customer's accoun
clearly bea PSP whether itndertakes the payment itself (when it m
provide its customer's details as the payer), or via an interme
PSP. In the latter case it must provide the required information o
customerand payeeo the intermediary PSP including when it inpi
thepayment througlan electronic banking product supplied by 1
intermediary PSP.

5.2.13 In other circumstances when a financial sector business, wr
independent of the PSP or a specialist function within the same ¢
passes the transaction thgh an account in its own name, it m
reasonably consider itself under the above definitions as the f
rather than the PSP, even though the transaction relates ultimate
customer, e.g.,, mortgages, documentary credits, insul
claims,financial markets tradesln these cases, if XYB the name of
the financial sector businesstiating the transfer as a customer of t
PSP, XYZcan input its own name if using an electronic bank
product. There is nothing in the Regulation to prevent ineuthe
name of the underlying client elsewhere in the transfer, if XYZ wis
to do so.

5.3 Application of CDD measures

Regulatior2§(1) 5.3.1 Applying CDD measures involves several steps. The firm is reqi
to verify the identity of customers and, where applicable, benei
owners. The purpose and intended nature of the business relatio
must also bassessed, and if appropriate, imfiation on thigbtained.

Identification and verification of the customer

Regulation 28(2)(a)  5.3.2 The firm identifiesthe customer by obtaining a range of informat
about him. Theverificationof the identity consists of the firm verifyin
some of this information against documents or information obta
from a reliablesource which isndependentf the customer
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534
Regulatiord 5.35
Regulation3(1), 5.3.6
27(1),(2)

5.3.7
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The term O6customerd is not d
meaning has t o be inferred
relationshipd and 6occasional
in the ML Regulations, and its everyday dictionaryamiag. It should
be noted that for AML/CTF pur
the FCA Glossary definition o

In general, the customer will be the party, or parties, with whorr
business relationship is established, or for whibim transaction is
carried out. Where, however, there are several parties to a transi
not all will necessarily be customers. Further, more specific, guid
for relevant sectors is given in Part Il. SectoBis also relevant in thi:
context.

A fAbusiness relationshipo is

business, professional or commercial relationship between a firm
customer, which isonnected to the business of the firm, arekjgected
by the firmat the timewhen contact is established to have an elen
of duration. A relationship need not involve the firm in an ac
transaction; giving advice may often constitute establishing a bus
relationship.

An fAoccas a o nf@a EbDpurgoseseans

i a transfer of funds within the meaning of article’3&f the
funds transfer regulation

U atransaction carried out other than in the course of a bus
relationship (e.g., a single foreign currencgnisaction, or ar
isolated instruction to pt
or more, whether the transaction is executed in a si
operation or in several operations which appear to be link:

The factors linking transactions to assedgether there is a busine
relationship are inherent in the characteristics of the transadtitos
example, where several payments are made to the same recipier
one or more sources over a short period of time, or where a cus
regularly trangérs funds to one or more sources. For lovigkt
situations that do not otherwise give rise to a business relations
threemonth period for linking transactions might be approprii
assuming this is not a regular occurrence.

Identification and vefication of a beneficial owner

ZTstranefefundsd

means any transaction at | east partially
payment service provider, with a view to making funds available to a payee through a payment service provider, irréspective o
whether the ayer and the payee are the same person and irrespective of whether the payment service provider of the payer and

that of the payee are one and the same, including:
(a) acredittransfer as defined in point (1) of Article 2 of Regulation (EU) No 260/2012;
(b) adirect debit as defined in point (2) of Article 2 of Regulation (EU) No 260/2012;
(c) a money remittance as defined in point (13) of Article 4 of Directive 2007/64/EC, whether national or cross borc

(d) a transfer carried out using a paymeartd, an electronic money instrument, or a mobile phone, or any other digit:
prepaid or postpaid device with similar characteristics.

carried

out

by

el ectron



Regulations(9),

Regulations(1),(3)

Regulation 6(1)

Regulation 68)

Regulation 67),(8)

5.3.8

5.3.9

5.3.10

5.3.11

5.3.12

5.3.13
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A beneficial owner is normally an individual who ultimately owns
controls the customer or on whose behalf a transaction is |
conducted. In respect of private individuals the customer hinsstbié
beneficial owner, unless there are features of the transactio
surrounding circumstances, that indicate otherwise. Therefore, th
no requirement on firms to make proactive searches for bene
owners in such cases, but they should nagdopriate enquiries whel
it appears that the customer is not acting on his own behalf.

The ML Regulations define beneficial owners as individuals ei
owning or controlling more than 25% of body corporates or partner:
or otherwise owning or controlling the customer. These individ
must be identified, andeasonablemeasures must b@ken to verify
their identities.

In relation to a trust, the ML Regulations define the beneficial own
each of:

U the settlor;

U the trustees;

U the beneficiaries, or where the individuals benefiting from the |
have not beerdetermined, the class of persons in whose n
interest the trust is set up, or operates;

U any individual who has control over the trust.

In relation to a foundation or other legal arrangement similar to a |
the beneficial owners are those who hold equivalent or similar posi
to those set out in paragrap!8.1Q

In relation to a legal entity or legalrangement which aks not fall
within 5.3.85.3.1Q the beneficial owners are:

U any individual who benefits from the property of the entity
arrangement;

U where the individuals who benefit from the entity or arrangen
have yet to be identified, the clagfersons in whose main intere
the entity or arrangement is set up or operates;

0 any individual who exercises control over the property of the e
or arrangement.

Where an individual is the beneficial owner of a body corporate w
benefits from orexercises control over the property of the entity
arrangement, the individual is to be regarded as benefiting fro
exercising control over the property of the entity or arrangement.

Where an individual is required to entifiedas a beneficial owne
in the circumstances outlined in paragr&pgh8 where a customer wh
is a private individual is fronting for another individual who is -
beneficial owner, the firm should obtain the same information a
that beneficial owner a& would for a customer. For identifyin
beneficial owners of customers other than private individuals
paragraph$.3.1%6 onwards.



Regulation 5.3.14

28(2)a)(b),
(4)(b),(18)

Regulation 67)(c)(d)

Existing customers

Regulation27(8),
29(7)

Regulation 27(9)

5.3.15

5.3.16

5.3.17

5.3.18

53.19

Theverificationrequirements under the ML Regulations are, howe
different as between a customer and a beneficial owner. The id
of a customeror beneficial ownemust be verified on the basis

documents or information obtained from a reliable sowvbé&h is
independenobf the customeror these purposes, documents issue
made available by an official body are to be regarded as t
independent of a person even if they are provided or made availa
the firm by or on behalf of that persoithe obligaion to verify the
identity of a beneficial ownerhowever,is for the firm to take
reasonablemeasures so that it is satisfied that it knows who
beneficial owner is. It is up to each firm to consider whether

appropriate, in light of the moneyuadering or terrorist financing ris
associated with the business relationship, to make use of reco
beneficial owners in the public domaask their customers for releva
dat a, require evidence of the
doaments or information obtained from a reliable soundgch is
independenof the customeror obtain the informatioin some other
way.

In low risk situations, therefore, it may be reasonable for the firr
confirm the bidentigybasediorinfornmation suppik
by the customer. This could include information provided by
customer (including trustees or other representatives whose idel
have been verified) as to their identity, and confirmation that the
known tothe customer. While this may be provided orally or
writing, any information received orally should be recorded in wri
form by the firm.

In some trusts and similar arrangements, instead of being an indiv
the beneficial owner may be a class of persons who may benefit
the trust (see paragrapbs3.258f). Where only a class of persons
required to be identified, it is sufficiefbr the firm to ascertain an
name the scope of the class. It is not necessary to identify
individual member of the class.

Firms must apply CDD measures at appropriate times to its exi
customers on a risgensitive basis. Firms must also apply ClI
measures to any anonymous accounts or passbooks before they a
The obligation to report suspicions of money laundgrior terrorist
financing, however, applies in respectatft he f i r mds
does the UK financial sanctions regime (see paragiaghs45.3.6]).

As risk dictates, therefore, firms must take steps to ensure that the
appropriate information to demonstrate that they are satisfied tha
know all their customers. Where the identity of an existing custc
has already been verified to a prawsty applicable standard then, int
absence of circumstances indicating the contrary, the risk is likely
low. A range of trigger events, such as an existing customer apf
to open a new account or establish a new relationship, might pro
firm to seek appropriate evidence.

Firms that do not seriously address risks (including the risk that
have not confirmed the identity of existing customers) are expc
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themselves to the possibility of action for breach of the FCA Rule
of the ML Regulations.

A firm may hold considerable information in respect of a custome
some years6 standing. I'n sor
collating and assessing information already held than approa
customers for morilentification data or information.

Acquisition of one financial services firm, or a portfolio of customers, by another

53.21

5.322

When a firm acquires the business and customers of another firm,
as a whole, or as a portfolio, it is not necessarythe identity of all
existing customers to be-werified, provided that:

U all underlying customer records are acquired with the busioes:

U awarranty is given by the acquired firm, or by the vendor whe
portfolio of customers or business has beguired, that the
identities of its customers have been verified.

It i s, however, i mportant t h
enquiries include some sample testing in order to confirm tha
customer identification procedures previously follovigdhe acquirec
firm (or by the vendor, in relation to a portfolio) have been carried
in accordance with UK requirements.

In the event that:

U the sample testing of the customer identification proced
previously undertaken shows that thésee not been carried o
to an appropriate standard; or

U the procedures cannot be checked; or

U the customer records are not accessible by the acquiring firm,

verification of identity will need to be undertaken as soon a
practicable for all transferrecustomers who are not existing verifi
customers of the transf er e+ased
approach, and the requirements for existing customers opening
accounts.

Nature and purpose of proposed business relationship

Regulation28(2)(9

5.3.8

53.24

A firm must understand the purpose and intended nature of the bu
relationship or transaction to assess whether the proposed bu
relationship is in line with |
with a meaninful basis for ongoing monitoring. In some instances
will be selfevident, but in many cases the firm may have to okt
information in this regardWhether, and to what extent, the custor
has contact or business relationships with other parts dirtheits

business or wider group can also be relevant, especially for highe
customers. The customer may have different risk profiles in diffe
parts of the business or group.

Depending on the fir mds carriedsoktin
accordance with the guidance set out in Chapténfdrmation that
might be relevant may include some or all of the following:
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U nature and details of the business/occupation/employment;

record of changes of address;

U the expected source amdligin of the funds to be used in t
relationship;

u the origin of the initial and ongoing source(s) of wealth and fu
(particularly within a private banking or wealth managem
relationship);

i} copies of recent and current financial statements;

U the variaus relationships between signatories and v
underlying beneficial owners;

U the anticipated level and nature of the activity that is tc
undertaken through the relationship.

[t

5.3.25 Having a lower money laundering and/or terrorist financing risk
identification and verification purposes does not automatically n
that the same customer is lower risk for all types of CDD measur:
particular for ongoing monitoring of transactions.

5.3.26  When assessing the money laundering and terrorist dimgurisks
relating to types of customers, countries or geographic areas
particular products, services, transactions or delivery channels
firms should take into account risk variables relating to those
categories, including those set outlie ESA Risk Factor Guidelings
(see Annex 4l). These variables, either singly or in combination, n
increase or decrease the potential risk posed, thus impacting ¢
appropriate level of CDD measures. Examples of such varii
include:

U the purpose of an account or relationship

U The level of assets to be deposited by a customer or the s
transactions undertaken

U The regularity or duration of the business relationship

Keeping information up to date

Regulation 5.3.7 Documents omformationobtained for the purposes of applying CL

28(11)(b) measuresheld about customers, must be kept up to date. Onc
identity of a customer has been satisfactorily verified, there i
obligation to reverify identity (unless doubts ariss to the veracity o
adequacy of the evidence previously obtained for the purpos:
customer identification); as risk dictates, however, firms must take
to ensure that they hold appropriate-toglate information on thei
customers. A range ofigger events, such as an existing custol
applying to open a new account or establish a new relationship, |
prompt a firm to seek appropriate evidence.

5.3.8 Although keeping customer information-tgedate is required under tr
ML Regulationsthis is also a requirement of the Data Protection Ac
respect of personal data.

28 These Guidelines weraiplished on 26 June 2017, to take effeg6 June 2018. See
https://www.eba.europa.&locuments/10180/1890686/Final+Guidelines+on+Risk+Factors+%28JC+2017+37%2

9.pdf
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Characteristics and evidence of identity

Regulation
28(2)(ajb),(18)

Regulation28(12)

53.23

5.3.30

5.3.31

5.3.32

5.333

5.3.34

The identity of an individual has a number of principal aspees:
his/her given name (which of course nwange) supported byateof

bith.Knowl edge of an individual d
being reasonably satisfied that the customer is who he says

perhaps especially for customers with more common nantbker
facts about an indidual accumulate over time: e.g.,, fami
circumstances and addresses, employment and business career, (
with the authorities or with other financial sector firms, phys
appearance.

The identity of a customer who is not a private il is a
combination of its constitution, its business, and its légah andits
ownershipand controktructure.

Evidence of identity

The ML Regulations require that customer due diligence must be ci
out on the basis of documents or information obtained from a reli
source which is independent of the customer. It is therefore impc
that the evidence used to verify identity meet this test, both a
boarding stage and subsequently when due dilgenevised/updatec

Evidence of identity cabhe obtained im number of forms. In respe
of individuals, much weight is placed on-scal | ed
document s o, such as passport
these are often the easiest way of being reasonably satisfied
someone0s i dwevet possiple to belreasonalsy,satisi
as to a customerds identity
including, in appropriate circumstances, written assurances
persons or organisations that have dealt with the customer for
time.

An increasing amount of data on individuals is h
electronically/digitally, in various forms, and by various organisati
Like documents, sources of electronic information about individ
can, of course, vary in integrity and in reliability amdependence ii
terms of their technology and content. Electronic databases, hov
are becoming ever more sophisticated and widespread, and are
to be increasingly used; firms should be satisfied that their choi
such sources meets the CDD t&fsteliability and independence.

How much identity information or evidence to ask ftite balance
between asking for documents and using electronic souareswhat
to verify, in order to be reasonably satisfied astoaousto 6 s i
and to guard against impersonatiare matters for the judgement of t
firm, which must be exercised on a risased approach, as set out
Chapter 4, taking into account factors such as:

U the nature of the product or service soughtheycustomer (and an
other products or services to which they can migrate without fu
identity verification);
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Documentanevidence

53.3%

53.%

53.38

Electronic evidence

5.3.39

5.3.40

5341
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0 the nature and length of any existing or previous relation
between the customer and the firm;

U the nature and extent of any assurances fother regulated firm:
that may be relied on; and

U whether the customer is physically present.

An appropriate record of the steps taken, and copies of, or refer
to, the evidence obtained to identify the customer must be kept.

Documentation purporting to offer evidence of identity may ema
from a number of sources. These documents differ in their inte(
reliability and independence. Some are issued after due diligen
an individua leénsundertdkem bthets yare ssued
request, without any such checks being carried out. There is a
hierarchy of documents:

U certain documents issued by government departments
agencies, or by a court; then

U certain documents issued by othrrblic sector bodies or loce
authorities; then

U certain documents issued by regulated firms in the finar
services sector; then

U those issued by other firms subject to the ML Regulations, the

U those issued by other organisations.

In their proceures, therefore, firms will in many situations need tc
prepared to accept a range of documents.

Firms should recognise that some documents are more easily f
than others. If suspicions are raised in relation to any document of
firms should take whatever practical and proportionate steps
available to establish whether the document offered has been re|
as lost or stolen.

Firms may choose to ustectronic¢digital identitycheckswhere this is
possible either on their own or irconjunction with documentary
evidence

Some electronic sources evidencing identity can be create
commercial organisations from a range of other existing electi
material, without any reqément that the source meet particL
verifiable performance or other standards in doing so. Others m.
established against specific transparent criteria, and be subje
independent verification and assessment of their processes again:
criteria, both initially and on an ongoing basis.

Firms should understand the basis upon which any particular sou
established and whether, and if so how, its compliance with spt
criteria, and performance are monitored.
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5.3.44

5.3.45

Nature of electronic checks

5.3.46

5.3.47

5.3.48
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Electronic data sources can provide a wide range of confirmi
material without directly involving the customer although the
customer6s permi ssion may be
particular source Some sources focus on using primaderitity
documents, sometimes using biometric data. Others accun
corroborative information which in principle is separately availe
elsewhere. Some sources are independent of the customer, whilst
are under t heir Other approvallisdequired fc
information to be included

Given the increasing prevalence of social media data, firms
consideiit appropriatein some circumstances, ke such information
into account asorroboration for, or supplementary ttheir CDD
measures However, firmsshould have regard to the risks inheren
the reliability of this data.

I'n using an electronic or dig
firms should ensure &t they are able to demonstrate that they have
verified that the customer (or beneficial owner) exists, and sati
themselves that the applicant seeking the business relationship
fact, that customer (or beneficial owner). The use of bioou
information is one way of achieving the latter confirmation, as is the
of private information or codes that incontrovertibly link the poter
customer (or beneficial owner) to the electronic/digital iden
information.

Firms should recognise that sorlectronic sources may bgore easily
tampered with, in the sense of their data being able to be ami
informally and unofficially,than others. If suspicions are raised
relation tothe integrity ofany electronic inbrmation obtainedfirms
should take whatever practical and proportionate steps are availa
establish whethehese suspicions are substantiated, and if so, wh:
the relevant source should be used.

A number of commerciarganisationsvhich access many data sourc
are accessible online by firms, and may provide firms with a comp
and comprehensive level of electronic verification through a si
interface. Suchorganisationsuse databases ofoth positive and
negative information, and many also access-higalerts that utilise
specific data sources to identify higisk conditions, for example
known identity frauds or inclusion orPEPSs osanctions listor known
criminality. Some of thse sources are, however, only available
closed user groups.

Positive information (relating to full name, current address, dat
birth) can prove that an individual exists, but some can offer a hi
degree of confidence than otheBomeelectronic sources or digite
identity schemes specify critertiriven levels of authentication that a
established through the accumulation of specific pieces of ide
information.

Such information should include data from more robust ssdmghere
an individual has to prove their identity, or address, in some wz
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order to be included, as opposed to others where no such pr
required.The information maintained should be kept up to date, an
organi sat i oind evenfieation-fof ddfereént aspects o
it should not be older than an agreed perget by the firm under it
risk-based approach

Negative information includes lists of individuals known to hi
committed fraud, including identity fraud, and registers of dece
persons. Checking against such information may be necess:i
mitigate against impersonation fraud.

For an ebctroniddigital check to provide satisfactory evidence
identity on its own, it must use data from multiple sources, and a
time, or incorporate qualitative checks that assess the strength
information supplied. An electronic check that asessdata from
single source (e.g., a single check against the Electegit®y or at a
single point in time,is not normally enough on its own to veri
identity.

Criteria for use of a provideof electronic verification of identity

5.3.51

5.352

Some commercial organisations providing electronic/digi
verification are freestanding and set their own operating criteria, wr
others may be part of an association or arrangement which, in or
admit organisations t o @nsteatalbha
they meet certain published critefigor example, in relation to dat
sources used, or recency of informatioand carry out some form ¢
checks on continuing compliance.

Before using a commerciakganisatiorfor electronic verication of

identity, firms should be satisfied that information supplied by the |
provider is considered to be sufficiently extensive, reliable

accurate and independent of the customeFhis judgement may b
assisted by considering whether tidentity provider meets the
following criteria:

U it is recognised, through registration with the Informat
Commi ssionerds Office, to s

0 unless it is on the | nf oait
reference gencies (seéttps://ico.org.uk/fotthe-public/credit), it
is accredited, or certified, to offer the identity verification sen
through a governmental, industry or trade association proces
involvesmeeting minimum published standards;

U it uses a range ofultiple, positive information sourcescluding
other activity history where appropriateat can be called upon 1
link an applicant to both current and previous circumstances;

U it accesses negaéinformation sources, such as databases reli
to identity fraud and deceased persons;

U itaccesses a wide range of alert data sources;

U its published standards, or those of the scheme under whict
accredited or certified, require its verified datanformation to be
kept up to date, or maintained within defined periods ef
verification;

0 arrangements exist whereby
compliance with the minimum published standards is assesse:
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U it has transparent processes thagble the firm to know whe
checks were carried out, what the results of these checks wer
what they mean in terms of how much certainty they give as t
identity of the subject.

In addition, a commercialrganisatiorshould have processes that allc
the enquirer to capture and store the information they used to ver
identity.

Persons firms should not accept as customers

Persons and entities subject to financial sanctions

5.3.54

5.3.55

5.356

5.3.57

The United Nations, European Union, and United Kingdom are
able to designate persons and entities as being subject to fin
sanctions, in accordance witkelevant legislation. Such sanctior
normally include a comprehensive freeze of funds and econ
resourcestogeher with a prohibition on making funds or econor
resources available to the designated target. A Consolidated List
targets to whom financiaanctions apply is maintained ®FS|, and
includes all individuals and entities that are subject to finar
sanctions in the UK. This list is a
www.gov.uk/government/publications/financgdnctions
consolidatedist-of-targets

The obligations under the UK financial sanctions regime apply ti
firms, and not just to banks. The Consolidated List includes al
names of designategersons under UNard-EC and UK sanctions
regimes which have effect in the UK. Firms will not normally have
obligation under UK law to have regard to lists issued by o
organisations or authorities in other countries, although a firm d
businessn other countries will need to be aware of the scope and {
of relevant financial sanctions regimes in those countri€ther
websites may contain useful background information, but the put
of the HM Treasury list is to draw together in one plaltéhe names o
designated persons for the various sanctions regimes effective
UK. All firms to whom this guidance applies, therefore, whether or
they are FCAregulated or subject to the ML Regulations, will ne
either:

0 for manual checking:ot register with the HM Treasury upda
service (directly or via a third party, such as a trade associatio

U if checking is automated: to ensure that relevant software incl
checks against the relevant list and that this list is up to date.

The origins of such sanctions and the sources of information fo
Consolidated List arget out in Part Ill, section 4.

OFSImay also be contacted direct to provide guidance and to ass
with any concerns regarding the implementation of financial sanct

Office of Financial Sanctionsnplementation
HM Treasury
1 Horse Guards Road
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5.360

CTA 2008, Schedule 5,361
7

5.362

lllegal immigrants

s40 (1), (2) 5.3.63

$40(3) 5.3.64

87

LONDON SW1A 2HQ
Tel: +44 (0) 20 7270 5454
Email: ofsi@hmtreasury.gsi.gov.uk

To reduce the risk of breaching obligations under financial sanc
regimes, firms are likely to focus their resources on areas of
business that carry aagter likelihood of involvement with targets,
their agents. Within this approach, firms are likely to focus t
prevention and detection procedures on direct customer relation
and then have appropriate regard to other parties involved.

Firms need to have some means of monitoring payment instructic
ensure that proposed payments to targets or their agents are not
The majority of payments made by many firms will, however, b
other regulated firms, rather than to individuatsentities that may b
targets.

Where a firm freezes funds under financial sanctions legislatiol
where it has suspicions of terrorist financing, it must make a rep«
OFS|, and/or to the NCA. Guidance on such reporting is give
paragaphs6.33 to 6.42.

Under certain circumstancedM Treasury mayissue directions to
firm in relation to customer due diligence; ongoing monitori
systematic reporting; and limiting or ceasing busind3stails of any
such HM Treasury directions will be foundmat/w.hm-treasury.gov.uk
Guidance on complying with directions issued by HM Treasury u
CTA 2008, Schedule 7 is given in Part lll, section 5.

Trade sanctions can be imposed by governments or other interne
authorities, and these can have financial implicatiowhere the
proposed trade deal also involves a person or entity which is subj
an asset freeze, a firm will need a tice fromOFSIto deal with the
funds or economic resources of the designated individual, as well :
export licence from the Departmefdr International TradeFirms
which operate internationally should be aware of such sanctions
should consider hether these affect their operations; if so, they shi
deci de whether they have any

Further information and links to lists of affected countries can be fc
at: https://www.gov.uk/guidance/sanctieasmbargoesndrestrictions

Under the Immigration Act 2014, a bank or building society must
open a current account for a person who is irlikebut does not havi
leave to enter or remain in the UK.

Confirmation that a person is not entitled to enter or remain in the
can be obtained through carrying out a check with a spe€ifiadti-
fraud organisation or a specified datatching authority.

29 See The Immigration Act 2014 (Specified Afraud Organisation) Order 2014 SI 2014/1798
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Normal CDD measures must still be applied to the customer onc
immigration status has been checked. Where a current accol
refused, the person must be informed it is for reasons of immigr
status.

Shell banks ancanonymous accounts

Regulation34 (2), 5.366

(3), @(b)

Regulation29(6),(7) 5.367

5.368

Firms must not enter into, or continue, a correspondent relationshi
a shell bank. Firms must take appropriate measures to ensure
does not enter into or continue a correspondent relationship with a
that is known tallow its accounts tde used by a shell bank. A sh
bank is an entity incorporated in a jurisdiction where it has no phy
presence involving meaningful decisioraking and management, al
which is not part of a financial conglomerate.

Firms carrying on business in the UK must not set up an anony
account or an anonymous passbook for any new or existing cust
All firms carrying on business in the UK must apply CDD measure
all existing anonymous accounts and passbooks bafohesscounts o
passbooks are used in any way.

Firms should pay special attention to any money laundering or ter
financing threat that may arise from products or transactions that
favour anonymity and take measures, if needeprewent their use fo
money laundering or terrorist financing purposes.

Private individuals

General

Obtain standard evidence

Identification

5.369

5.370

5371

Paragraphs 5.31 to 5.391 refer to the standard identificatic
requirement for customers who are private individuals; paragr
5.392to 5.3.25 provide further guidance on steps that may be apy
as part of a ristbased approach.

Depending on the circumstances relating to the customer, the pr
and the nature and purpose of the proposed relationship, firms ma
neal to apply the following guidance to identifying, and verifying
identity of, beneficial owners, and to other relevant individt
associated with the relationship or tractgen (but see paragrapt
5.314-8 andto 5.3.165).

The firm should obtain the following information in relation to 1
private individual:



Verification

Regulation 28(18)(b) 5.372

U full name
U residential address
U date of birth

Verification of the information obtained must be based on reli
sources,independentof the customeri which might either be ¢
document or documents produced by the customer, or electronica
the firm, or by a combination of bothDocuments issuedr made
available by an official body are regarded as independent o
customer, even if they are provided or made available to the firm b
customerWhere business is conducted fdaodace, firms should se
originals of any documents involved inettverification. Customer
should be discouraged from sending original valuable documen
post.

AT DOCUMENTARY EVIDENCE

5.373

5.374

5.375

I f documentary evidence of an
high level of confidence, it will typically have bheéssued by a
government department or agency, or by a couldcal authority
because there is a greater likelihood that the authorities will have
checked the existence and characteristics of the persons concern
cases where such documentary enadeof identity may not be
available to an individual, other evidence of identity may give the f
reasonabl e confidence in the
should weigh these against the risks involved.

Non-governmeriissued documentary evidence complementing
identity should normally only be accepted if it originates from a pu
sector body or another regulated financial services firm, or is
supplemented by knowledge that the firm has of the persamtity, e
which it has documented.
If identity is to be verified from documents, this should be based o
Either a governmenissued document which incorporates:

0 the customero6s full name a

o either his residential address
o or his date of birth.

Governmenissued documents with a photograph include:
U Valid passport
U Valid photocard driving licence (full or provisional)
U National Identity card
U Firearms certificate or shotgun licence
U Identity card issued by the Electoral Offite Northern
Ireland

or a governmentcourt or local authoritygssued document (without
photograph) which i ncor pupodaedby
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a second document, either governmisstied, or issued by a judici
authority, a public sectdoody or authority, a regulated utility compar
or another FCAegulated firm in the UK financial services sect
which incorporates:

0 the customeros full name a

o either his residential address
0 or his date of birth

Governmenissued documentsithout a photograph include:

U Valid (old style) full UK driving licence

U Recent evidence of entitlement to a state or local authd
funded benefit (including housing benefit and council
benefit), tax credit, pension, educational or other gran

U Instrument of a court appointment (such as liquidato
grant of probate)

0 Current council tax demand letter, or statement

5.376 Examples of other doc u ndemitysclutle
current bank statements, or credit/debit catatements, issued by
regulated financial sector firm in the Ut EU, or utility bills. If the
document is from the internet, a pdf version may be more reljabte
see paragraph 5.345Wher e a member of tt
the customer atis home address, a record of this visit may consti
evidence corroborating that the individual lives at this address
equivalent ta second document).

5.377 In practical terms, this means that, for facdace verification,
production of avalid passport or photocard driving licence (so long
the photograph is in d&f% should enable most individuals to meet
identification requirement fo
based procedures may dictate additional checks for the maeagefr
credit and fraud risk, or may restrict the use of certain options,
restricting the acceptability of National Identity Cards in fezéace
business in the UK to cards issued only by EEA member state:
Switzerland. For customers who canpobvide the standard evidenc
other documents may be appropriate (see paragraphs0%5.8
5.3.125).

5.378 Some consideration should be given as to whether the documents
upon are forged. In addition, if they are in a foreign langu
appropriate steps should be taken to be reasonably satisfied tr
document s in fact provide e\
Examples of sources of information include CIFAS, the Fraud Advi
Panel and the Serious Fraud Office. Commercial sofwis also
available that checks the algorithms used to generate passport nu

30|t should be noted that as well as a general expiry date for UK driving licenegsdtograph has a separate
expiry date (10 years from first issue). Northern Ireland driving licences have a single expiry date, which is ten
years from date of issue.
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This can be used to check the validity of passports of any countr
issues machinesadable passports.

B1 ELECTRONIC EVIDENCE

5.3.79

5.380

5.3.81

5.3.82

5.383

5.3.84

Whenusingae | ectronic/ digital sou
firms should ensure that they are able to demonstrate that they h
verified that the customer exists, and satisfied themselves 1
individual seeking the business relationship is, o, féhat customer
beneficial owner).

Electronic verificatiormaybecarried ouby the firmeitherdirect, usii
as its basis the customer6s
throughan organisationvhich meets the criteria in paraghep5.35
and 5.3.52

For verification purposes, a firm may approach an electronic.
source of its own choosing, or the potential customer may elect
the firm access to an electronic/digital source that he/she has
registered with, and which has alreadywanalated verified evide
of identity, and whichmeets the criteria in paragraphs 513and 5.3.!

Someelectronicsources focus on using primary identity docun
sometimes using biometric data. Others accumulate corrot
informationwhich in principle is separately available elsewhere.
sources are independent of the customer, whilst others are un
6control 0 itheirappreval s eequised fortirfioantatio
be included

As well as requiring a comercial organisationused for electro
verification to meet the criteria set out in paragraph$%.and 5.3.!
it is important that the process of electronic verification me
appropriatdevel of confirmation before it can edged to satisfy
firmébs | egal obligation

Commercial organisationsthat provide electronic verificationt
identity use various methods of displaying resulfisr example, by 1
number of documents checked, or through scoring mechanSom
organi sations confirm that

authentification has been reachdéirms should ensure that -
understand the basis of the system they use, in order to be sati:
the sources of the underlying data reflect thedgnce in paragra
5.3.465.3.5Q0 and cumulatively meetan appropriatelevel «
confirmationin relation to the risk assessed in the relationship

C - MITIGATION OF IMPERSONATION RISK

5.3.85

5.3.86

Whilst some types of financial transaction have traditionally

conducted on a nefaceto-face basis, other types of transaction
relationships are increasingly undertaken in this way: e.g., intern
telephone banking, online share dealing.

Although applications and transactions undertaken across the i
may in themselves not pose any greater risk than other notoféaes
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5.3.87

5.3.88

5.389

53.9

business, such as applications submitted by post, there are other
that may, taken together, aggase the typical risks:

U the ease of access to the facility, regardless of time and locatit

U the ease of making multiple fictitious applications without incur
extra cost or the risk of detection;

U the absence of physical documents; and

U the speed of eléonic transactions.

The extent of verification in respect of non faogace customers wil
depend on the nature and characteristics of the product or s
requested and the assessed money laundering risk presented
customer.  There are some circumstances wherecub®mer is
typically not physically presentsuch as in many wholesale markets
when purchasing some types of collective investmemtkich would
not initself increase the risk attaching to the transaction or activit
firm should take account asluch cases in developing their systems
procedures.

Additional measures would also include assessing the possibility
the customer is deliberately avoiding faoeface contact. Itis therefor
important to be clear on the appropriatepm@ach in these
circumstances.

Where identity is verified electronically, copy documents are use
the customer is not physically presenfirm should apply an addition:
verification check to manage the risk of impersonation fraudthis

regard, frms shouldconsider:

1 verifying with the customer additional aspects of his iden
(or biometric datayvhich are held electronicallypr

1 requesting the applicant to confirm a secret code or PI}
biometric factor, that links him/her incontrertibly to the
claimed electronic/digital identity such codes, PINs or otht
secret data may be set up within the electronic/digital ider
or may be supplied to a verified mobile phone, or throug
verified bank account, on a otiene basis, or

1 following the guidance in paragrapt3.9.

The additionalverification check may consist of robust aftaud
checks that the firm routinely undertakes as part of its exis
procedures, or may include:

U requiring the first payment to lmarried out through an accou
in the customerds name Wwi
institution, or an assessed low risk jurisdiction

U verifying additional aspec
paragraph 5.39);

U telephone contact with the custormpeior to opening the accour
on a home or business number which has been vel
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5.3.91

Other considerations

5.392

5.393

5.394

(electronically or ot her wi
customer before transactions are permitted, using it to v
additional aspects of personal identity informatitvatt have
been previously provided during the setting up of the accou

i} communicating with the customer at an address that has
verified (such communication may take the form of a di
mailing of account opening documentation to him, which, in
or in part,is required to be returned completed or acknowled
without alteration);

i} internet sigron following verification procedures where tl
customer uses security codes, tokens, and/or other pass
which have been set up during account openimgpovided by
mail (or secure delivery) to the named individual at
independently verified address;

v} other card or account activation procedures;

i} requiring copy documents to be certified by an appropi
person.

The source(s) of information used to verify that an individual exists
be different from those sources used to verify that the potential cus
is in fact that individual.

The standard identification requirement (for documentary or electi
approaches) is likely to be sufficient for most situations. If, howe
the customer, and/or the product or delivery channel, is asses:
present a higher money laundering or testdinancing riski whether
because of the nature of the customer, or his business, or its locat
because of the product features availdhtlee firm will need to decide
whether it should require additional identity information to be provic
andor whether to verify additional aspects of identity.

Where the result of the standard verification check gives rise to co
or uncertainty over identity, or other risk considerations apply, sc
number of matches that will be requirecbmreasonably satisfied as
the individual 6s identity wil

For higher risk customers, the need to have additional information 1
to be balanced against the possibility of instituting enhanced monit
(see sections 5.5 and 5.7).

Executors and personal representatives

Regulation 6§)

5.395

In the case of an estate of a deceased person in the cou
administration, the beneficial owner is

o in England and Waleand Northern Irelandthe executor
original or byrepresentation, or administrator for the tir
being of a deceased person; and
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o in Scotland, the executor for the purposes of the Execi
(Scotland) Act 1908.

In circumstances where an account is opened or taken owt
executors or administrators fortipurpose of winding up the estate
a deceased person, firms may accept the court documents gr
probate or letters of administration as evidencauwhority of those
personal representatives. Lawyers and accountants acting in the
of their husiness as regulated firms, who are not namec
executors/administrators, can be verified by reference to

practising certificates, or to an appropriate professional register.

5.3.96 Wh e n a customer os account i
representatives, firms may find tReamework for authorising peop
wanting to operate a Fagre&dbeweel
the Office of the Public GuardianBBA, Building Societies
Associationthe Law Society in England and Wabkesd others useful
source of practical advice.

Court of Protection orders and cosappointed deputies

2005, c9 5.397 Under the Mental Capacity Act 2005 (and related Regulations)
Sl 2007/1253 Court of Protection will be able to make an order concerning a s
decision in cases where a eoié decision is required regardin
someone who lacks capacity. The Court can also appoint a dep
deputies (previously referred to as receivers) whesesatisfied that ¢
series of decisions needs to be made for a person who lacks cap

5.398 Firms may accept the court documents appointing the deput
concerning a single act, as evidence of identity of the person appc

Attorneys

5.399 When a person deals with assets under a power of attorney, that
is also a customer of the firm. Consequently, the identity of holde
powers of attorney should be verified, in addition to that of the do

5.3100 Other than wher¢he donor or grantor of a power of attorrisyan
existing customer of the firm, his identity must be verified. In m
cases, these customers may not possess the standard i
documents referred to in paragraphs B8, and firms may have tc
acceptsome of the documents referred to in paragrapi 3. There
may also be cases where the donor or granter is not able to pe
faceto-face identification (e.g., disabled, home bound, ren
location); due consideration should be given to the indavitu
circumstances in such cases.

5.3101  NewEnduring Powesof Attorneyare no longer able to be entered in
but where one has already beegistered with th®ffice of the Public
Guardian the firm will know that the donor has lost, or is losit
capacity. A Lasting Power of Attorney cannot be used until it has

311900 ¢.55. Sections 6 and 7 were amended by the Succession (Scotland) Act 1964 (c.41
32 hittp://www.mentalhealthlaw.co.uk/media/Banking_guidance for banr#sl 3pdf
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Source of funds as evidence

5.3102

5.3103

5.3104

5.3105

5.3106

5.3107
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registered, but, subject to any restrictions, this may be done at any
including while the donor is still able to manage their affa
Therefore, the firm will not necessarily &w whether or not the donc
has lost capacity.

Under certain conditions, where the money laundering or terr
financing risk in a product is considered to be at its lowest, a pay
drawn on an account with a UK or EU regulated credit institutior
with one from arassessed low risk jurisdictipand which is in the soli
or joint name of the customer, may satisfy the standard identific.
requirement. Whilst the payment may be made between account
regulated firms or by cheque or debit card, the accepting firm mu
able to confirm thathe payment (by whatever method) is from a b
or building society account in the sole or joint name(s) of the custc
Part Il, sector 7:Life assurance, and lifeelated pensions ani
investment productias an exception to this in respect of diretitde

Whilst it is immaterial whether the transaction is effected remotel
faceto-face, each type of relationship or transaction that is enterec
must be considered before determining that it is appropriate to re
this method of vefication. Firms will need to be able to demonstr.
why they considered it to be reasonable to have regard to the sot
funds as evidence in a particular instarfeart Il, sector 3Electronic
Moneyincludes guidance on accepting the funding imetmt used tc
load a purse as a form of initial verification in low risk situatio
subject to compensating monitoring controls and turnover limits,
establishing that the customer has rightful control over the instrur

One of therestrictions that will apply to a product that qualifies

using the source of funds as evidence will be an inability to n
payments direct to, or to receive payments direct from, third partie
subsequent to using the source of funds to verifyche s t o

identity, the firm decides to allow such a payment or receipt to pro«
it should verify the identity of the third party. A further restricti
would be that cash withdrawals should not be permitted, other th
the customers themselves, @faceto-face basis where identity can |
confirmed.

If a firm proposing to rely on the source of funds has reasor
grounds for believing that the identity of the customer has not
verified by the firm on which the payment has been dratvshould
not permit the source of funds to be used as evidence, and should
t he customer 0s identity in
requirement.

If a firm has reason to suspect the motives behind a parti
transaction, or bedves that the business is being structured to a
the standard identification requirement, it should not permit the u
the source of funds as evidence to identify the customer.

Part 1l, sector 8:Nontlife providers of investment fund mhacts
provides additional guidance to investment fund managers in re
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of customers whose identity may not need to be verified until the
of redemption.

Customers who cannot provide the standard evidence

SYSC6.3.7(5) G
Financial Inclusion
Task Force
December 200

5.3108

5.3109

5.3110

5.3111

5.3.112

5.3113

5.3114

Some customers may not be able to produce identification inform
equivalent to the standard. Such cases may include, for example
low-income customers in rented accommodation, customers w
legal, mental or physical inability to manage thédfaias, individuals
dependent on the care of others, dependant spouses/partners or
students, refugees and asylum seekers, migrant workers and pris
The firm will therefore need an approach that compensates fo
difficulties that such custoers may face in providing the stand
evidence of identity.

The FCA Rules adopt a broad view of financial exclusion, in ternm
ensuring that, where people cannot reasonably be expected to pi
standard evidence of identity, they are not unreasonably denied ¢
to financial services. The term is sometimsediin a narrower sens
for examplethe Financial Inclusion Task Foroefers to those who, fo
specific reasons, do not have access to mainstream banking or fir
services that is, those at the lower end of income distribution who
socially/financially disadvantaged and in receipt of benefits, or t
who chose not to seek access to financial products because they b
that they will be refused.

Firms offering financial services directed at the financially aware
wish to consider whether any apparent inability to produce stan
levels of identification evidence is consistent with the targeted mi
for these products.

As a first step, before concluding that a customer cannot prc
evidence of identity, firm will have established that the guidance
initial identity checks for private individuals set out in paragraph3 5.
to 5.3107 cannot reasonably be appliedsiew of the circumstances ¢
the relevant customer

The guidance at paragraptB.75does not require that in all cases
customer 6s addr e$§ sthe standard letificabios i
verification of name and a choice between verifying address or d:
birth. Providing the standard evidence of address can be a part
difficulty for many new arrivals to the UK, and firms should have re¢
to this fact in deciding whether, in particular cases, to insist on ad
verification, and if so, how this might be satisfied.

Guidance on verifying the identity of masitegories of customers wt
cannot provide the standard evidence is given in Part ll, sediatail
banking Guidance on cases with more general application is giv
paragraphs 5.8315to0 5.3.125.

Where a firm concludes that an individual customer cannot reaso
meet the standard identification requirement, and that the provisic
Part 1, sector 1Retail bankingAnnex %I, cannot be met, it may acce
as identification evidence a letter statement from an appropria
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person who knows the individual, that indicates that the person is
he says he is.

Persons without standard documents, in care homes, or in receipt of pension

5.3115

An entitlement letter from the DWP, or a letttom the DWP
confirming that the person is in receipt of a pension, could prc
evidence of identity. If this is not available, or is inappropriate, a |
from an appropriate person, for example, the matron of a care |
may provide the necessaryidence.

Those without the capacity to manage their financial affairs

5.3116

Gender reassignment

5.3117

Students and young people

5.3118

5.3119

Guidance on dealing with customers who |amkare losingcapacity to
manage their affairs, covering Powers of Attorn@gurt of Protection
Orders and Appointeeshiprae s et out iQuidaace i
people wanting to manage a bank account for someorie glsew h i
be obtained from the Buwiv.bba.srdiuk
(see also paragraphs ®8i 5.3101). Although this leaflet is directe
at banks, its contents have more general application.

A firm should satisfy itself (for example, on the basis of documen
medical evidence) that the gender transfer of a customer is genui
with a change of name). Such cases usually involve transferring a
history to a reassigned gender. Tihigolves data protection, not mone
laundering issues. The consent of the person involved is necesse

When opening accounts for students or other young people, the ste
identification requirement should Hellowed as far as possible (st
paragraphs 5.311 5.3107). In practice, it is likely that many studen
and other young people, will have a passport, and possibly a di
licence. Where the standard requirement would not be rele
however, or were the customer cannot satisfactorily meet this, c
evidence could be obtained by obtaining appropriate confirmatic
from the applicantodés workpl ac
institution (see UK Border Agency websi
http://www.bia.homeoffice.gov.uk/employers/poirdst Part Il, secto
1: Retail banking Annex %l). Any confirmatory letter should be o
appropriately headed notepaper; in assessing the strength of
confirmation, firms should have regard to the period of existence ¢
educational or other institution involved, and whether it is sk
some form of regulatory oversight. UCAS also maintain a databa
students who have confirmed places at a University/Higher Educ
establishment, which is accessible on subscription
www.ucasmedia.aun/).

All international students, other than those from EEA countrie
Switzerland, undergo rigorous checks by the immigration servici
home and abroad in order to be satisfied as to their identity and
fides before they are given leate enter or remain in the UK as
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http://www.ucasmedia.com/

5.3120

Financially excluded

53.121

5.3.122

5.3.123

5.3.124
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student or prospective student. Applicants must meet the require
of the Student Immigration Rules and must provide document:
which demonstrates that they intend to study, and have been acc
on a course of gtly at a bona fide institution. This includes 1
provision of a course admission letter from the education institutio
they cannot provide the documents they will not be given leave to
or remain in the UK.

Often, abusiness relationship in respect of a minor will be establi
by a family member or guardian. In cases where the adult openir
account or establishing the relationship does not already har
existing relationship with the firm, the identity ofathadult should be
verified and, in addition, the firm should see one of the follown
documents (or similar documents issued in other jurisdictitn#f)e
name of the child:

birth certificate

passport

NHS Medical Card

Child benefit documentation

Child Tax Credit documentation

[t N e e S e S ]

National Insurance Card (for those aged 16 and over)

Further guidance on verifying the identity of financially excluc
persons is given in Part Il, sectorRetail bankingparagraphs 1.38
1.41. A proportionate and rigkased approach will be needed
determine whether the evidence available gives reasonable confi
as to the identity of a customer.

Where a firm has concluded that it should treaistomer as financiall
excluded for the purposes of customer identification, and the cust
is identified by means other than standard evidence, the reaso
doing so should be documented.

The fAfinancially excl ategeryoduniform
risk, and firms should consider the risk presented in any particular
Some financially excluded persons may represent a higher ri
money laundering regardless of whether they provide standard o1
standard tokens to confirmein identity, e.g., a passport holder w
qualifies only for a basic account on credit grounBsms may wish ta
consider whether enhanced due diligence (see section 5.5) or mon
(see section 5.7) of the size and expected volume of transactiolts
be useful in respect of some financially excluded categories, bas
the firmés own experience of

In other cases, where the available evidence of identity is limited
the firm judges that the individual cannot reasopdi® expected tc
provide more, but that the business relationship should neverthele
ahead, it should consider instituting enhanced monitoring arrangel
over the customerds transacti
addition, the firm shouldansider whether restrictions should be plax
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on the customerdés ability to
services.

Where an applicant produces nmstandard or incomplete
documentation, staff shouleb-discouraged-from-citimopt citethe ML

Regulations(or other regulation relating to the prevention of moi
laundering and/or terrorist financings an excuse for not opening

account without giving proper consideration to the evidence avail
referring up the line for advice ageessary. It may be that at t
conclusion of that process a considered judgement may propel
made that the evidence available does not provide a sufficient le
confidence that the applicant is who he claims to be, in which ev
decision notd open the account would be fully justified. Firms sho
bear in mind that the ML Regulations are not explicit as to what is
is not acceptable evidence of identity.

Customers other than private individuals

Regulation28(4)

5.3.126

5.3.127

5.3.128

5.3.129

Depending on theature of the entity, a relationship or transaction v
a customer who is not a private individual may be entered into il
customer6s own name, or in th

on its behalf. Beneficial ownership may, however, wish others,
either because the legal owner is acting for the beneficial owne
because there is a legal obligation for the ownership to be registe
a particular way.

In deciding who the beneficial owner is in relatiore. customer who i:
not a private individual, the
ownership or control over the funds which form or otherwise rela:
the relationship, and/or form the controlling mind and/or managel
of any legal entity invaled in the funds. Verifying the identity of tf
beneficial owner(s) will be carried out on a rHséised approact
following the guidance in paragraphs BBt toand 5.3.165, and will
take account of the number of individuals, the nature and distributi
their interests in the entity and the nature and extent of any bus
contractual or family relationship between them.

Firms also have obligations under the UK financial sanctions re
(see Part Ill, section 4Compliance with the UK financial sanctior
regime) which require the collection of information in relation

trustees, directors or equivalent (see Part Ill, paragra@3s 41.85).

In determining the information to be collected, therefore, firms sh
take account of their information needs in relation to sanct
compliance.

Certain other information about the entity should be obtained
standard requirement.  Thereafter, on the basis of the m
laundering/terrorist financing risk assessed in th
customer/product/delivery channel combination, a firm should de
the extent to which the identity of the entity should be verified.

firm should also decide what additional information in respect of
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entity and, potentially, somef the individuals behind it, should t
obtained (see section 5.5).

Regulatior27@7)(c)  5.3.13 Where an entity is known to be linked to a PERHiaps-through
and33(1)(g) directorship-or-shareholdiag a result of the PEP being a benefit
owner d the entity, or to a jurisdiction assessed as carrying a hig
money laundering/terrorist financing risk, it is likely that this will |
the entity into a higher risk category, and that enhanced due dili¢
measures should therefore be applied (segms 5.5 and 5.7).

5.3.131 Many entities, both in the UK and elsewhere, operate internet wek
which contain information about the entity. Firms should bear in r
that this information, although helpful in providing much of the mate
that afirm might need in relation to the company, its directors
business, is not independently verified before being made pul
available in this way.

5.3.132  This section provides guidance on verifying the identity of a ranc
non-personal entitiess follows:

U Regulated financial services firms subject to the ML Regulat
(or equivalent) (paragraphs 5.33lto 5.3.188)

0 Other firms subject to the ML Regulations (or equivale
(paragraphs 5.33Pto0 5.3.42)

U Corporate customers (other than regedatfirms) (paragraph
5.3.143t0 5.3.76)

U Partnerships and unincorporated businesses (paragraph® %03
5.3.191)

U Public sector bodies, governments, statsed companies an
supranationals (paragraphs 5®10 5.3.203

U Sovereign Wealth Funds (paragpas 5.3.20456.3.27)

U Pension schemes (paragraphs 2812 5.3.237)

U Charities, church bodies and places of worship (paragraph8%.
to0 5.3.57)

U Other trusts and foundations (paragraphs 58t@ 5.3.82)

U Clubs and societies (paragraphs B3.® 5.3.29)

Regulated financial services firms subject to the ML Regulations (or equivalent)

Regulationd7(3)(a)  5.3.133  In determining whether a business relationship presents a low d
of risk of ML/TF, and therefore the extent to which it is appropriat
apply SDD measures, a firm must take into account, inter alia, wh
the customer is a credit institution or iaancial institution which is
subject to the requirementstimefourth moneylaundering directive

RegulatiorB7(3) 5.3.134 In their determination of the degree of low risk, firms must also -
into account whether the country where the customer is resi
established or registered, or in which it operates, is an EEA state
assessed low risk jurisdiction.

5.3.135 If the firm determines that the situation in relation to another regu
financial services firm presents a low degree of ML/TF sékplified
due diligence may be applied (see section 5.4).

Regulation37(1)



5.3.136

5.3.137

5.3.138

101

Applying simplified duediligencemight involve:

U checking with the home country central bank or rele\
supervisory body; or

U checking with another office, subsidiary, branch or correspon
bank in the same country; or

U checking with a regulated correspondent bank of dlierseas
institution; or

U obtaining from the relevant institution evidence of its licence
authorisation to conduct financial and/or banking business.

Firms should record the steps they have taken to check the status
other regulated firm

Firms should take appropriate steps to be reasonably satisfied tt
person they are dealing with is properly authorised by the custome

Other firms that are subject to the ML Regulations (or equivalent)

Regulation37(5)(6)

5.3.139

5.3.140

5.3.141

5.3.142

Customers which are subject to the ML Regulations or equivalen
which are not regulated in the UK, the EU or assessed low ris
jurisdiction as a financial services business, should be treated
AML/CTF purposes, according to their legal formr fexample, as
private companies, in accordance with the guida set out ir
paragraphs 5.3.16® 5.3.776; or if partnerships, by confirming the
regulated status through reference to the current membership dir
of the relevant professional assomati(for example, law society ¢
accountancy body). However, when professional individuals are a
in their personal capacity, for example, as trustees, their identity s|
normally be verified as for any other private individual.

Firms should take appropriate steps to be reasonably satisfied th
person the firm is dealing with is properly authorised by the custor

Some consideration should be given as to whether documents
upon are forged. In addition, if theyealin a foreign language
appropriate steps should be taken to be reasonably satisfied tt
documents in fact provide evi

Firms that are subject to the ML Regulatiorasd which hold client
money in pooled accounts (whether in a bank account or throt
securities holding), ari principle obliged to verify the identities o
their clients. Financial services firms with which such client acco
areheld arg howeverpermitted to apply SDD measuresthe holders
of such funds, provided that

U the business relationship with the holder of the pooled acc
presents a low risk of ML/TF;

U the information on the identity of thgersons on whose behe
monies are held in the pooled accoigravailable, on requegb the
firm;
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U if the holder of thepooled account is imnotherEEA state, th
holder is subject to theequirementsin national legislation
implementing the fourth money laundering directive, and i
supervised for compliance with these requirements.

As a practical matter, firms may reasonably apply a similar approa
such client accounts which only contain the funds of a single bene
owner.Firms should alsde satisfied that the customer applies rob

[Formatted: Font: 11 pt

andrisks ensi tive CDD measures to

beneficial ownes. It may be appropriate firmsto take risksensitive
measures to assess the adequa
procedures, for example by liaising directly with the customer o
samplet esting the customerés abi

request.

Corporate customers (other than regulated firms)

Regulation 42

5.3.143

5.3.144

5.3.145

Corporate customers may be publicly accountable in several \
Some public companies are listed on stock exchanges or other rec
markets, and are subject to market regulation and to a highdé\
public disclosure in relation to their ownership and business activ
Other public companies are unlisted, but are still subject to a high
of disclosure through public filing obligations. Private companies
not generally subject to thersa level of disclosure, although they m
often have public filing obligations. In their verification process
firms should take account of the availability of public informatior
respect of different types of company.

Most UK body corporates have obligations to maintainto-date
information on people with significant influence and control over tt
and file this information at Companies House. This is known as
centralaregister of people with significant contralPSC register)and
is accessible online without chargé&/hen a UK body corporate ente
into a business relationship with a firm, where the firm is require
apply CDD measures, the corporate must on redaest-at-the-lates

within-twe-werking-daysprovide the firm with

U information identifying
0 its name, registered number and principal place of busi
its board of directors
its senior management
the law to which it is subject
its legal and beneficial owners
U its memerandumarticles of association or other governir
documents.

O o0ooo

Guidance on the requirements to maintain PSC registers is availe
https://www.gov.uk/government/publications/quidateg¢he-people
with-significantcontrotrequirementgor-companiesandlimited-

liability -partnerships

The structure, ownership, purpose and activitiethefgreatmajority
ofmany corporates will be clear and understandable. Corpc
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Regulation 28(4)(c)

Regulation 28(2)(b),
(#)(c)

Regulation5(1)

5.3.146

5.3.47

5.3.148

10z

customers can use complex ownership structures, which can inc
the steps that need to be taken to be reasonably satisfied as t
identities; this does not necessarily indicat®ney laundering o
terrorist financing. The use of complex structures without an obv
legitimate commercial purpose may, however, give rise to concerl
increase the risk of money laundering or terrorist financing.

Control over companies may be exercised through a direct sharehc
or through intermediate holding companies. Control may also rest
those who have power to manage funds or transactions wi
requiring specific authority to do so, and who would ba position to
override internal procedures and control mechanisms. Firms s/
make an evaluation of the effective distribution of control in each ¢
What constitutes control for this purpose will depend on the natu
the company, the distributioof shareholdings, and the nature ¢
extent of any business or family connections between the bene
owners.(More specific guidance on beneficial ownership is giver
Part Il, Sector 13Private equity paragraphs 13.483.52, which may
be of moregeneral interest.)

To the extent consistent with the risk assessment carried o
accordance with the gu@ince in Chapter 4, the firrmust take
reasonable measures to understand e ¢ o ngga foymo and
ownership and control structurand must obtain sufficient addition
information on the nature of
for seeking the product or service.

In the case of a body corporatgther than a company listed on
regulated markethe beneficial owner includes any individual who:

U —enrse oo —vlimoe—senpelouor e monocomono R |
copmomlesar

U ultimately owns or controls (whether through direct or indir
ownership or combl, including through bearer share holdirgdy
other meansmore than 25% of the shares or voting rights in
bodycorporate or

U exercises control over the management of the body corporate;

u—_

U otherwiseexercises significant influence oontrolovers the body
corporate

For example, if no individual owns or controls more than 25% of
shares or voting rights in the body, firms should use judgeme
determining whether an individual owning or controlling a lov
percentage exercises effectiventrol. Guidance on the meaning
other forms of significant influence and control is available
companies:
https://wwwgov.uk/government/uploads/system/uploads/attachme
ata/file/621687/psetatutoryguidancecompanies.pdf

Limited Liability Partnerships
https://www.gov.uk/government/uploads/system/uploads/attachme
ata/file/523122/Draft_statutory guidance LLPs.pdf

and Eligible Scottish Partnership
https://www.gov.uk/government/uploads/system/uploads/attachme
ata/file/621569/170%2 Eligible_Scot P_GUI _June 2017.pdf
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Obtain standard evidence
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Regulation 28(3)

5.3.151

5.3.152

5.3.153

5.3.154
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Directors of a body corporate do not fall under the definition
beneficial owner-asin ther capacity of directarHowever,a director
may as an individual or legal person also héidy-de—net-havean
ownership interest in the bodyerde-thegr meefall into one of the
other categories of exercising significant influence or control ovel

Dochreeniebthomeingmahetntho-bediardeho conreino conip

Paragraphs 5.351 i 5.3.154 refer to the standard evidence 1
corporate customers, and paragraphs 553.15.3.162 provide further
supplementary guidance on steps that may be applied as part of
based approach.

The firmmustobtainand verifythe following informatiorin relation to
the corporateoncerned:

full name
registered number
registered office in country of incorporatior]

principal business addreg# different from
the reqistered office)

cccc

and, additionally, for private or unlisted companies:

U names of individuals who own or contader
25% of its shares or voting rights

U names of any individual(s) who otherwi
exercise control over the management of
company

The firm must take reasonable steps to determine and verify:

(a) the law to which theorporate is subject;

(b) its_ —memerandwimonstitution (whether set out in its articles
association or other governing documgnts

(c) names of its directors and the senior persons responsible 1
operations.

The firm should verifytheinformation set out in paragraph 5.3.151
and in (a)(c) abovefrom appropriate sources, such as

0 confirmation of the comp.
market

0 asearch of the relevant company registry

0 a copy of the c olntprporatod s

Firms should take appropriate steps to be reasonably satisfied tt
person the firm is dealing with is properly authorised by the custor

Some consideration should be given as to whether documents
upon areforged. In addition, if they are in a foreign langua
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appropriate steps should be taken to be reasonably satisfied tt
documents in fact provide evi

Companies listed on regulated markets (EEA or equivalent)

5.3.155
Regulation28(5) 5.3.156
Regulatior3(1) 5.3.157

Regulations3(1) and 5,3.158
37(3)(a)(iv)

5.3.159

Corporate customers whose securities are admitted to trading
regulated market in an EEA state or one ineamsessed low ris
jurisdictionare publicly owned and generally accountable.

Where the firm has satisfiétself that the customer is:

U a company which is listed on a regulated market (within
meaning of MiFID) in the EEA, or on a ndfEA market that is
subject to specified disclosure obligations; or

U a majorityowned and consolidated subsidiary of suchsted
company

the obligation to identify, and to verify the identity of, benefic
owners and the obligation to take reasonable steps to determins
verify the information at 5.3.152)-(c) does not appl{see section 5.4)

Specified disclosure obligations are disclosure requirements cons
with specified articles of:

U The Prospectus directive [2003/71/EC]
U The Transparency Obligations directive [2004/109/EC]
U The Market Abus&egulatioi2014/596]

and with EU legislatiomade under these specified articles.

If a regulated market is located within the EEA there is no requirel
to undertake checks on the market itself. Firms should, however, r
the steps they have taken tecartain the status of the market. If 1
market is outside the EEA, but is one which subjects companies v
securities are admitted to trading to disclosure obligations whict
contained in international standards and are equivalent to the spe
disclosure obligation in the EU, similar treatment is permitted.
companies listed outside the EEA on markets which domest the
requiremats set out in paragraph 5.3.1%he standard verificatiol
requirement for private and unlisted companies khbe applied.

ESMA maintains a list of regulated markets within the EU
https://registers.esma.europa.eu/publication/searchRegister@sora

registers_mifid_rma

Other publicly listed or quoted companies

5.3.160

Companies that are listed on a regulated market that is not equr
and thuswhere in principle an obligation to verify beneficial owne
remains, are still subject to some degree of accountability

transparency. As part of their ridlased approach, therefore, firms n
have regard to the listing conditions that apply in the rele
jurisdiction and the level of transparency and accountatidityhich
the company is subject in determining the level of checks require(


https://registers.esma.europa.eu/publication/searchRegister?core=esma_registers_mifid_rma
https://registers.esma.europa.eu/publication/searchRegister?core=esma_registers_mifid_rma

5.3.161

5.3.162

10€

the extent to which the customer should be treated as agotivaipany
(see paragraphs 5.3.168.3.176).

Firms should note that AIM is not a regulated mankeder MiFID.
However, due diligence requirements at admission and ong
disclosure requirements on AIM are broadly similar to those
regulated markets. A firm may, therefore, under itsbiaked approact
regard the due diligence process for admissimrAIM as giving
equivalent comfort as to the identity of the company ur
consideration.

In applying the risk based approach, firms may take into accour
potentially lower risk presented by companies whose shares are
as this makethem less likely to be established for money launde
purposes. However, the firm should, for markets that allow li
companies to have dominant shareholders (especially where the
also directors), ensure that such cases are examined more closel

Private and unlisted companies

5.3.163

Regulation 33(1)(g) 5.3.164

5.3.165

5.3.166

5.3.167

Unlike publicly quoted companies, the activities of private or unli
companies are often carried out for the profit/benefit of a small
defined group of individuals or entities. Such firms are aldgject to
a lower level of public disclosure than public companies. In gen
however, the structure, ownership, purposes and activities of |
private companies will be clear and understandalsitormation from
the centrad PSC register will also be available.

Where private companies are well known, reputable organisations
long histories in their industries and substantial public informa
about them, the standard evidence may well be sufficient to me«
firmés o Wheregaa higher misk . of mogelaundering is
associated with the business relationship, however, EDD (and enh
monitoring) must be applied.

In the UK, a company registry search (or enquiry of the Char
Commission in the case of a Charitable Incorpor@weghnisation) will
confirm that the applicant company has not been, or is not in the pr
of being, dissolved, struck off or wound up. In the case ofUWiin
companies, firms should make similar search enquiries of the regis
the country of incorpa@tion of the applicant for business.

Standards of control over the issue of documentation from com
registries vary between different countries. Attention should be pe
the jurisdiction the documents originate from and the backgrc
aganst which they are produced.

Whenever faced with less transparency, less of an industry profi
less independent means of verification of the client entity, firms sk
consider the money laundering or terrorist financing risk presente
the entity, and therefore the extenwtbich, in addition to the standai
evidence, they should verify the identities of other shareholders a
controllers. It is important to know and understand any associatior
entity may have with other jurisdictions (headquarters, oper:



5.3.168

Directors

5.3.169
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facilities, branches, subsidiaries, etc) and the individuals who
influence its operations (political connections, e#)visit to the place
of business may be helpful to confirm the existence and activities (
entity.

Firms may find the sectal guidance in Part Il helpful in understandi
some of the business relationships that may exist between the cu:
and other entities in particular business areas.

Foll owing the firmds ass e tsonst
financing risk presented by the company, it may decide to verify
identity of one or more directors, as appropriate, in accordance wit
guidance for private individuals (paragraphs Bl3o 5.3.25). In that
event, verification is likelyto be appropriate for those who ha
authority to operate an account or to give the firm instruct
concerning the use or transfer of funds or assets, but might be w
for other directors. Firms may, of course, already be required to ide
a partcular director as a beneficial owner if the director owns or con
more than 25% of the company?®d

5.3.148).

Beneficial owners

Regulations 5.3.170
Regulation28(4),(9)

Signatories

53.171

Other considerations

5.3.172

As part of the standard evidence, the firm will know the names ¢
individual beneficial owners owning or controlling more than 25%
the companyds shares or wvotin
held indirectly) or who otherwise exercise aohbver the managemel
of the company. The firm must takEasonableneasures to verify th:
identity of those idividuals (see paragraphs B34 toand 5.3.165).

Firms do not satisfy their obligations to verify the identity of benefi
owners by relying only on information contained in a PSC register

For operational purposes, the firm is likely to have a list of tt
authorised to givenstructions for the movement of funds or ass
along with an appropriate instrument authorising one or more dire
(or equivalent) to give the firm such instructions. The identitie:
individual signatories need only be verified on a4tisised aproach.

Unless theic u s t osecuntiés sire admitted to trading in a reguls
market in an EEA statdirms are required to verify the identity «
beneficial owners otorporate customers that are subject to statu
licensing and regulation of their industry (for example, ene
telecommunications) . Under its riblased approach, however, a fil
may feel that, provided that it is confirmed by a reliabtaurce,
independenbdf the customerimposition of regulatoryobligations on
such a firm gives an equivale
public accountability. Therefore, evidence that the corporate cust
is subject to the licensing and prudential regulatory regime of a stat
regulator in the EU (e.g OFGEM, OFWAT, OFCOM or an EU



Regulation33(1)(g)

Bearer shares

5.3.173

53.74

5.3.175

5.3.176
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equivalent)shoulds at i sfy the firmdbds ob
such a customer.

The standard evidence is likely to be sufficient for most corpc
customers. If, however, the customer, or the product or deli
channel, is assessed to present a higher money laundering or te
financing riski whether because of the nature bé tcustomer, its
business or its location, or because of the product features aviiili
the firm must, on a riskensitive basis, applgDD measures. Fo
example, the firm will need to decide whether it should req
additional identity information tde provided and/or verified (se
sections 5.6 and 5.7).

Higher risk corporate customers may also be, among others, small
more opaque entities, with little or no industry profile and those in
transparent jurisdictions, taking accouritigsues such as their siz
industry profile, industry risk.

Extra care must be taken in the case of companies with capital
form of bearer shares, because in such cases it is often diffic
identify the beneficiabwner(s). Companies that issue bearer share
frequently incorporated in high risk jurisdictions. Firms should ac
procedures to establish the identities of the holders and ma
beneficial owners of such shares and to ensure that they are n
whenever there is a change of holder and/or beneficial owner.

As a minimum, these procedures should require a firm to obtal
undertaking in writing from the beneficial owner which states

immediate notification will be given to the firni the shares art
transferred to another party. Depending on its risk assessment

client, the firm may consider it appropriate to have this underta
certified by an accountant, lawyer or equivalent, or even to require
the shares be held byramed custodian, with an undertaking from t
custodian that the firm will be notified of any changes to records rel:
to these shares and the custodian.

Partnerships and unincorporated bodies

Regulation 5(3)

53.77

5.3.78

Partnerships and unincorporated businesses, although princ
operated by individuals, or groups of individuals, are different f
private individuals in that there is an underlying business. This bus
is likely to have a different money laundegior terrorist financing risk
profile from that of an individual.

The beneficial owner of a partnershipther than a limited liability
partnership)s any individual who ultimately is entitled to or contrc
(whether the entitlement or control is direct or indirect) more than a
share of the capital or profits of the partnership, or more than 25
the voting rights in the partnership, or whoethise exerciseltimate
control over the management of the partnership.



Obtain standard evidence

5.3.179

5.3.180

5.3.81

5.3.182

5.3.183
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For example, if no individual owns or controls more than 25% of
capital or profits of the partnership, or of the voting rights in
partnership, firms should use judgement etedmining whether ai
individual owning or controlling a lower percentage exercises effet
control.

The firm should obtain the followingtandard evidenci relation te
the partnership or unincorporatasisociation:

0 full name

U business address

U names of all partners/principals who exerd
control over the management of t
partnership

0 names of individuals who own or control o
25% of its capital or profit, or of its votin
rights

Giventhe wide range of partnerships and unincorporated business
terms of size, reputation and numbers of partners/principals, firms
to make an assessment of where a particular partnership or busine
on the associated risk spectrum.

The firmdéds obligation is to \
evidence from a reliable sourdadependenbf the customer Where
partnerships or unincorporated businesses are well known, rep!
organisations, with long histories in their inthiess, and with substantie
public information about them and their principals and controll
confirmation of the customero
or trade association is likely to be able to provide such reliable
independent evidenceThis does not obviate the need to verify
identity of the partnershipods

As part of the standard evidence, the firm will know the names ¢
individual beneficial owners owning or controlling more than 25%
thepartne shi pés capital or profit
exercise control over the management of the partnership. The firm
takereasonableneasures to verify the identity of thosdiiiduals (see
paragraphs 5.814 aneo 5.3.165).

Other partnerships and unincorporated businesses will have a
profile, and will generally comprise a much smaller number
partners/principals. In verifying the identity of such customers, fi
should primarily have regard to the number of parprgrtipals.
Where these are relatively few, the customer should be treatec
collection of private individuals, and follow the guidance set ou
paragraphs 5.317 5.3.114; where numbers are larger, the firm shc
decide whether it should continteeregard the customer as a collecti
of private individuals, or whether it can be satisfied with evidenc
membership of a relevant professional or trade association. In 1
circumstance, there is likely to be a need to see the partnership de
other evidence in the case of sole traders or other unincorpc

[ Formatted Table




5.3.184

5.3.185

5.3.186

Other considerations

5.3.187

5.3.188

5.3.189

5.3.190

Principals and owners

53.91

11C

businesses), to be satisfied that the entity exists, unless an entn
appropriate national register may be checked.

For identification purposes, Scottish partnerships landed liability

partnerships should be treated as corporate customers. For |
partnerships, the identity of general partners should be verified v
other partners should be treated as beneficial owners.

Firms should take appropriate steps to be reasonably satisfied tt
person the firm is dealing with is properly authorised by the custor

Some consideration should be given as to whether documents
upon are forged. In addition, they are in a foreign languag
appropriate steps should be taken to be reasonably satisfied tt
documents in fact provide evi

Most partnerships and unincorporated businesses are smallel
transparent, and less well known entities, and are not subject to the
accountability requirements as, for example, companies listed
regulated market.

Where the monelaundering or terrorist financing risk is considerec
be at its lowest, the firm may be able to use the source of fun
evidence of the customer 0s il@¢
to 5.3106 should be followed. This does not obviateriked to verify
the identity of beneficial owners, where these exist.

Whenever faced with less transparency, less of an industry profi
less independent means of verification of the client entity, firms sk
consider the money laundering or terrorist financing risk presente
the entity, and therefore the extenwtbich, in addition to the standai
evidence, additional precautions should be taken.

It is important to know and understand any associations the entity
have with other jurisdictions (headquarters, operating facili
branches, subsidiasgetc) and the individuals who may influence
operations (political connections, etd). visit to the place of busines
may be helpful to confirm the existence and activities of the busin

Following itsassessment of the money laundering or terrorist finan
risk presented by the entity, the firm may decide to verify the ide
of one or more of the partners/owners as custonterthat event,
verification requirements are likely to be appropriate
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partners/owners who have authority to operate an account or tc
the firm instructions concerning the use or transfer of funds or as
other partners/owners must be verified as beneficial owners, follo
the guidance in paragraphs B84 toard5.3.156.

Public sector bodies, governments, statewned companies and supranationals (other than

sovereign wealth funds)

Regulation 3(3) 5.3.192

5.3.193

Obtain standard evidence

5.3.194

5.3.195

5.3.196

5.3.97

In respect of customers which are UK or overseas governments (0
representatives), supranational organisations, government depart
stateowned companies or local authorities, the approach
identification and verificatiormay be tailored to theircumstances o
thecustomer refl ecting the firmods
risk presented/Nhere the firm determines that the business relation
presents a low degree of risk of ML/TF, SDD measures may be ap
Public sector bodies @ude state supported schools, colleg
universities and NHS trusts.

Bodies engaged in public administration are different from-stateed
bodies which conduct business. The nature of the business relatic
established with firms in the financial sector will therefore differ. Pu
administration involves a differerévenue/payment stream from that
most businesses, and may be funded from government sources, ¢
some other form of public revenues. Statened businesses, on tl
other hand, may engage in a wide range of activities, some of v
might involve hgher risk factors, leading to a different level of CL
being appropriate. Such entities may be partly publicly funded or
derive some or all of their revenues from trading activities.

Firms should obtain thiellowing information about customers who &
public sector bodies, governments, staned companies an
supranationals:

U Full name of the entity

U Nature and status of the entity (e.g., overseas government,
organisation)

U Address of the entity

U Name d the home state authority

0 Names of directors (or equivalent)

Firms should take appropriate steps to understand the ownership
customer, and the nature of its relationship with its home state autt

Firms should, where appropriate, verify the identities of the director
equivalent) who have authority to give the firm instructions concer
the use or transfer of funds or assets.

Firms should take appropriate steps to be reasorsallsfied that the
person the firm is dealing with is properly authorised by the custor
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5.3.198 For operational purposes, the firm is likely to have a list of tt
authorised to give instructions for the movement of funds or as
along with an appropriate instrument authorising one or more dire
(or equivalent) to give the firm such instraots. The identities o
individual signatories need only be verified on a+sised approach.

Schools, colleges and universities

5.3.199 State supported schools, colleges and universities should be tree
public sector bodies, in accordaneéth the guidance set out i
paragraphs 5.392 to 5.3.98. The UK Border Agency maintains
register of sponsorsvww.bia.homeoffice.gov.uk/employers/poini
which may assist firms in vdying the existence of such customérse
register of sponsors lists all organisations that the UK Border Ag
has approved to employ migrants or sponsor migrant students.

5.3.200 Forindependent schools and colleges, firms should refer tuttiance
given at paragraph 5.3%2

Other considerations

53201 The firmbs assessment of the
risk presented by such customers should aim to identify higher
countries or jurisdictions.

5.3.202 The guidance in paragraphs 5.82Lto 5.3.20 should be applied t(
overseas entities, as appropr
such entities present.

5.3.203 Many governmental, supranational and stateed organisations wil
be managed arabntrolled by individuals who may qualis PEPs (se
paragraphs 5.5.13 to 5.5)23Firms need to be aware of the increa
likelihood of the existence of such individuals in the case of ¢
customers, and deal with them appropriately, having regatigetine
extent of-any risk that the funds of such entities may be used
improper purposes.

Sovereign wealth funds

5.3.204 SovereignWwealth fFunds (SWFs) are defingdas special purpos
investment funds or arrangements, owned by the general (i.e., nai
government. Created by the general government for macroecot
purposes, SWFs hold, manage, or administer assets to achieve fir
objectives, and employ a sef investment strategies which inclut
investing in foreign financial assets.

33 InternationaForumof Sovereign Wealth Fundsww.ifswf.org
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5.3.205

5.3.206

5.3.207

5.3.208

5.3.209

5.3.210
Nature and legal form

5.3.211

Obtain standard evidence
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Typically, SWFs are established from balance of payments surpl
proceeds raised from privatisations or revenues from natural resc
exports. They are managéal meet specific investment objective
perhaps for a specific future need. Increasingly in recent years, !
have looked to employ third party institutions to assist in
management their assets.

Notwithstanding the different forms that SWFs can take, a |
proportion of them are participants in theternational Forum of
Sovereign Wealth FundsHBWF).

The IFSWG was established iApril 200 (succeeding the previot
International Workng Group)to develop a common set of volunta
principles (“the Santiago Principles") in order to promote a cle
understanding of SWFs through better transparency of their gover
and operation. A list of thé&BWF's member funds, and the counties
which they are established, can be found at Appendix Il to the Sar
Principles at: http://www.ifswf.org/santiaggrinciples Further
countries, plus the OECD and the World Bank, participsifgeamanen
observers. The International Monetary Fund provides bothchaio
of thelFSWFand its secretariat.

A general concern exists that SWFs are capable of being used tc
political, rather than purely financial objectives, kycquiring
controlling interests in strategically important industries or destabili
economies. For this reason, understanding the nature of purpose
SWEF and the relationship or transaction is a key AML/CTF control
important to the reputatioof the firm. Firms should be alert |
activities that might give rise to an asset freezing order where
interests are at stake.

The firm should consider the international reputation of the cot
and/or SWF concerned (see the Transparentgriational website
www.transparency.orfpr some helpful resources), before entering i
a relationship with the fund. Moreover, financial sanctions may t
force against a country that operates an SWFranst be observe:
irrespective of whether or not the country is a member of the IWG

SWFs are unlikely to qualify for simplified due diligence.

SWFs are constituted in a variety of ways. Usually, however téthey
one of the following forms:

U pool of assets managed by the Ministry of Finance or Central E
U governmervowned corporation;
U independent corporation established by statute

This means that CDD must be tailored according to the nature ¢
SWF. A uundamental feature, however, is that the beneficial own:
a SWF is the government concerned.
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5.3213

5.3214

5.3215

5.3216

5.3217

5.3218

Beneficial ownership
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The standard evidence outlined below is founded on an S
participation in thdFSWFand the close involvement with that body
the OECD, IMF and World Bank. Without the comfort IBSWF
membership, the firm should undertake normal identity verifica
measures according to the legal form of the SWF.

The following informatiorshould be obtained about the identity of 1
SWF and its officers:

Full name of the SWF

Address of the SWF

Name of the national government

Names of directors/ trustees (or equivalent)

coc o

The objectives in terms of identification are to estahtigtt the SWF
exists, that it is owned and controlled by a government and the
individuals with whom the firm has contact in connection w
establishing the relationship are bona fide representatives of the fi

For the purposes afstablishing that an SWF exists, reference shu
normally be made to Appendix Il to the SantiaBanciples (see
paragraph 5.3.2Q7to confirm that it is represented on IRSWFas a
full or observer member. Additional steps will be required if thelf
is not anFSWFmember.

Firms should, where appropriate, verify the identities of the director
equivalent) who have authority to give the firm instructions concer
the use or transfer of funds or assets and take steps to be reas
satisfied that the person(s) the firm is dealing with is properly autho
by the SWF.

To supplement the measures described in paragrafi6ahd assist
with the verification of the individuals that represent the fund, a cog
the constiitional documentation should be obtained, includ
evidence of its establishment or appointment as an SWF an
authority of those individuals to bind the fund or appoint others ti
so. Information in the public domain from reputable and indepen
sources (e.g., news items, international conference programme:
may also be used as additional evidence of an individual's conne
with the fund.

For operational purposes, the firm is likely to have a list of tf
authorised to give instructions for the movement of funds or as
along with an appropriate instrument authorising one or more dire
(or equivalent) to give the firm such instraots. The identities o
individual signatories need only be verified on aislsed approact
Particular care should be exercised if there is a change of goveri
to ensure that the firm is clear as to the individuals authorised to a
the SWF.
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Nature and purpose
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Regulation 33(1)(g) 5.3.221

5.3.22

5.3.23

5.3.24

5.3.25

Other considerations

5.3.26
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SWFs are created to manage the wealth or financial resources at n
level so there will be no natural person that has any beneficial int:
The constitutional documents should make this clear.

Given the concern that sounds SWFs (see paragraph 5.8)2nd
the fact that those who control theamd perhaps the firm's manda
are likely in many cases to be PEPs, the firm needs to consider the
and purpose of various aspectg|luding:

U the purpose of the SWF

U the purpose of the relationship with the firm

U the-acceptabilityof-any-PERs-that-may-be-invalveether any
PEPs are beneficial owners of the SWF, and any heightened v
risk that arisesand

U on an ongoing basis, theasons for withdrawals from the portfol

Each f i r m&muldpakeintea@umsany PERevement
beneficial ownership of awth-a SWF, and, on a riskssessed basi
require a person from senior management and independent fro
officer sponsoring the relationship to approve the establishment ¢
relationship. For higher risk relationships, the firm's compliance
MLRO) funcion should also satisfy itself that the risks are accepta

The purpose of the SWF should be evident from its constituti
documentation and elsewhere. Note that one of Santiago Prin
(GAPP 2) is that the purpose of the fund shouldlbarly defined anc
publicly disclosed.

The reasons for using the firm's services need to be understooc
example, investment management mandates are likely to be sim
other institutional mandates and should be questioned if they
unusually focused towards particular sectors, having regarc
appropriate) to the fact that the firm may be managing a specific tre
of the overall fund.

Given the specific nature of SWFs, attention should be give
withdrawals to ensurihat the reasons are consistent with the legitin
objectives of the fund and that any payment instructions are appro
in that context. If the firm has suspicions concerning the motives ¢
fund, it should make Suspicious Activity Report to thHeA

Monitoring should be conducted to identify changes to the objectiv
the fund and its status in relation to tREWF.

When formulating a risk based approach to SWFs, and partict
when considering those based in countries with higher level
corruption, firms should take into account the fact that st8&VF
member funds may not have fully implemented the Santiaigciples
and that observers will not necessarily implement them atalland s
factor such variations into their additional enquiries.
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If a country is not a member of tHESWFor does not subscribe to tt
Santiago Principles, it may be mafifficult to obtain information abou
its constitution and objectives. In these circumstances, the firm
determine what further information, if any, it requires, bearing in n
the need to apply a ridkased approach. For example the firm shc
understand there may be increased risk that the origins of the fur
corrupt or the funds6é purpose

with terrorism or economic manipulation.

Pension schemes

5.3.28

Regulation 5.3.29
37(3)(b)(iii)

5.3.230

Regulation 64)(b)(ii) 5.3.2831

Obtain standard evidence

5.3.32

UK pension schemes can take a nundfdegal forms. Some may t
companies limited by guarantee; some may take the form of ti
others may be unincorporated associations. Many register with H
in order to achieve tagxempt status. Most have to register with
Pensios Regllator. Generally, evidence of registration with HMR
andbr the Pensions Regulat@s relevant on a cafg-case basiayill
be sufficient to meet identification and verification obligations
respect of most UK pension schemE$4RC do not issue approv:
letters. However, if the firm has any concerns, on application and
the relevant authority, HMRCwill—can be asked toprovide
documentary confirmation regarding the existence of the scHaoge
to confidentiality restrictions, the Pensions Regulator is ehliko
confirm that a particular pension scheme is registered with them u
the firm is able to provide t
this information.

In determining whether a business relationship mitssa low degree
of risk of ML/TF, and therefore the extent to which it is appropriat
apply SDD measures, a firm must take into account, inter alia, wh
the customer/product & pension, superannuation or similar sche
which provides retiremeritenefits for employees, where contributic
are made by an employer or by
wages and the scheme rules do
interest under the schemdf the firm determines that the situatic
presets a low degree of ML/TF rislsimplified due diligence may b
applied (see section 5.4).

For such a scheme, therefore, the firm need only satisfy itself thi
customer qualifies for simplified due diligence in this way.

For a scheme that takes the form of a trust, an individual does not q
as a beneficial owner through having control solely as a rest
discretion delegated to him under s 34 of the Pensions Act 1995.

Where a pension scheme does not meet the criteria in paragra29,5
and thereforethe firm is not able to determine thsimplified due
diligence measures may be appliebut has HMRC or Pensior
Regul ator registrati oand vesficatiébn
obligations may be met by <co
described in paragraph 5.2



5.3.233

Signatories

5.3.234

Other considerations

5.3.235

Where a firm is wunable to co

Regulator registration, a pension scheme should be treate
AML/CTF purposes according to its legal form and standard evid
obtained. In_such circumstanceand when a pension scheme
structured as a trusfirms-should-have regard-fRequlatios 44 and
45(2)(b) of the ML Requlationmake it—Read-withRegulation-44-of
the-ML Regulationsthis-islear thatvhere not all members of the cla
of beneficiaries have been determinedstees of such pension schen
need only maintain accurate andtopdate written records of the cla
of beneficiaries of e pension scheme (rather than of individ

For operational purposes, the firm is likely to have a list of tf
authorised to give instructions for the movement of funds or as
along with an appropriate instrument authorising one or more dire
(or equivalent) to give the firm such instrarts. The identities o
individual signatories need only be verified on a-tislsed approach.

Following a riskbased approach, the identity of the principal emplc
may need to be verified in accordance with lugdance given fol
companies in paragraphs 5483to 5.3.776 and the source of fundin
recorded to ensure that a complete audit trail exists if the emplo’
wound up.

Paymenbf benefits

5.3.236

5.3.37

Any payment of benefits by, or on behalf of, threstees of ar
occupational pension scheme will not require verification of ider
of the recipient. (The transaction will either not be relevant finar
business or will be within the scope of the exemption for policie
insurance in respect of ageational pension schemes.)

Where individual members of an occupational pension scheme i
be given personal investment advice, their identities must be ver
However, where the identity of the trustees and principal empl
have beersatisfactorily verified (and the information is still currer
it may be appropriate for the employer to provide confirmatior
identities of individual employees.

Charities, church bodies and places of worship




Regulation 6(1)

5.3.238

5.3.239

5.3.20

5.3.241

5.3.242

5.3.243

53.244
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Charities have their status because of their purposes, and can
number of legal forms. Some may be companies limited by guare
a Charitable Incorporated Organisation under the Chai
Commission, or incorporated by Royal Charter or by Actasfi@ment;
some may take the form of trusts; others may be unincorpo
associations.

If the charity is an incorporated entity (or otherwise has I
personality), firms should verify its identity following the guidance
paragraphs 5.34Bf f . The charity itsel
practical purposes represented by the trustees who give instruct
the firm.

If the charity takes the form of a trust, it has no legal personality ar
trustees have ctmol and management over its affaihs.relation to a
trust, the ML Regulations define the settlor (where one exists)
trustees as beneficial ownefd/here there is a large number of trust:
the firm may take a riskased approach to determining on how me
and which,in respect of whom théirm should carry out full CDD
measures. (see paragraphs &8f2)

If the charity takes the form afh unincorporated association, it also |
no legal personality. Its officers, or members of its governing body
then the firmés customers, on
measures. (see paragraphs B3

In exceptional caseanother individual may exercise conirelich as
receiver appointed to manage the affairs of the charity.

For the vast majority of charities, either there will be no individual \
is a beneficial owner (apart from the trustees) within thanimg of the
ML Regulations, or at most a class of persons who stand to benefit
the charityés objects must b-€
evident from a review of the
extract from the Registef €harities.

Examples of charities where classes of persons can be identified ir
charities that relieve poverty, famine or homelessness, ed
individuals or alleviate sickness, disability or age. In these cas
broad description othe class of persons who stand to benefi
sufficient so that the firm understands who the persons are who be
Examples of classes might be:

Tf6Homel ess persons in London
fT6Deaf and blind peopl ebd

f6Children in the village of
Inotherchari ties, no individuals

objects. Examples include charities for the benefit of animals, wil:
or flora, or the conservation or preservation of buildings, habita
environment.
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Obtain standard evidence

5.3.246

5.3.47
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Neither the CharityCommissioners, nor judges of courts (who n
exercise powers over charities) fall within the definition of control
for these purposes.

The firm should obtain the following in relation to the charity or chi
body:

Full name and address

Nature of bodyodés ac
Name(s) of Settlor(s) [if any]

Names of all trustees (or equivalent)
Names or classes of beneficiaries

coccc

The existence of the charity can be verified from a number of diffe
sources, depending on whether the charity is registered or not, a
of worship or an independent school or college.

Registered charities England and Wales, and Scotland

5.3.248

5.3.249

Charities in Northern Ireland

5.3.250

The Charity Commission is required to hold a central registe
charities in England and Wales and allocates a registered num!
each. The Office of the Scottish Charity Regulator carries out a si
function for Scottish charities. When dealingiwén application whict
includes the name of a registered charity, the Charity Commissic
the Office of the Scottish Charity Regulator, can confirm the regist
number of the charity and th
correspondent for theharity concerned.

Details of all registered charities can be accessed on the C
Commission websiteaww.charity-commission.gov.uk the Office of
the Scottish Charity Regulator websfteww.oscr.org.uk, or a check
can be made by telephone to .f
Firms should be aware that simply being registered is not in its
guarantee of the bona fides of an organisatitthpugh it does indicat
that it is subject to some ongoing regulation.

Applications from, or on behalf of, charities in Northern Ireland shc
be dealt with in accordance with procedures for private compaate
out in paragraphs 5.3%3 to 5.3.169if they are limited by guarante:
and for clubs and societies, those in paragraphs83@ 5.3.293
Verification of the charitable status can normally be obtained thr¢
HMRC.

Church bodies and places of vebip

Charities (exception 5.3.251
from Registration)
Regulations 1996

Registered Places of
Worship Act 1855

Certain church bodies are excepted by law from registering as ch:
and may not therefore have a registered number. For tax pury
however, they may notify HMRC of their charitable status; verifica
of their status may be met by having sight MRC6s conf

the churchédés application for


http://www.charity-commission.gov.uk/
http://www.oscr.org.uk/
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churches may be verified through the headquarters or reg
organisation of the denomination, or religion.

Unregistered charities or church bodies

53.252

Other than liose covered by paragraph 5.3.2%he identities of
unregistered charities or church bodies, whether in the UK or elsew
cannot be verified by reference to registers maintained by indepe
bodies. Applications from, or on behaff unregistered charities shou
therefore be dealt with in accordance with the procedures for pr
comparies set out in paragraphs 5.3.16%.3.89, for trusts, as set ot
in paragraphs 5.358 to 5.3.282o0r for clubs and societies, as set ou
paragraphs 5.388 to 5.3.293 Firms should take particular note
those paragraphs addressing customers where the money launde
terrorist financing risk is greater in relation to particular customers,
if it should be followed in these circumatzes.

Independent schools and colleges

5.3.53

5.3.54

Other considerations

5.3.%55

5.3.56

5.3.57

Where an independent school or college is a registered charity, it <
be treated in accordance with the guidance for charities. Any such
which is not registered as a charity should be treataddardance witt
the guidance for privatcompanies in paragraphs 5.3.163.3.59.

Firms should take appropriate steps to be reasonably satisfied tt
person the firm is dealing with is properly authorised by the custor

In assessing the risks presented by different charities, a firm might
to make appropriate distinction between those with a lim
geographical remit, and those with unlimited geographical scope,
as medical and emergenalief charities.

If they have a defined area of benefit, charities are only able to e>
their funds within that defined area. If this area is an overseas cc
or jurisdiction, the charity can quite properly be transferring fund
that country or jurisdiction. It wouldtherwisebe less clear why th
organisation should be transferring funds to a third country (which
within the general context of
profile) and this would therefore be unusugiich activity would leac
to the charity being regarded as higher risk.

Non-profit organisations have been known to be abused, to divert 1
to terrorist financing and other criminal activities. FATF publishe
best practicespaper on 6 Combati ng t h eprofia
organisationgdin June 201%available atvww.fatf-gafi.org), in support
of RecommendatioB. In November 2005, the European Commiss
adopted a Recommendation to member stdetaining a Framewor|
for a code of conduct for negorofit organisations.

Other trusts and foundations
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Regulation 61),
42(2)(b)

Regulation 68)

Regulation 61)(a)(b)

Requlation 42(2)(b) -

5.3.58

5.3.59

5.3.260

5.3.261

5.3.262

5.3.83

5.3.%5

There is a wide variety of trusts, ranging from large, nationally
internationally active organisations subject to a high degree of p
interest and quasiccountability, through trusts set up unc
testamentary arrangements, to small, local trusteléd by small.
individual donations from local communities, serving local needs.

important,in putting proportionate AML/CTF processes into place, .
in carrying out their risk assessments, that firms take account ¢
different money launderingr terrorist financing risks that trusts

different sizes, areas of activity and nature of business being cond
present.

For trusts or foundations that have no legal personality, those trt
(or equivalent) who enter into theisiness relationship with the firm,
their capacity as trustees of the particular trust or foundation, ar
firmés customers on whom the
Following a riskbased approach, in the case of a large, well knowr
accountable organisation firms may limit the trustees consid
customers to those who give instructions to the firm. Other trustee
be verified as beneficial owners, followiniget guidance in paragrapl
5.38%4t0and5.3.165.

Most trustsare not separate legal persons, and for AML/CTF purp
should be identified as described in paragraphs &/3d25.3.271.

The ML Regulations specify thatbeneficial owner of eelevanttrust
means each of the folvingFhebeneficial-owner-of-a-truss-defined
by-reference-téourcategeries-ef-indivicual

U the settlor;

U the trustees;

U the beneficiaries, or where the individuals benefiting from the 1
have not been determined, the class of persons in whose
interest the trust is set up, or operates

U cwmsirdpddinboihe hos conpral svnis i ot o) «

In relation to a foundation or other legal arrangement similar to a
the beneficial owners are those who hold equivalent or similar posi
to those set out in paragrabl3.26L.

In exceptional cases where persor‘rseotthan trustees, the settlor a
beneficiarie

exercise control over the trust propertiyey are to be con5|dered
beneficial owners. Examples of such persons may incasdés—the
covlastacenshennlensoaoasthopdiadinl e e s 20
such-as-#rust protectecs.

For the vast majority ofelevanttrusts, either there will be clear!
identified beneficiaries (who are beneficial owners within the mea
of the ML Regulations), or a class of beneficiaries. These person
besefevi dent from a review of t

In some trusts, no individuals may benefit directly; examples inc
trusts for the benefit of animals, wildlife or flora, or the conservatio
preservation of buildings, habitats or environment.
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Regulation 6(6)7)

5.3.56

Obtain standard evidence

Regulation28(2),
(#)(c)

Beneficial owners

Regulation 61)(a)(b)

Regulation 28(9)

5.3.%7

5.3.88

5.3.59

5.3.270

In relation to a legal entityr legal arrangement which is not a trust
beneficial ownergsee paragraph 5.3.262e:

U any individual who benefits from the property of the entity
arrangement;

U where the individuals who benefit from the entity or arrangen
have yet to balentified, the class of persons in whose main inte
the entity or arrangement is set up or operates;

U any individual who exercises control over the property of the e
or arrangement.

Where an individual is the beneficial owner of a body corporaiietw
benefits from or exercises control over the property of the entil
arrangement, the individual is to be regarded as benefiting fro
exercising control over the property of the entity or arrangement

In respect of trusts, tHem should obtain the following information:

U Name of thesSettlor

Full name of the trust

U Nature, purpose and objects of the trust (e.g.,
discretionary, testamentary, bare)

U Country of establishment

Names of all trustees

U Names of anpeneficial-ownetiseneficiaries (or,
when relevant and as set out in paragraph
5.3.261, a description of the class of
beneficiaries)

U Nameand-addresef any protector or controller

c:

c:

The identity of the trust must be verified the basis oflocuments ol
informationobtained from aeliablesource which isndependensf the
customerThis may require sight of relevant extracts from the trust d
or referencésubject to paragraph3.270)to an appropriate register |
the country of establishment. The firm must taasonableneasures
to understand the ownership and control structure of the customel

The ML Regqulations spédy that the trustees, beneficiaries and set
of a trust are beneficial ownerl exceptional cases where persc
other than trustees, the settlor and beneficiavescise control over th
trust propertythey are to be considered as beneficial owfeamples

of such persons may inclutieist protectcs.

The identities of other beneficial ownges.g., certain beneficiaries
either individuals or a class, as appropriate, must also be verifiec
paragraphs 5.834 toand 5.3.165). Firms do not satisfy thei



Regulation 6(1)

53.Z71

5.3.2772

5.3.273

Other considerations

Regulation 33(1)(g)

53.Z774

5.3.Z75

5.3.276
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obligations to verify the identity of beneficial owners by relying only
information contained in a register.

Where there is a large number of trustees the firm may take batsd
approach to dermining on how many, and whicim, respect of whon
the firm should carry out full CDD measures. (see paragra
5.3.58ff.)

Firms should take appropriate steps to be reasonably satisfied tt
person the firm is dealing with is properly otised by the custome
Some consideration should be given as to whether documents
upon are forged. In addition, if they are in a foreign langu
appropriate steps should be taken to be reasonably satisfied tt
documents in fact provideevd ence of t he cust

Where a trustee is itself a regulated entity (or a nominee comr
owned and controlled by a regulated entity), or a company listed
regulated market, or other type of entity, the identification
verification procedures that should be carried out should reflec
standard approach for such an entity.

Firms should make appropriate distinction between those trusts
serve a limited purpose (such as inheritance tax planning) or h
limited range of activities and those where the activities and connec
are more sophisticated, or are geographicédased and/or witt
financial links to other countries.

For situations presenting a lower money laundering or terr
financing risk, the standard evidence will be sufficient. However,
transparent and more complex structures, with numerous layers
pose a higher money laundering or terrorist finagcirsk. Alse;
semeSome trusts established in jurisdictions with favourable

regimes have in the past been associated with tax evasion and

laundering. In respect of trusts in the-latterc at egor y, |
assessment may lead it to requadditional information on the purpos
funding and beneficiaries of the trust.

Where a situation is assessed as carrying a higher risk of n
laundering or terrorist financing, the firmustcarry out a higher leve
of veification. Information that might be appropriate to ascertain
higher risk situations includes:

U Donor/settlor/grantor of the fungexcept where there are large
numbers of small donors)

U Domicile of business/activity

U Nature of business/activity

U Llocation of business/activity (operating address)

NonUK trusts and foundations

5.3.2777

The guidance in paragraphs 55820 5.3.276 applies equally to UK
based trusts and nduK based trusts. On a riglased approach, a fin
will need to consider whether the geographical location of the (o



5.3.278

5.3.279

5.3.280

5.3.281

5.3.282

124

any other risk factorgjives rise to additional concerns, and if so, w
they should do

A foundation (AStiftungo) is
Report on the Misuse of Corporate Vehidsdollows:

AA foundati on ( b asiwditasorerumis the civiR
law equivalent to a common law trust in that it nleyused for similai
purposes. A foundation traditionally requires property dedicated
particular purpose. Typically the income derived from the princ
assets (as opposed to the assets themselves) is used to fulfil the s
purpose. A foundath is a legal entity and as such may engage in
conduct business. A foundation is controlled by a board of director
has no owners. I'n most juris
public. However there are jurisdictions in which foundatiores/ be
created for private purposes. Normally, foundations are hi

regul ated and transparent. o

Foundations feature in a number of EEA member state and othe
law jurisdictions including, notably, Liechtenstein and Panama.
term isalso used in the UK and USA in a looser sense, usually to
to a charitable organisation of some sortthe UK and USA, entitie:
referred to as foundations will frequently be legal entitaier than

legal arrangements

The nature of aivil law foundation should normally be well understo
by firms, or their subsidiaries or branches, operating in the jurisdi
under whose laws the foundation has been set up. Where a foun
seeks banking or other financial services outside itsehamisdiction,
firms will need to be satisfied that there are legitimate reasons for (
so and to establish the statutory requirements within the specific

jurisdiction for setting up a foundation. So far as possible, compa
information shouldbe obtained as indicated in paragraph B3fr

trusts, including the identity of the founder and beneficiaries (who
include the founder), whose identity should be verified as necesse
similar risk-based principles.

Wher e t h s idehtioyusrwithdneldd firms will need to exerci:
caution and have regard to the standing of any intermediary an
extent of assurances that may be obtained from them to dis
information on any parties concerned with the foundation in respor
judicial demand in t he firnm
foundations, for example, are generally established on a fiduciary
through a licensed trust company to preserve the anonymity c
founder, but the trust companies are themselves subjédiL laws.

Whilst firms may conclude on the basis of their due diligence tha
request for facilities is acceptable, they should bear in mind that 1
|l i ke 6foundationd, Ostiftungbd
bank instrument fraudsters to add spurious credibility to bao
investment schemes.
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Clubs and societies

5.3.283

5.3.284

5.3.285

5.3.286

Obtain standard evidence

5.3.387

5.3.288

5.3.289

5.3.20

There is a wide variety oflubs and societiegganging from large
nationally and internationally active organisations subject to a
degree of public interest and quasicountability, to small, localubs
and societiesunded by small, individual donatiors subscriptions
from local communitis, serving local needs. It is important, in putt
proportionate AML/CTF processes into place, and in carrying out
risk assessments, that firms take account of the different m
laundering orterrorist financing risks that clubs and societis
different sizes, areas of activity and nature of business being cond
present.

Where an application is made on behalf of a club or society, {
shouldthereforemake appropriate distinction between those that s
a limited social or rgional purpose and those where the activities
connections are more sophisticated, or are geographically based
with financial links to other countries.

Many local clubs and societies are small, with limited resources, ¢
is important to apply identity verification requirements that
appropriate in the context of the financial crime risk presented b
club or society. This might be particularly relevant in deciding wi
of the trustees or office holders should be madbject to identity
verification.

For the vast majority of clubs and societies, either there will b
individual who is a beneficial owner within the meaning of the
Regulations, or at most a class of persons who stand to benefit frc
club or societybdés objects mus
evident from a review of the

For many clubs and societies, the money laundering or ter
financing risk will be low. The following information should I
obtained about the customer:

Full name of the club/society
Legal status of the club/society
Purpose of the club/society
Nanes of all officers

e exchl enchl et

The firm should verify the identities of the officers who have authc
to operate an account or to give the firm instructions concerning th
or transfer of funds or assets.

Firms should take appropriaséeps to be reasonably satisfied that
person the firm is dealing with is properly authorised by the custor

Some consideration should be given as to whether documents
upon are forged. In addition, if they are in a foreign langu



Other considerations
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appropriate steps should be taken to be reasonably satisfied tt
documents in fact provide evi

Where the money laundering or terrorist financing risk is consider
be at its lowest, the firm may be able to use the source of fun
evidence of t heTheguidahceimgaragraphsi5.d.t
to 5.3.1® should be followed. This doest obviate the need to veri
the identity of beneficial owners, where these exist.

The firmés risk assessment me
laundering or terrorist financing risk is higher, and that it should rec
additional information on the purpose, funding and beneficiaries @
club or society.

Following its assessment of the money laundering or terrorist finar
risk presented by the club/society, the firm may decide to verify
identities of additional officers, and/or institute additional transac
monitoring arrangements (see section 5.7).

54 Simplified due diligence

Regulation37(1)and 5.4.1

A firm may apply SDDmeasures in relation to a particular busin
relationship or transaction if it determines that, taking into accout
risk assessmenthe business relationship wansaction presents a lo
degree of risk of ML/TF.

When assessing whether there is a low degree of risk of ML/TF
particular situation, and the extent to which it is appropriate to a
SDD measures in that s#tion, a firm must take account of at least
following risk factors:

(i) Whether the customeris
0 a public administration, a publicaly owned enterprise
5.3.192/193
o0 an individual resident in a geographical area of low r
o a credit or financial institution subject to tl
requirements in théourth money laundering directive
(see paragraph 5.33)
o acompary listed on a reguted market (see paragra
5.3.155
o firms holding apooled account (see paragraph 5.3 )14
(i) certainlife assurance andraoney products (see Part Il, sect
7 and 3)
(iii) certain pension funds (see paragraphs 5.4.4 and®8f83.2
(iv) Child Trust Funds andudior ISAs (see paragraphs 5.4.5.4.7)
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Regulation
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Regulation28(11)
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543

5.4.4

545

54.6

547

5438

5.4.9
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Annex 51ll to this chapter sets ostiggested Risk Factor Guidelines
Simplified Due Diligence, consistent with those issued jointly by
European Supervisory Authoritiésto which firms must have regard

Subject to an assessment of the ML/TF risk pnés#, SDDmeasures
may be applied to pension, superannuation or similar schemes
provide retirement benefits to employees, where contributions are
by an employer or by way of d
the scheme rules do not perntité assi gnment of
under the scheme.

SDD measuresnay be appliedto Child Trust Funds and Junior ISA

of whiSPD-measuresiay-be-appliedn

In respect of Junior ISAs, although SDigasuremay be appliedirms
will, however, in due course need to verify identity at the point the «
reaches 8 years and becomes entitled to the funds, or at the
6trigger6 event thereafter (u
been verified for the purposes of some other relationship).

With Junior ISAs, the child is able tnanage the account from the a
of 16, in which case the firm might choose to undertake custome
diligence at that stage in order to avoid delaying any transactio
child should wish to undertake on reaching 18, when the acc
becomes a. ltdsfrecomiménded $at firms indicate in th
product literature etc. what their policy will be when, for example,
child reaches 16 or 18.

SDD measures must not be applied, or continue to be appieie

thefiiMmds ri sk assessment changes
is a low degree of risk of ML/TF; where the firsuspects mone
laundering or terrorist financingr where there are doubts about !
veracity or accuracy of documents information previosly obtained
for the purposes dflentity orverification.

A determination that SDD measures may be applied in a parti
situation does not remove the obligation to conduct ongoin
monitaring of the business relationshigithough the extent of this me
be adjusted to reflect its determination of the low degree of ML/TF
Such determination does not affébe duty to report knowledge ¢
suspicion of money laundering or terrorist ficing.

5.5 Enhanced due diligence

Regulation33(1)(g)

55.1

A firm must apply EDD measures on a rs&nsitive basis in an
situation which by its nature can present a higher risk of m

34 These Guidelines were published on 26 June 2017, to take effect by 26 June 2018. See

[ Commented [A8]:  37(8)?

https://www.eba.europa.eu/documents/10180/1890686/Final+Guidelines+on+Risk+Factors+%28JC+2017+37%?2

9.pdf



55.2

55.3

5.54

55.5

55.6
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laundering or terrorist financing. As part of this, a firm may conclt
under its riskbased approach, that the informatiomas collected a
part of the customer due diligence process (see se&ign is
insufficient in relation to the money laundering or terrorist financ
risk, and that it must obtain additional information about a partic
cust omer , t h diciat awset, whae applEable, and ¢l
purpose and intended nature of the business relationship.

As a part of a rislbased approach, therefore, firms should +
sufficient information about the circumstances and business of
customers andvher e applicabl e, thei
for two principal reasons:

U to inform its risk assessment process, and thus manage its r
laundering/terrorist financing risks effectively; and

U to provide a basis for monitoring customer activignd
transactions, thus increasing the likelihood that they will detec
use of their products and services for money laundering
terrorist financing.

The extent of additional information sought, and of any monito
carried out in respectfoany particular business relationship,
class/category of business relationship, will depend on the m
laundering or terrorist financing risk that the customer, or class/catt
of business relationship, is assessed to present to the firm.

In practice, under a riskased approach, it will not be appropriate
every product or service provider to know their customers equally
regardless of the purpose, use, value, etc., of the product or s
provided. Fi r ms 6 needntd loer pnopattionat
appropriate and discriminating, and to be able to be justifie
customers.

A firm should hold a fuller set of information in respect of th
business relationships it assessed as carrying a higher r
laundering or terrorist financing risk, or where the customer is se¢
a product or service that carries a higher risk ofdpeised for mone»
laundering or terrorist financing purposes.

When someone becomes a new customer, or applies for a new p
or service, or where there are indications that the risk associated w
existing business relationship might hawereased, the firm shoulc
depending on the nature of the product or service for which the
applying, request information
employment and salary details, and other sources of income or v
(e.g., inheritancegivorce settlement, property sale), in order to de«
whether to accept the application or continue with the relationship.
firm should consider whether, in some circumstances, evidenc
source of wealth or income should be required (for exanfdl@m an
inheritance, see a copy of the will). The firm should also con:
whether or not there is a need to enhance its activity monitorir
respect of the relationship. A firm should have a clear policy regai
the escalation of decisions to & mmanagement concerning tl
acceptance or continuation of higek business relationships.
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The availability and use of other financial information held is impor
for reducing the additional costs of collecting customer due dilige
informai on and can help increase
associated with the business relationship. Where appropriate
practical, therefore, and where there are no data protection restric
firms should take reasonable steps to ensure thatewthery have
customer due diligence information in one part of the business, the
able to link it to information in another.

At all times, firms should bear in mind their obligations under the [
Protection Act only to seek information that is needed for the dec
purpose, not to retain personal information longer than is nece:
and to ensure that information that idchis kept up to date.

In addition to the general obligation, referred to in paragraph 5.5.
apply EDD measures,hé¢ ML Regulations prescribsix specific
circumstancesn respect of which EDD measures must be appl
Theseare:

U in any case identified by the firm under its risk assessment (
information provided by the supervisory authorities) where the
a high risk of ML/TF;

U in anybusiness relationship transaction with a person establish
in a high risk third ountry;

U in relation tocorrespondent relationshigvith anonEEA credit or
financial institution (see Part I, sector 16Correspondent
relationship3;

U if a firm has determined that a customer or potential custome
PEP, or a family member or knovetose associate of a PEfee
paragraphs 5.5.13;

U in any case where a customer has provided false or s
identification documents or information on establishing
relationship;

U in any case where:

0 atransaction is complex and unusually largehereis an
unusual pattern of transactigrasd

0 the transaction or transactions have no apparent ecor
or legal purpose

The obligation to apply EDD measures does not apply wher
customer is a branch or majority owned subsidiary undertaking lo
in a high risk country of an entity which is established in an EEA ¢
and subject to the obligations in tfeurth moneylaundering directive
as an obliged entity, i

U the branch or subsidiary undertaking complies fully with gfc
wide policies and procedures established by the entity in accort
with the directive; and

U the firm, applying a ristbased approach, does nonsider that it is
necessary to apply EDD measures.

A 6high risk third countryo m
by the Commission under tHeurth moneylaundering directive as
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high risk country. The Commission adopted Delegated Regul
2016/1675 in July 2016. Sedhttp://eurlex.europa.eu/legal
content/EN/TXT/?uri=uriserv%3A0J.L_.2016.254.01.0001.01.EN(

Regulation 3%) 5.5.12  Annex 51V to this chapter sets out suggested Risk Factor Guidelint
Enhanced Due Diligence, consistent with those issued jointly by
European Superviso#uthorities®, to which firms must have regard

Politically exposed persons (PEPSs)

Regulation 35(3)(a) 5.5.13 Individuals who have, or have had, a high political profile, or holc
have held, public office, can pose a higher money laundering ri:
firms as their position may make them vulnerable to corruption.
risk also extends to members of their immediate families and to ki
close associates. PEP status itself does not, of course, incrir
individuals or entities— It does, however, put the customer, or
beneficial owner, into a higher risk categoryThe level of risk
associated with aniPEP, family member or close associate (and
extent of EDD measures to be applied) mbstconsidered on a cas

by-case bas.

Regulation35(4)(b)  55.14  The FCA is required to give guidance to the firms it supervise
48 relation to the EDD measures required under the ML Regulatiol
respect of PEPs, their family members and known close assoc
Firms slould be-familiarwitthave regard tthis guidance.

FSMA-s333U

Regulation 35(12§) 55.15 A PEP is defined as an individual who is entrusted with promi
public functions other than as a middkanking or more junior official.

Regulation 35(9) 5.5.16  Under the definition of a PEfde obligation to apply EDD measures
an individual ceases after he has left office for one ymafor such
longer periodas the firm conside@propriate, in order @ddress risks
of ML/TF in relation to that person.

Regulation 35(2) 5.5.17 Individuals entrusted withrpminent public functions include:

U heads of state, heads of government, ministers and dept
assistant ministers;

0 members of parliaments of similar legislative bodies

U members of supreme courts, of constitutional courts or of ¢
high-level judicial bodieshedecisionof whichare not subject tc
further appeal, except in exceptional circumstances;

0 members of courts of auditors or of the boards of central ban!

iU ambas sador s, c h ar g e-mnkidgoofi¢erfs aithe
armed forces(other than in respect of relevant positions
Community and international level)

U members of the administrative, management or supervisory b
of Stateowned enterprisesnd

35 These Guideties were published on 26 June 2017, to take effect by 26 June 2018. See
https://www.eba.europa.eu/documents/10180/1890686/Final+Guidelines+on+Risk+Factors+%28JC+2017+37%?2

9.pdf
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U directors, deputy directors and members of the board or equiv
function of an international organisation.

These categories do not include midl@king or more juniol
officials.

Public functions exercised at levels lower than national should norr
not be considered prominent. However, when their political expc
is comparable to that of similar positions at national level, for exan
a senior official at state level in aderal system, firms should consid
on a riskbased approach, whether persons exercising those f
functions should be considered as PEPs.

Family membersf a PEFRNnclude:

U a spouser partner of that person
U childrenof that persorand their spouses or partners; and
U parentsof that person

Known close associate$ a PEFNnclude:

U an individual who is known to have joint beneficial ownershig
a legal entity or legal arrangement, or ather close busines
relations, with a PEP; and

U an individual who has sole beneficial ownership of a legal el
or legal arrangement which is known to have been set up fc
benefit of a PEP.

A firm is no longer obliged to apply EDD measures to family meml|
or close associates of a PEP when the PEP is no longer entrustec
prominent public function, whether or not the period in paragbapi6
has expired.

For the purpose of deciding whether a person is knmne aclose
associate of a PEP, the firm need only have regard tinémynation
which is in its possession, or which is publicly known. Having to ok
knowledge of such a relationship does not presuppose an active re
by the firm.

Firms are required, on a risglensitive basis, to:

U havein placeappropriateisk management systems gimdcedures
to determine whether a customer the beneficial owner of .
customeris a PER or a family member or known close associ
of a PEP

U obtain appropriate senior management approval for estaiuj or
continuing,a business relationship with such a customer;

U take adequate measures to establish the source of wealth and
of funds which are involved in the business relationshig
occasional transaction; and

U conduct enhanced ongoingpnitoring of the business relationsh
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The nature and scope of a pa
determine whether the existence of PEPs in their customer base
issue for the firm, and whether or not tfien needs to screen a
customers for this purpose. In the context of this risk analysis, it w
be appropriate if the firmds
products and transactions that are characterised by a high risk of 1
laundering.

Firms should take a proportional, ribsed and differentiated approa
to conducting transactions or business relationships with F
depending on where they are assessed on the sdaigroisk.

Establishing whether individuals qualify as PERa&d therefore thi
appropriate level of EDD to carry oiig,not always straightforward ar
can present difficulties.On the face of it, the legal definition is qui
explicit, but there is clearly a hiedy, or continuum, of PEPs, froi
those who may technically qualify under the definition, but be
above a 6middle ranking or ju
significant, or even absolute, control over the levers, patronage
resources in anygiven area or jurisdiction. This process can
particularly difficult when seeking to form a view on the status of ¢
family members, such as children and their spouses, who may in
be quite distarit or even estrangédfrom their parent(s) cother PEP
status relative.

Source of wealth

5.5.28

pur poses, firmso anal yS| s she
based approach, to assess where on the PEP continuum aduab
lies. All-within-the legal-definition-are to-be-assessed-as-high-risk

semewil-be-furtherup-the-high-risk-scalethan-ethers—Fhe-high
therisk-scale-a-PEPRis the more-extensive the EDD-measures-that
be-carried-ouEirms are undr a legal requirement to conduct EDD

PEPs, their family members and known close associates. The lev
money laundering/terrorist financing ripkesentedvill vary on a case
by-case basis. The higher up the risk scale a PEP is, the more ext
the EDD measures that should be carried out. Conveisetasesn
lew-risk-caselwwer down the risk scalét may bés appropriateand
rght—for firms to take éss intrusive and less exhausti#D

measuresteps

Where firms need to carry out specific checks, they may be able t
on an internet search engine, or consult relevant reports and dat:
on corruption risk published by specialised oadl, international, nen
governmental and commercial organisations. Resources such
Transparency International Corruption Perception Index, which r
approximately 150 countries according to their perceived leve
corruption, may be helpful in t@s of assessing the risk. The IM
World Bank and some negovernmental organisations also publi
relevant reports. If there is a need to conduct more thorough chec
if there is a high likelihood of a firm having PEPs for custom
subscription toa specialist PEP database may be an adequat¢
mitigation tool.
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It is for each firm to decide the steps it takes to determine whether
is seeking to establish a business relationship for legitimate reaso

Firms must take adequate measures to establish the source of wee
source of funds which are involved in the business relationship in |
to allow the firm to satisfy itself that it does not handle the proci
from corruption or dier criminal activity. The measures firms shoi
take to establish the PEPO6s s
depend on the degree dfigh-risk associated with the busine
relationship, and where the individual sits on the PEP continuums¥
should verify the source of wealth and the source of funds on the
of reliable and independent data, documents or information wher
risk associated with the PEP relationship is particularly high.

Firms may-wish-tashould, whergossible refer to information source
such as asset and income declarations, which some jurisdictions «
certain senior public officials to file and which often inclu
information about an official
interestd®. Firms should note that not all declarations are publ
available and that a PEP customer may have legitimate reasons !
providing a copy. Firms should also be aware that some jurisdic
i mpose restrictions on tahkedcounts
or to hold other office or paid employment

For PEPs who are assessed as being higher on the scale of risk
could, for exampleand whenconducting source of wealth checks
funds from inheritanceequesia copy of the relevant will. Where tt
wealth/funds of such PEPs originate from the sale of property, 1

could seelds-partol-ts-EDBneasuresthe-firm-should-considepn-a

Senior management approval

5.533

55.34

¥The

Wor | d

Bank

Obtaining approval from senior management for establishorg
continuing,a business relationship does not necessarily mean obte
approval from the Board of directors (or equivalent body), but fro
higher level of authority from the person seekingtsapproval. As risk
dictates, firms should escalate decisions to more senior manag
levels.

The appropriate level of seniority for sign off shoulereforebe
determined by the level of increased risk associated with the bus
relationship; and the senior manager approving a PEP bus
relationship should have sufficient seniority and oversight to

has compiled a |ibrary on various

assets. Sekttp://publicofficialsfinancialdisclosure.wiglbank.org/abouthelibrary

countriesbo

|l aws

about

d


http://publicofficialsfinancialdisclosure.worldbank.org/about-the-library

On-going monitoring
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informed decisions on issues,

and not (solely) on the basis that the individuglai PEP When
considering whether to approve a PEP relationship, senior manag
should base their decision on the level of ML/TF risk the firm woul
exposed to if it entered into that business relationship and how
equipped the firm is to manageat risk effectively.

Guidance on the egoing monitoring of the business relationship
given in section 5.7. Firms should remember that new and exi
customers may not initially meet the definition of a PEP, but |
subsequently become one during the course of a busilatisnship.
The firm should, as far as practicable, be alert to public informg
relating to possible changes in the status of its customers with reg
political exposure. When an existing customer is identified as a
EDD measuresnust be aplied to that customer.

Firms should identify unusual transactions and regularly review
information they hold to ensure that any new or emerging inform
that could affect the risk assessment is identified in a timely fas
The frequeng of ongoing monitoringnd reviewshould be determine
by the level ohighrisk associated with the relationship.

5.6 Multipartite relationships, including reliance on third parties

56.1

5.6.2

5.6.3

Reliance on third parties

Frequently, a customer may have contact with two or more firn
respect of the same transaction. This can be the case in both thi
market, where customers are routinely introduced by one firr
another, or deal with one firm through another, ensome wholesale
markets, such as syndicated lending, where several firms
participate in a single loan to a customer.

However, several firms requesting the same information from the
customer in respect of the same transaction not avéy ahot help ir
the fight against financial crime, but also adds to the inconvenien
the customer. It is important, therefore, that in all circumstances
firm is clear as to its relationship with the customer and its rel
AML/CTF obligations, ad as to the extent to which it can rely upor
otherwise take account of the verification of the customer that an
firm has carried out. Such account must be taken in a balance:
that appropriately reflects the money laundering or terrorist ¢ingn
risks. Account must also be taken of the fact that some of the
involved may not be Ukbased.

In other cases, a customer may be an existing customer of ai
regulated firm in the same group. Guidance on meeting AML/!
obligationsin such a relationship is given in paragraphs 3.6%%.6.2.
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The ML Regulations expressly permit a firm to rely on another pe
to apply any or all of the CDD measures, provided that the other p
is listed in Regulatior39(3) (see paragraph 5.6.6Jhe relying firm,
however, retains responsibility for any failure to comply witt
requirement of the Regulations, as this responsibility canno
delegated.

For example:

U where a firm (firm A) enters into a business relationship with
undertakes an occasional transaction for, the underlying cust
of another firm (firm B), for example by accepting instructions fr
the customer (given through Firm B); or

U firm A and firm B both act for the same customer in respect
transaction (e.g., firm A as executing broker and firm B as cle¢
broker),

firm A may rely on firm B to carry out CDD measures, while remair
ultimately liable for compliance with the ML Regulat®on

In this context, Firm B must be:

(1) a person who carries on business in the UK wisoligect to
the requirements of the MRegulations

(2) a person who carries on business in another EEA State
is subject to, and supervised for compliance with, the
requirements of 4MLD;

(3) a person who carries on businesa ithird countrywho is
subject to, and supervised for compliance with, CDD and
record keeping requirements equivalent to those laid dow
4MLD;

(4) an organisation whose members consist of persons within
(2) and (3) above.

Where a firm relis on a third party to carry out CDD measures, it n
immediatelyobtain from the third party all the information needec
identify the customer or beneficial owner.

The firm must enter into arrangements with the flsging relied on
which:

U Enable the firm to obtain from the third party immediately
request copies of any identification and verification data and
other relevant documentation on the identity of the custome
beneficial owner;

U Require the third pay to retain copies of the data and docume
referred tdfor the periods set out in Regulation 40 (see paragr.
8.12 and 8.18

Nothing in the ML Regulations prevents a firm applying CDD meas
by means of an agent or an outsourcing service provider (bu
paragraph$.6.13to 5.6.16, provided that the arrangements betwe



Basis of reliance

Regulation10(2)(3,

5.6.10

5.6.11

5.6.12

5.6.13

5.6.14

5.6.15

13€

the firm and the agent or outsourcing service provider provide fo
firm to remain liable for any failure to apply such measures.

For one firm to rely on verification carried out laypother firm, the
verification that the firm being relied upon has carried out must |
been based at least on the standard level of customer verification
not permissible to rely on SDD carried out, or any other excepti
form of verification, sich as the use of source of funds as evidenc
identity.

Firms may also only rely on verification actually carried out by the
being relied upon. A firm th
identity may n o tcarnegautsfos it by andthenfier

Under the ML Regulations, the FCA has the additional responsil
for supervising the AML/CTF systems and controls in Anne
Financial Institutions. Such businesses areamiterisedregulatel by
the FCA,andmay not therefore be relied on to carry out CDD meas
on behalf of other firms until such time as this is permitted unde
ML Regulations.

Whether a firm wishes to place reliance on a third party will be pa
the f i r shésed assessmient, which, in addition to confirming
third partyds regulated statu:
as:

U its public disciplinary record, to the extent that this is available

0 the nature of the customer, the pradservice sought and the sur
involved;

0 any adverse experience of t
business dealings;

U any other knowledge, whether obtained at the outset of
relationship or subsequently, that the firm has regarding
standingof the firm to be relied upon.

The assessment as to whether or not a firm should accept confirr
from a third party that appropriate CDD measures have been carri
on a customer will be riskased, and cannot be based simply on a si
factor.

In practice, the firm relying on the confirmation of a third party ne
to know:

U the identity of the customer or beneficial owner whose idet
is being verified,;

U the level of CDD that has been carried out; and

0 confirmationofthetht partyds under st
to make available, on request, copies of the verification «
documents or other information.

In order to standardise the process of firms confirming to one an
that appropriate CDD measures have been carried out on custc
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guidance is given in paragrapf$.29to 5.6.3 below on the use o
pro-forma confirmations containing the above information.

The third party has no obligation to provide such confirmation to
product/service provider, and may choose not to do so. In
circumstances, or if the prodigervice provider decides that it does |
wish to rely upon the third party, then the firm must carry out its
CDD measures on the customer.

For a firm to confirm that it has carried out CDD measures in respe
a customer is a serious &t A firm must not give a confirmation c
the basis of a generalised a
operated effectively. There has to be awareness that the apprc
steps have in fact been taken in respect of the customer that is tho :
of the confirmation.

A firm (other than an agent or outsourced service providaigh is
relied on by another person must, if requested by the firm relying
immediately

U make available to the firm which is relying omity information
about the customer (and any beneficial owner) which the
party obtained when applying CDD measures; and

0 forward to the firm which is relying on it copies of a
identification and verification data and other relev
documents on thealentity of the customer (and any benefic
owner) which the third party obtained when applying th
measures

The personal information supplied by the customer as part of a
partyods customer identificautin
the form that the relying firm will require to be completed, and
information will therefore be provided to that firm.

A request to forward copies of any identification and verification «
and other relevantiocuments on the identity of the customer
beneficial owner obtained when applying CDD measures, if m
would normally b e -based cys@mer acaeptan
procedures. However, the firm giving the confirmation must
prepared to prodie these data or other relevant documents throug
the period for which it has an obligation under the Regulations to r
them.

Where a firm makes such a request, and it is not met, the firm will
to take account of that fact in isssessment of the third party
question, and of the ability to rely on the third party in the future.

A firm must also document the steps taken to confirm that the firmr
upon satisfies the requirements in Regula8{8). This isparticularly
important where the firm relied upon is situated outside the EEA.

Part of the firmés AML/CTF p
circumstances where reliance may be placed on other firms and he
firm will assess whether the othfiom satisfies the definition of thirc
party in Regulatior39(3) (see paragraph 5.6.6).
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Where customers are introduced between different parts of the
financial sector group, entities that are part of the group should be
to rely on identification procedures conducted by that part of the ¢
which first dealt with the customer. Oneember of a group should t
able to confirm to another part of the group that the identity of
customer has been appropriately verified.

Where a customer is introduced by one part of a financial sector (
to another, its not necessary for his identity to bevexified, provided
that:

0 the identity of the customer has been verified by the introducing
of the group in line with AML/CTF standards in the UK, the EU
anassessed low risk jurisdictipand

U the group entity that carried out the CDD measures can be |
upon as a third party under Regulat88(3).

The acceptance by a UK firm of confirmation from another group e
that the identity of a customer has been satisfactorily verii$e
dependent on the relevant records being readily accessible, on re
from the UK.

Where UK firms have dajo-day access to all group custorr
information and records, there is no need to obtain a group introdt
confirmation, if the idefity of that customer has been verifit
previously to AML/CTF standards in the EU, or inassessed low ris
jurisdiction However, if the identity of the customer has not previol
been verified, for example because the group customer relationshi
dates the introduction of amtioney laundering regulations, or if tt
verification evidence is inadequate, any missing verification evid:
will need to be obtained.

Use of preforma confirmations

Regulation39 (3)

5.6.8

5.629

5.6.9

Whilst a firm may be able to place reliance on another party to apg
or part of the CDD measures under RegulaB8(8) (see paragrap
5.6.4),it may still wish to receive, as part of its ribksed procedure:
a written confirmation from the third gg. This may also be the cas
for example, when a firm is unlikely to have an ongoing relation
with the third party. Confirmations can be particularly helpful wi
dealing with third parties located outside of the UK, where i
necessary to confin that the relevant records will be availabéed
5.6.18).

Proforma confirmations for customer identification and verification
attached as AnnexBto this chapter.

Pro-forma confirmations in respect of group introductionsaitached
as Annex 8l to this chapter.

Situations which are not reliance
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(i) One firm acting solely as introducer

5.6.3

5.6.2

At one end of the spectrum, one firm may act solely as an introc
between the customer and the firm providing the produckovice,
and may have no further relationship with the customer. The introc
plays no part in the transaction between the customer and the firn
has no relationship with either of these parties that would constit
business relationship. Thigould be the case, for example, in resp
of namepassing brokers in intg@rofessional markets, on whic
specific guidance is given in Part Il, sector N&ime passing broker
in the interprofessional market.

In these circumstances, where the introducer neither gives advic
plays any part in the negotiation or execution of the transactior
identification and verification obligations under the ML Regulations
with the product/service provider. Thise®not, of course, precluc
the introducing firm carrying out identification and verification of |
customer on behalf of the firm providing the product or service
agent forthat firm (see paragraphs 5.6i35.6.35.

(ii) Where the intermediary ithe agent of the product/service provider

5.6.38

56.3%

If the intermediary is an agent or appointed representative of the pr
or service provider, it is an extension of that firm. The intermec
may actually obtain the appropriate verificatiewidence in respect ¢
the customer, but the product/service provider is responsible
specifying what should be obtained, and for ensuring that records
appropriate verification evidence taken in respect of the custome
retained.

Similarly, where the product/service provider has a direct sales fi
they are part of the firm, whether or not they operate under a sej
group legal entity. The firm is responsible for specifying wha
required, and for ensuring that records of dippropriate verificatior
evidence taken in respect of the customer are retained.

(ii) Where the intermediary is the agent of the customer

Regulation37(1)

56.3

5.6.3

From the point of view of a product/service provider, the position ¢
intermediary, as agent of the customer, is influenced by a numt
factors. The intermediary may be subject to the ML Regulation
otherwise to the EBourthMoney Laundering Dective, or to similar
legislation in arassessed low risk jurisdictiorit may be regulated; i
may be based in the UK, elsewhere within the EU, or in a count
jurisdiction outside the EU, which may or may not be a FATF men
Guidance orassessingvhich countries or jurisdictionsiight be low
risk jurisdictionsis given atAnnex 4l.

Depending on jurisdiction, where the customer is an intermec
carrying on appropriately regulated business, and is acting on bet
anotherand the firm determines that the situation presents a low dt
of risk of ML/TF, the product providemay decide to carry out SDL
measures orboth the customerand on the underlying party (se
paragraph 5.334).
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Where a firm cannot apply simplified due diligence to the intermec
(see paragraphs 5.4.1ff), the product/service provider is obligedryp
out CDD measures on the intermediary and, as the intermediary a
another, on the underlying customer.

Where the firm takes instruction from the underlying customer, or w
the firm acts on t he umslacustogian
the firm then has an obligation to carry out CDD measures in resp
that customer, although the reliance provisions (see paragraphs 5
may be applied.

In these circumstances, in verifying the identity of the underh
customer, the firm should take a riBksed approach. It will need
assess the AML/CTF regi me in
of reliance that can be placed on the intermediary and the verific
work it has carried out, and as a conssge, the amount of eviden:
that should be obtained direct from the customer.

In particular, where the intermediary is located in a higher
jurisdiction, or in a country listed as having material deficienches
risk-based approach sholé aimed at ensuring that the business ¢
not proceed unless the identity of the underlying customers have
verified to the product/ servi

5.7 Monitoring customer activity

The requirement to monitor customersdé acti

Regulation28(11) 57.1

5.7.2

What is monitoring?

5.7.3

Firms must conduct ongoing monitoring of the business relatior
with their customers. Ongoing monitoring of a business relatior
includes:

U Scrutiny of transactionandertaken throughout the course of -
relationship (including, where necessary, the source of fund
ensur e t hat t he transactio
knowledge of the customer, his business and risk profile;

U Ensuring that the documenbr information obtained for the
purposes of applying customer due diligeaoe kept up to date.

Monitoring customer activity helps identify unusual activity. If unus
activities cannot be rationally explained, they may involve mc
laundering or terrorist financing. Monitoring customer activity
transactions that take place throughout aiahip helps firms know
their customers, assist them to assess risk and provides greater as
that the firm is not being used for the purposes of financial crime.

The essentials of any system of monitoring are that:

U it flags up transactions and/or activities for further examinatior



5.7.4

5.7.5

5.7.6

5.7.7

5.7.8

Nature of monitoring

5.7.9

5.7.10

141

U these reports are reviewed promptly by the right person(s); ar
U appropriate action is taken on the findings of any furl
examination.

Monitoring can be either:

U in real time, in that transactions and/or activities can be revie
as they take place or are about to take place, or

0 after the event, through some independent review of
transactions and/or activities that a customer has undertaken

and in either cse, unusual transactions or activities will be flagged
further examination.

Monitoring may be by reference to specific types of transactions, t
profile of the customer, or by comparing their activity or profile w
that of a similar, peegroup of customers, or through a combinatior
these approaches.

Firms should also have systems and procedures to deal with cust
who have not had contact with the firm for some time, in circumsta
where regular contact might e&pected, and with dormant accounts
relationships, to be able to identify future reactivation and unautho
use.

In designing monitoring arrangements, it is important that approg
account be taken of the frequency, volume and size mgardions with
customers, in the context of the assessed customer and product r

Monitoring is not a mechanical process and does not necessarily r
sophisticated electronic systems. The scope and complexity ¢
process will be influenced by
the firm is large or small. The key elenteiof any system are havir
up-to-date customer information, on the basis of which it will
possible to spot the unusual, and asking pertinent questions to eli
reasons for unusual transactions or activities in order to judge wt
they may reprgent something suspicious.

Some financial services business typically involves transactions
customers about whom the firm has a good deal of information, acc
for both business and regulatory reasons. Other tgpdmancial
services business involve transactions with customers about who
firm may need to have only limited information. The nature of
monitoring in any given case will therefore depend on the busine
the firm, the frequency of customectivity, and the types of custorse
that are involved.

Effective monitoring is likely to be based on a considered identifice
of transaction characteristics, such as:

0 the unusual nature of a transaction: e.g., abnormal size or freq
for that customer or peer group; the early surrender of an insu

policy;
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Regulation33(1), 5.7.12
33(5)(d)

Manual or automated?

5.7.13

5.7.14

5.7.15

5.7.16

5.7.17

14z

0 the nature of a series of transactions: for example, a number o
credits;

U the geographic destination or origin of a payment: for exampl
or from a highrisk country; and

U theparties concerned: for example, a request to make a paym
or from a person on a sanctions list.

The arrangements should include the training of staff on procedu
spot and deal specially (e.g., by referral to management) with situe
that arise that suggest a heightened money laundering risk; or they
involve arrangements for exception reporting by reference to obje
triggers (e.g., transaction amount).  Staff training is not, howev
substitute for having in place sonwrh of regular monitoring activity

Higher risk accounts and customer relationships require enhe
ongoing monitoring. This will generally mean more frequent
intensive monitoring.

A monitoring system may be manual, or may be automated to the ¢
that a standard suite of exception reports are produced. One or o
these approaches may suit most firms. In the relatively few firms v
there are major issues of volume, oremh there are other factors tt
make a basic exception report regime inappropriate, a |
sophisticated automated system may be necessary.

Itis essential to recognise the importance of staff alertness. Such f
as staff intuition, direcexposure to a customer fat®face or on the
telephone, and the ability, through practical experience, to reco
transactions that do not seem to make sense for that customer, ca
automated (see Chapter 8: Staff awareness, training and alertnes

In relation to a firmds moni't
value to manual systems and controls, provided that the parar
determining the outputs of the system are appropriate. Firms s
understand the workings and rationafeam automated system, ai
should understand the reasons for its output of alerts, as it may be
to explain this to its regulator.

The greater the volume of transactions, the less easy it will be for ¢
to monitor them without the aid of some automation. Systems ava
include those that many firms, particularly those that offer credit, u
monitor fraud. Although not spiically designed to identify mone
laundering or terrorist financing, the output from these -fatid

monitoring systems can often indicate possible money launderii
terrorist financing.

There are many automated transaction monitoringsysgavailable or
the market; they use a variety of techniques to detect and r
unusual/uncharacteristic activity. These techniques can range
artificial intelligence to simple rulesThe systems available are n
designed to detect money launderargerrorist financing, but are ab
to detect and report unusual/uncharacteristic behaviour by custc
and patterns of behaviour that are characteristic of money launder
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5.7.19

5.7.20

5721

142

terrorist financing, which after analysis may lead to suspicion of m
laundering or terrorist financing. The implementation of transac
monitoring systems is difficult due to the complexity of the underly
analytics used and their heavy reliance on customer reference da
transaction data.

Monitoring systems, manual or automated, can vary considerab
their approach to detecting and reporting unusual or uncharacte
behaviour. It is important for firms to ask questionshef supplier of
an automated systerand internally within the busineswhether in
support of a manual or an automated system, to aid them in selec
solution that meets their particular business needs best. Questiol
should be addressed include:

0 How does the solution enable the firm to implement abesed
approach to customers, third parties and transactions?

U How do system parameters aid the 4lsed approach ar
consequently affect the quality and volume of transactions ale

U What are the money laundering/terrorist financing typologies
the systemaddresses, and which component of the sys
addresses each typology? Are the typologies that are includec
the system complete? Are t he
of business?

U  What functionality does the system provide to implement |
typologies, how quickly can relevant new typologies
commissioned in the system and how can their validity be te
prior to activation in the live system?

U What functionality exists to provide the user with the reason tl
transaction islerted and ishere full evidential process behind t
reason given?

0 Does the system have robust mechanisms to learn from pre
experience and how is the false positive rate continually monit
and reduced?

What constitutes unusual or uncharacteriggbaviour by a custome
is often defined by the system. It will be important that the sys
selected has an appropriate d
and one thais in line with the nature of business conducted by the f

The effectiveness of a monitoring system, automated or manus
identifying unusual activity will depend on the quality of the parame
which determine what alerts it makes, and the ability of staff to a:
and act as appropriate on these outputs. HEeels1of each firm will
therefore be different, and each system will vary in its capabil
according to the scale, nature and complexity of the business.
important that the balance is right in setting the level at which an
is generated; itsi not enough to fix it so that the system generates
enough output for the existing staff complement to deal Wwithut

equally, the system should n
positivesd6, which require exc

Monitoring also involves keeping information held about customer
to date, as far as reasonably possible. Guidance on this is gi
paragraph$.3.27- 5.3.28
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ANNEX 5-1/1
CONFIRMATION OF VERIFICATION OF IDENTITY
PRIVATE INDIVIDUAL
INTRODUCTION BY AUK-REGULATED FIRM
1 DETAILS OF INDIVIDUAL (see explanatory notes below)

Full name of

Customer

Current Address Previous address if individual has

changed address in the last three moni

Date of Birth

2 CONFIRMATION

I/we confirm that
(a) the information in section 1 above was obtained by me/us in relation to the customer;
(b) the evidence l/we have obtained to verify the identity of the customer:

[tick only one]

meets the standard evidence set out within th@uidance for the UK Financial Sector
issued by JMLSG; or

exceeds the standard evidence (written details of the further verification evidence taker|
are attached to this confirmation).

Signed:

Name:

Position:
Date:

3 DETAILS OF INTRODUCING FIRM (OR SOLE TRADER)

Full Name of
Regulated Firm
(or Sole Trader):

FCA Reference
Number:
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Explanatory notes

1. A separate confirmation must be completed for each customer (e.g. joint holders, trustee cases and
joint life cases). Where a third party is involved, e.g. a payer of contributions who is different from
the customer, the identity of that person must béseerified, and a confirmation provided.

2. This form cannot be used to verify the identity of any customer that falls into one of the following
categories:

U those who are exempt from verification as being an existing client of the introducing firm
prior tothe introduction of the requirement for such verification;

U those who have been subject to Simplified Due Diligence under the Money Laundering
Regulationsor

U those whose identity has been verified using the source of funds as evidence.



ANNEX 5-1/2
CONFIRMATION OF VERIFICATION OF IDENTITY

PRIVATE INDIVIDUAL

INTRODUCTION BY AN EU REGULATED FINANCIAL SERVICES FIRM

1 DETAILS OF INDIVIDUAL (see explanatory notes below)

Full name of
Customer

Current Address Previous address if individual has
changed address in the last three moni

Date of Birth

2 CONFIRMATION
We confirm that

(a) the information in section 1 above was obtained by us in relation to the customer;
(b) the evidence we have obtained to verify the identity of the customereets the requirements of
our national money laundering legislation that implements the EU Money.aundering
Directive, and any relevant authoritative guidance provided as best practice in relation to the
type of business or transaction to which this confination relates
(c) copiesoft he underlying evidence taken in relation to the verification of
will, on requestfrom you (or from UK law enforcement agencies or regulators under court
order or relevant mutual assistance procedure), be ade available, to the extent that we are
required under local law to retain these records.

Signed:

Name:

Position:

Date:

3 DETAILS OF INTRODUCING FIRM

Full Name of
Regulated Firm:

Jurisdiction:

Name of
Regulator:

Regulator
Reference
Number:
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Explanatory notes

1. A separate confirmation must be completed for each customer (e.g. joint holders, trustee cases and
joint life cases). Where a third party is involved, e.g. a payer of contributions who is different from
the customer, the identity ttiat person must also be verified, and a confirmation provided.

2. This form cannot be used to verify the identity of any customer that falls into one of the following
categories:

U those who are exempt from verification as being an existing client @fttioelucing firm
prior to the adoption of our national legislation that implements th&l&ney Laundering
Directive
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CONFIRMATION OF VERIFICATION OF IDENTITY
PRIVATE INDIVIDUAL

ANNEX 5-1/3

INTRODUCTION BY A NONEU REGULATED FINANCIAL SERVICES FIRM
(which the receiving firm has accepted as being from assessed low riglrisdiction)

DETAILS OF INDIVIDUAL (see explanatory notes below)

Full name of
Customer

Current Address

Previous address if individual has
changed address in the last thneenths

Date of Birth

CONFIRMATION

We confirm that:

(a) the information in section 1 above was obtained by us in relation to the customer;

(b) the evidence we have obtained to verify the identity of the customer meets the requirements of

local law andregulation;

(c) copiesoft h e

underlying

evidence

taken

in relation

will, on requestfrom you (or from UK law enforcement agencies or regulators under court
order or relevant mutual assistance procedure), be madevailable, to the extent that we are
required under local law to retain these records.

Signed:

Name:

Position:

Date:

DETAILS OF INTRODUCING FIRM

Full Name of
Regulated Firm:

Jurisdiction:

Name of
Regulator:

Regulator
Reference
Number:

t

(o]

t

he

verification

of
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Explanatory notes

1 A separate confirmation must be completed for each customer (e.g. joint holders, trustee cases and
joint life cases). Where a third party is involved, e.g. a payer of contributions who is different from
the customer, the identity of that person must béswerified, and a confirmation provided.

2 This form cannot be used to verify the identity of any customer that falls into one of the following
categories:

i those who are exempt from verification as being an existing client of the introducing firm
prior tothe adoption of local anti money laundering laws or regulation requiring such
verification; or

U those whose identity has not been verified by virtue of the application of a permitted
exemption under local anti money laundering laws or regulation.
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ANNEX 5-1/4
CONFIRMATION OF VERIFICATION OF IDENTITY

CORPORATE AND OTHER NON-PERSONAL ENTITY

INTRODUCTION BY AUK-REGULATED FIRM

DETAILS OF CUSTOMER (see explanatory notes below)

Full name of customer

Type of entity
(corporate, trust, etc)

Location of business
(full operating
address)

Registered office in
country of
incorporation

Registered number, if
any (or appropriate)

Relevant company
registry or regulated
market listing
authority

Names* of directors
(or equivalent)

Names* of principal
beneficial owners
(over 25%)

* And dates of birth, if known

CONFIRMATION

I/we confirm that
(a) the information in section 1 above was obtained by me/us in relation to the customer;
(b) the evidence l/we have obtained to verify the identity dhe customer [tick only one]

meets theguidance for standard evidence set out within the guidance for the UK
Financial Sector issued by JMLSG; or

exceeds the standard evidence (written details of the further verification evidence
taken are attached to his confirmation).

Signed:

Name:

Position:

Date:

DETAILS OF INTRODUCING FIRM (OR SOLE TRADER)

Full Name of
Regulated Firm
(or Sole Trader):

FCA Reference
Number:




Explanatory notes

1. iRel evant company r egi suthasthosemairtdinedbgcharityt h e r
commissions (or equivalent) or chambers of commerce.

2. This form cannot be used to verify the identity of any customer that falls into one of the following
categories:

U those who are exempt from verification as being astiexj client of the introducing firm
prior to the introduction of the requirement for such verification;

U those who have been subject to Simplified Due Diligence under the Money Laundering
Regulationsor

U those whose identity has been verified using thecsoof funds as evidence.

registers,
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ANNEX 5-1/5
CONFIRMATION OF VERIFICATION OF IDENTITY
CORPORATE AND OTHER NON-PERSONAL ENTITY
INTRODUCTION BY AN EU REGULATED FINANCIAL SERVICES FIRM
1 DETAILS OF CUSTOMER (see explanatory notes below)

Full name of customer

Type of entity
(corporate, trust, etc)
Location of business
(full operating
address)
Registered office in
country of
incorporation
Registered number, if
any (or appropriate)
Relevant company
registry or regulated
market listing
authority
Names*of directors
(or equivalent)
Names* of principal
beneficial owners
(over 25%)

* And dates of birth, if known

2  CONFIRMATION
We confirm that

(a) theinformation in section 1 above was obtained by us in relation to the customer;

(b) the evidence we have obtained to verify the identity of the customereets the requirements of
our national money laundering legislation that implements the EU Money Laundering
Directive, and any relevant authoritative guidance provided as best prdice in relation to the
type of business or transaction to which this confirmation relates

(c) copiesoft he underlying evidence taken in relation to the verification of
will, in the event of any enquiry from you (or from UK law enforcement agencies or regulators
under court order or relevant mutual assistance procedure), be made available, to the extent
that we are required under local law to retain these records.

Signed:
Name:

Position:

Date:

3 DETAILS OF INTRODUCING FIRM

Full Name of
Regulated Firm:

Jurisdiction:

Name of Regulator;

Regulator
Reference Number

Explanatory notes
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ARel evant company registryo incl bycdlasty ot her
commissions (or equivalent) or chambers of commerce.

This form cannot be used to verify the identity of any customer that falls into one of the following
categories:

U those who are exempt from verification as being an existing client afttioelucing firm
prior to the adoption of our national legislation that implements th&Bney Laundering
Directive

registers,

such

as

t

h
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CONFIRMATION OF VERIFICATION OF IDENTITY

CORPORATE AND OTHER NONPERSONAL ENTITY

ANNEX 5-1/6

INTRODUCTION BY A NON-EU REGULATED FINANCIAL SERVICES FIRM

DETAILS OF CUSTOMER (see explanatory notes below)

(which the receiving firm has accepted as being fromassessed low rigkirisdiction)

Full name of customer

Type of entity
(corporate, trust, etc)

Location of business
(full operating
address)

Registered office in
country of
incorporation

Registered number, if
any (or appropriate)

Relevant company
registry or regulated
market listing
authority

Names* of directors
(or equivalent)

Names* of principal
beneficial owners
(over 25%)

* And dates of birth, if known

CONFIRMATION
We confirm that:

(a) the information in section 1 above was obtained by us in relation to the customer;

(b) the evidence we have obtained to verify the identity of the customer meets the requirements of
local law and regulation;

(c) copiesoft h e

underlying

evidence

taken

in

rel ation

will, in the event of any enquiry from you (or from UK law enforcement agencies or regulators
under court order or relevant mutual assistance procedure), be made available, to the extent
that we are required under local law to retain these records.

Signed:

Name:

Position:

Date:

DETAILS OF INTRODUCING FIRM

Full Name of
Regulated Firm:

Jurisdiction:

Name of
Regulator:

Regulator
Reference
Number:

t

(o]

t

he

verification

of
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Explanatory notes

1

ARel evant company registryo includes other
commissions (or equivalent) or chambers of commerce.

This form cannot be used to verify the identity of any custdharfalls into one of the following
categories:

U those who are exempt from verification as being an existing client of the introducing firm
prior to the adoption of local anti money laundering laws or regulation requiring such
verification; or

U those whosé@entity has not been verified by virtue of the application of a permitted
exemption under local anti money laundering laws or regulation.

registers,

such

as

t



ANNEX 5-I1/1
CONFIRMATION OF VERIFICATION OF IDENTITY
GROUP INTRODUCTION
PRIVATE INDIVIDUAL
1 DETAILS OF INDIVIDU AL (see explanatory notes below)

Full name of

Customer

Current Address Previous address if customer has

changed address in the last three moni

Date of Birth

2 CONFIRMATION
We confirm that

(a) the verification of the identity of the abovecustomer meets the requirements:

i.  of the Money Laundering Regulations 2007, and the guidance for standard evidence set
out within the guidance for the UK Financial Sector issued by JMLSG; or

ii.  of our national money laundering legislation that implements thé&eU Money Laundering
Directive, and any relevant authoritative guidance provided as best practice in relation to
the type of business or transaction to which this confirmation relatesor

iii. of local law and regulation.

(b) copiesoft he underlying evidence taken in relation to the verification
will, in the event of any enquiry from you (or from UK law enforcement agencies or regulators
under court order or relevant mutual assistance procedure), be made avable, to the extent
that we are required under local law to retain these records.

Signed:
Name:

Position:
Date:

3 DETAILS OF GROUP FIRM

Full Name of
Regulated Firm:

Relationship to
receiving firm:

Jurisdiction:

Name of
Regulator:

Regulator
Reference
Number:

Explanatory notes

of
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A separate confirmation must be completed for each customer (e.g. joint holders). Where a third
party is involved, e.g. a payer of contributions who is different from the customer, the identity of
that person mustlso be verified, and a confirmation provided.

This form cannot be used to verify the identity of any customer that falls into one of the following
categories:

U those who are exempt from verification as being an existing client of the introducing firm
prior to the introduction of the requirement for such verification;

U those whose identity has not been verified by virtue of the application of a permitted
exemption under local anti money laundering law or regulation

U those whose identity has been verifiesing the source of funds as evidence.
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ANNEX 5-11/2
CONFIRMATION OF VERIFICATION OF IDENTITY

GROUP INTRODUCTION
CORPORATE AND OTHER NON-PERSONAL ENTITY

DETAILS OF CUSTOMER (see explanatory notes below)

Full name of customer

Type of entity
(corporate, trust, etc)
Location of business
(full operating
address)
Registered office in
country of
incorporation
Registered number, if
any (or appropriate)
Relevant company
registry or regulated
market listing
authority
Names* ofdirectors
(or equivalent)
Names* of principal
beneficial owners
(over 25%)

* And dates of birth, if known

CONFIRMATION
We confirm that

(@) the verification of the identity of the above customer meets the requirements:

(i) of the MoneyLaundering Regulations 2A07, and the guidance for standard evidence set
out within the guidance for the UK Financial Sector issued by JMLSG; or

(ii) of our national money laundering legislation that implements the EU Money Laundering
Directive, and any authoritative relevant guidance provided as best practice in relation to
the type of business or transaction to which this confirmation relatesor

(iii) of local law and regulation.

(b) copies ofthe underlying evidence taken in relation to the verification of the customed s i dent i ty
will, in the event of any enquiry from you (or from UK law enforcement agencies or regulators
under court order or relevant mutual assistance procedure), be made available, to the extent
that we are required under local law to retain theseecords.

Signed:

Name:

Position:
Date:

DETAILS OF GROUP FIRM
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Full Name of
Regulated Firm:

Relationship to
receiving firm:

Jurisdiction:

Name of
Regulator:

Regulator
Reference
Number:

Explanatory notes

1. AiRel ewawptany registryo includes other registers, such as those ma
commissions (or equivalent) or chambers of commerce.

2. This form cannot be used to verify the identity of any customer that falls into one of the following
categories:

U those whaare exempt from verification as being an existing client of the introducing firm
prior to the introduction of the requirement for such verification;

U those whose identity has not been verified by virtue of the application of a permitted
exemption undelocal anti money laundering law or regulatiam

U those whose identity has been verified using the source of funds as evidence.
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ANNEX 5-111
RISK FACTOR GUIDELINES
Simplified Due Diligence
Firms may apply simplified due diligence (SDD) measumestuations where the ML/TF risk associated
with a business relationship is low. SDD is not an exemption from any of the CDD measures; however
firms may adjust the amount, timing or type of each or all of the CDD measures in a way that is
commensurateptthe low risk they identified.

SDD measures firms may apply include, but are not limited to:

o adjusting the timing of CDD, for example where the product or transaction sought has
features that limit its use for ML/TF purposes, such as:

(i) verifyingthecust omer 6s or beneficial ownerd6s identity during the
the business relationship; or

@i)’verifying the customerds or beneficial owner s identity or
defined threshold or once a reasonable time limit has lapsed. Firmsnake sure
that:

a) this does not result inde factoexemption from CDD, i.e. firms must ensure
that the customer or beneficial ownerds identity will ult

b) the threshold or time limit is set at a reasonably low level;

c) they have systems in place to detect when the threshold or time limit has been
reached; and

d) they do not defer CDD or delay obtaining relevant information about the
customer where applicable legislation does not permit this.

o adjusting the quantitpf information obtained for identification, verification or monitoring
purposes, such as:

(i) verifying identity on the basis of one document only; or

(ii) assuming the nature and purpose of the business relationship because the product
is designed for one pigular use only, such as a company pension scheme or a
shopping centre gift card.

o adjusting the quality or source of information obtained for identification, verification or
monitoring purposes, for example:

(i) accepting information obtained from the tamer rather than an independent
source when verifying the beneficial owner 6s identity;
permitted in relation to the verification of the customer

(i) where the risk associated with all aspects of the relationship is deterioitve
very low, relying on the source of funds to meet some of the CDD requirements,
e.g.where the funds are state benefit payments or where the funds have been
transferred from an account in the customerdés name at an



o adjusting the frequency of CDD updates and reviews of the business relationship, for example
only when trigger events occur such as the customer looking to take out a new product or
service, or when a certain transaction threshold is reached; firms mkstsoa that this
does not result in de factoexemption from keeping CDD information -tp-date.

o adjusting the frequency and intensity of transaction monitoring, for example by monitoring
transactions above a certain threshold only. Where firms choakethis, they must ensure
that the threshold is set at a reasonable level and that they have systems in place to identify
linked transactions which, taken together, would exceed that threshold.

The information a firm obtains when applying SDD measunest enable the firm to be reasonably
satisfied that the risk associated with the relationship is low. It must also be sufficient to give the firm
enough information about the nature of the business relationship to identify any unusual or suspicious
transactions. SDD does not exempt an institution from reporting suspicious transactions to the FIU.

Where there are indications that the risk may not be low, for example where there are grounds to suspect
that money laundering or terrorist financing is beatigmpted or where the firm has doubts about the
veracity of the information obtained, SDD must not be applied.
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ANNEX 5-1V
RISK FACTOR GUIDELINES

Enhanced due diligence
Unusual transactions

Firms should put in place adequate policies and procedures to detect unusual transactions or patterns of
transactions. Where a firm detects transactions that are unusual because:

o they are larger than what the firm would normally expect based kmatgledge of the customer,
the business relationship or the category to which the customer belongs; or

o they have an wunusual or unexpected pattern compared to the cus:
pattern of transactions associated with similar customesducts or services; or

o they are very complex compared to other, similar transactions by similar customer types, products
or services,

and the firm is not aware of an economic rationale or lawful purpose or doubts the veracity of the
information it h& been given, imustapply EDD measures.

These EDD measures should be sufficient to help the firm determine whether these transactions give rise
to suspicion and must at least include:

o taking reasonable measures to understand the background ancemfrffesse transactions, for
example by establishing the source and destination of the funds or finding out more about the
customerd6s business to ascertain the |ikelihood of the customer

o monitoring the business relationshgmd subsequent transactions more frequently and with
greater attention to detail. A firm may decide to monitor individual transactions where this is
commensurate with the risk it has identified.

High risk jurisdictions and other high risk situations

When dealing withindividualsor entitiesestablished or residing in a high risk third country identified by

the Commissiopand in all other high risk situations, firms should take an informed decision which EDD
measures are appropriate for each high iitsilaBon. The appropriate type of EDD, including the extent

of additional information sought, and of the increased monitoring carried out, will depend on the reason
why a relationship was classified as high risk.

Firms will not need to apply all EDD meass listed below in all cases. For example, in certain high risk
situations it may be appropriate to focus on enhanced ongoing monitoring during the course of the
business relationship.

EDD measures firms should apply may include:

0 increasing the quantity of information obtained for CDD purposes:

() about the customerdéds or beneficial ownerés identity, or th
control structure, to be satisfied that the risk associated with the relationship is well
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known. Thismay i nclude obtaining and assessing information about
or beneficial ownerds reputation and assessing any negativ
customer or beneficial owner. Examples include:

a. information about family members and close busipagsers;

b. information about the customer 6s or beneficial owner
business activities; and

c. adverse media searches.

(ii) about the intended nature of the business relationship, to ascertain that the nature and
purpose of the businggelationship is legitimate and to help firms obtain a more
complete customer risk profile. It includes obtaining information on:

a. the number, size and frequency of transactions that are likely to pass through
the account to be able to spot deviatithra may give rise to suspicions. In some
cases, requesting evidence may be appropriate;

b. why the customer looks for a specific product or service, in particular where

it is unclear why the customerdés needs cannot be met bett
adifferent jurisdiction;

c. the destination of funds; or

d. the nature of the customerds or beneficial owner s bu
likely nature of the business relationsbigtter.

nf ormation obtained for CDD purpose

o increasing the ¢ i
r ty including by:

al i
beneficial owne s i

u ty of
0 dent i
(i) requiring the first payment to be carried out through an account verifiably in the

customer’s name with a bank subjiecUK CDD standards; or

(i)establishing that the customerdés source of wealth and sour
the business relationship are not the proceeds from criminal activity and that they are
consistent with the fi rdthiesatukernfchebusidtegse of the customer an
relationship. In some cases, where the risk associated with the relationship is
particularly increased, verifying the source of wealth and the source of funds may be
the only adequate risk mitigation tool. The sources of fondgealth can be verified,
among others, by reference to VAT and income tax returns, copies of audited
accounts, pay slips, public deeds or independent and credible media reports.

o0 increasing the frequency of reviews, to be satisfied that the firm cestiobe able to manage
the risk associated with the individual business relationship or conclude that it no longer
corresponds to its risk appetite and to help identify any transactions that require further review,
including by:

(i) increasing the frequenof reviews of the business relationship, to ascertain whether
the customerés risk profile has changed and whether the ri

(ii) obtaining the approval of senior management to commence or continue the business
relationship to ensure senigranagement are aware of the risk their firm is exposed
to and can take an informed decision about the extent to which they are equipped to
manage that risk;
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(iii) reviewing the business relationship on a more regular basis to ensure any changes to
thecustomeds ri sk profile are identified, assessed and, where
or

(iv) conducting more frequent or-gfepth transaction monitoring to identify any unusual
or unexpected transactions that may give rise to suspicion of money laundering or
terrorist financing. This may include establishing the destination of funds or
ascertainig the reason for certain transactions.
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CHAPTER 6

SUSPICIOUS ACTIVITIES, REPORTING AND DATA PROTECTION

U Relevant law/regulation

Regulationdl9 (4)(d),21(5) and 24

POCA ss327340

S12006/1070 (Exceptions to overseas conduct defence)
Terrorism Act,ss21, 39

Data Protection Act 1998, s7, s29

Financial sanctions legislation

A
A
A
A
A
A
0

U Core obligations

A

> >

A

All staff must raise an internal report where they have knowledge or suspicion, or wher
are reasonable grounds for having knowledge or suspicion, thateapearson is engaged
money laundering, or that terrorist property exists

The firmés n @nheinappoiated altemdtajust eonsider all internal reports
The firmbés n @nmtheinapdoiated alemdtajust enake an externadport to the
National Crime Agency (NCA) as soon as is practicable if he considers that there is kno
suspicion, or reasonable grounds for knowledge or suspicion, that another person is en
money laundering, or that terrorist property exists

The firm must seek consent from the NCA before proceeding with a suspicious transa
entering into arrangements

Firms must freeze funds if a customer is identified as being on the Consolidated List or]
HM Treasury website of suspected terroristsanctioned individuals and entities, and ma
an external report to HM Treasury

It is a criminal offence for anyone, following a disclosure to a nominated officer or to the
to do or say anything that mi dpobutehasbeerhnead
or prejudice an investigation

The firmbés n @mieinappoiated altefmdtehusteaport suspicious approach
even if no transaction takes place

U Actions required, to be kept under regular review

A

A
A
A

Enquiries made inespect of disclosures must be documented

The reasons why a Suspicious Activity Report (SAR) was, or was not, submitted shoul
recorded

Any communications made with or received from the authorities, including the NCA, in
relation to a SAR should be mé&iimed on file

In cases where advance notice of a transaction or of arrangements is given, the need f|
consent before it is allowed to proceed should be considered

General legal and regulatory obligations

POCAss 330,331 6.1 Persons in the regulated sector are required to make a report in r

Terrorism Act 1A

of information that comes to them within the course of a busine
the regulated sector:

U where theyknowor
U where theysuspecbr
U where theyhave reasonable grounds fknowing or suspecting

that a person is engaged in, or attempting, money laundering or te
financing. Within this guidance, the above obligations are collecti
referred to as Agrounds for Kk



Regulationl9(4)(d) 6.2
POCA s 330

Regulation21(5)

Regulation 24

POCA, s 331 6.3
Terrorism Act 1A

6.4

POCAss333A334 6.5
Terrorism Act ss 21D
H, 39

Financial sanctions 6.6
legislation

’References
applicable.

n
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In order to provide a framework within which suspicion reports 1
be raised and considered:

UG each firm must ensure that ¢
nominated officeor their appointed alterngfgwho may also be
the MLRO in an FCAregulated firm), where they have groun
for knowledge or suspicion that a person or customer is enc
in, or attempting, money laundering or terrorist financing;

G the firmdés nomi nat ed o fegoit an
determine whether it gives grounds for knowledge or suspicic

U firms should ensure that staff are appropriately trained in -
obligations, and in the requirements for making reports to f
nominated officer.

If the nominated officer determines that a report does give ris
grounds for knowledge or suspicion, he must report the matter t
NCA. Under POCA, the nominated officer is required to make a re
to the NCA as soon as is practicabléng has grounds for suspicic
that another person, whether or not a customer, is engaged in r
laundering. Under the Terrorism Act, similar conditions apply
relation to disclosure where there are grounds for suspicion of ter
financing.

A sole trader with no employees who knows or suspects, or where
are reasonable grounds to know or suspect, that a customer of
the person on whose behalf the customer is acting, is or has
engaged in, or attempting, money laundering or tetrdinancing,
must make a report promptly to the NCA.

It is a criminal offence for any person, following a disclosure t
nomi nated officer or to the N
o f dndther person that a disclosure has been made if the disclo:
likely to prejudice an investigation, if the information released can
that person in the course of a business in the UK regulated secto
also an offence for a person to diséadthat an investigation int
allegations that an offence has been committed is being contem,
or is being carried out; the disclosure is likely to prejudice
investigation and the information on which the disclosure is b.
came to the person ihé course of a business in the regulated se
It is also an offence for a person to disclose to another anything \
is likely to prejudice an investigation resulting from a disclosure
where the person knows or has reasonable cause to suspeat
disclosure has been or will be made.

It is a criminal offence to make funds, economic resources or, in c¢
circumstances, financial services available to those persons or e
listed as the targets of finaiat sanctions legislatiorfsee Part lIl,
section 4) There is also a requirement to reporOieSI both details
of funds frozen and where firms have knowledge or suspicion tl
customer of the firm or a person with whom the firm has had bus
dealings is a listed person or entity, a person acting on behalf of a

this chapter to 6énominated officerd

shoul d

be

taken

t

(o]



Attempted offences

POCA, s 330 6.7
Terrorism Act
S21A(2)

6.8

POCA, s330(3A) 6.9
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person or entity or has committed an offence under the sanc
legislation.

POCA and the Terrorism Act provide that a disclosure must be 1
where there are grounds for suspicion that a person is engaged in
|l aundering or terrorist finan
POCA to include an attempt to commit an offenoeer s327329 of
POCA. Similarly, under the Terrorism Act a disclosure must be n
where a person has knowl edge
committedor attempted to commitn offence under any of the sectic
151806 . Ther e i3Gof FOCA a s21Ayof theTetreris
Act to disclose information about the person who unsuccess
attempts to commit fraud. This is because the attempt was to cc
fraud, rather than to commit an offence under those Acts.

However, as soon as the firm has reasonable grounds to know or s
that any benefit has been acquired, whether by the fraudster hims
by any third party, so that there is criminal property or terrorist prof
in existence, then, subject to paiggh 6.9, knowledge or suspicion ¢
money laundering or terrorist financing must be reported to the |
(see paragrapl&40ff). Who carried out the criminal conduct, and w
benefited from it, or whether the conduct occurred before or afte
passing oPOCA, is immaterial to the obligation to disclose, but shc
be reported if known.

In circumstances where neither the identity of the fraudster, no
location of any related criminal property, is known nor is likely to
discovered, limited useable information is, however, available
disclosure. An example of such circumstancesld/de the theft of &
chequebook, debit card, credit card, or charge card, which can le
multiple lowvalue fraudulent transactions over a short, medium
long term. In such instances, theradobligation to make a report t
the NCAwhere none fothe following is known or suspected

0 the identity of the person who is engaged in money launderin

U the whereabouts of any of the laundered property;

U that any of the information that is available would assis
identifying that person, or the wherealt® of the laundere

property.

Wh at is meant

by Aknowledgeo and fAsuspicio

POCA, s 330 (2),(3), 6.10
5331 (2), (3)

Terrorism Act ss21A,

21ZA, 217B

Havingknowledgemeans actually knowing something to be true.

criminal court, it must be proved that the individirafactknew that a
person was engaged in money laundering. That said, knowledc
be inferred from the surrounding circumstances; so, for examgpl
failure to ask obvious questions may be relied upon by a jury to i
knowledge. The knowledge must, however, have come to the firi
to the member of staff) in the course of business, or (in the cas:
nominated officer) as a consequence of scldsure under s 330 ¢



6.11

6.12

6.13

6.14
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POCA or s 21A of the Terrorism Act. Information that comes to
firm or staff member in other circumstances does not come withii
scope of the regulated sector obligation to make a report. This do
preclude a report bejnmade should staff choose to do so, or
obligated to do so by other parts of these Acts.

Suspicionis more subjective and falls short of proof based on i
evidence. Suspicion has been defined by the courts as being b
mere speculation @nbased on some foundation, for example:

AfA degree of satisfaction ¢
but at least extending beyond speculation as to whether an
has occur amld or 0

not o;
AAl'though the creation of
basis than the creation of a belief, it must nonetheless be
upon some foundation. o

A transaction which appears unusual is not necessarily suspicious
customers with a stablnd predictable transactions profile will ha
periodic transactions that are unusual for them. Many customers
for perfectly good reasons, have an erratic pattern of transactio
account activity. So the unusual is, in the first instance, ohbsés for
further enquiry, which may in turn require judgement as to whethe
suspicious. A transaction or activity may not be suspicious at the
but if suspicions are raised later, an obligation to report then arise

A member of stdf including the nominated officer, who consider:
transaction or activity to be suspicious, would not necessaril
expected either to know or to establish the exact nature of
underlying criminal offence, or that the particular funds or prop
were definitely those arising from a crime or terrorist financing.

Transactions, or proposed transactiosach as6 4 1 9 6 , &ec
attempted advance fee frauds, and not money laundering; the
therefore not reportable under POCA or the Terrorism Act, unles
fraud is successful, and the firm is aware of resulting criminal prop

Wh a t i s

me ant

by filoelhsowadblt esgspeads?

POCA, s 330 (2)(b),
s 331 (2)(b)
Terrorism Act s 21A

6.15

In addition to establishing a criminal offence when suspicion or a
knowledge of money laundering/terrorist financing is proved, PC
and the Terrorism Act introduce criminal liability for failing to disclc
information when reasonable grounds exastKnowing or suspectin
that a person is engaged in money laundering/terrorist financing.

introduces an objective test of suspicidhe-test-would-likely-be-me
when-there-are-demonstrated-to-be facts-orcircumstances,know

ingReasonable grounds for suspecarg
likely to depend upon particular circumstances andrtember of staff

Commented [A9]:  Home Office comment TF Comment | think
this is rather vague. Could we not $jpleis out a bit more? For
example in the new TACT / ACTSA Code of Practice we say:

"Reasonable grounds for suspecting” are likely to depend upon
particular circumstances and the authorised officer should take i
account such factors as how the cashsset(s) was discovered, th:
amount or value involved, its origins, intended movement,
destination, how the cash or
possession, whether the courier(s) and/or the owners of the cas
asset(s) (if different) have any linksthvterrorists, terrorist groups ¢
sympathisers, whether here or overseas. Where the authorised |
has suspicions about the cash or asset(s), he/she should give th
person who has possession of it a reasonable opportunity to pro
an explanation othe details of its ownership, origins, purpose,
destination and reasons for moving the amount or asset in this v
and to provide the authorised officer with supporting documenta
The authorised officer should make clear to the person that anyt
sad will be noted and used in the event that the cash or asset(s)
seized and an application made to the court for its detention or
forfeiture.

Again | think section 6.15 is overly reliant on ML regs. How do tt
account for TF?

[ Formatted: Font: 11 pt ]

should take into account such factors as how the cash or asset(
discovered, the amount or value involved, its origins, inter

[ Formatted: Font: 11 pt ]

[ Formatted: Font: 11 pt ]
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6.17
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movement , destination, how th
possession, whether the courier(s) and/or the mwvoéthe cash o

asset(s) (if differentappear tchave any links with terrorists, terrori [Formaned: Font: 11 pt
groups or_sympathisers, whetherthe UK or overseas. Where tr ( Formatted: Font: 11 pt
member of stafhas suspicions about the cash or asset(s), he/she ¢ [Formaned: Font: 11 pt
give thecustomema reasnable opportunity to provide an explanation

the details of its ownership, origins, purpose, destination and reasc (Formatted: _Font: 11 pt
moving the amount or asset in this way and to proagpropriate [Formatted: Font: 11 pt
supporting documentation. Tis¢éaff membeshould make clear to ¢h [Formatted: Font: 11 pt
person that anything said will be noted awthere appropriateised in [Formatted: Font: 11 pt

the event that the cash or asset(s) is seized and an application n
the court for its detention or forfeiture.

To defend themselves against a charge that they failedett the
objective test of suspicion, staff within financial sector firms wao
need to be able to demonstrate that they took reasonable steps
particular circumstances, in the context of a-hslsed approach, t
know the customer and the rationdée the transaction, activity o
instruction. It is important to bear in mind that, in practice, membe
a jury may decide, with the benefit of hindsight, whether the objer
test has been met.

Depending on the circumstances, a firm beingestwith a court orde
in relation to a customer may give rise to reasonable ground
suspicion in relation to that customer. In such an event, firms st
review the information it holds about that customer across the fin
order to determine whieér or not such grounds exist.

Internal reporting

Regulation19(4)(d) 6.18
POCA s 330(5)

6.19

6.20

The obligation to report to the nominated officer within the firm wh
they have grounds for knowledge or suspicion of money launderi
terroristfinancing is placed on all relevant employees in the regul
sector.  All financial sector firms therefore need to ensure the
relevant employees know who they should report suspicions to.

Firms may wish to set up internal systems thatwaktaff to consult
with their line manager before sending a report to the nominated of
The obligation wunder POCA i s
practicabled6, and so any such
Where a firm sets uguch systems it should ensure that they are not
to prevent reports reaching the nominated officer whenever staff
stated that they have knowledge or suspicion that a transacti
activity may involve money laundering or terrorist financing.

Whether or not a member of staff consults colleagues, the

obligation remains with the staff member to decide for himself whe
a report should be made; he must not allow colleagues to decide fo
Where a colleague has been consulted himeself will then have
knowledge on the basis of which he must consider whether a reg
the nominated officer is necessary. In such circumstances, firms
make arrangements such that the nominated officer only receive

U U




NontUK offences

6.21

6.22

6.23

6.24

POCA, s 340 (2), (11) 6.25

SOCPA, s102

S| 2006/1070
1968 c 65
1976 ¢ 32
2000c 8

Terrorism Act
S21A(11)

6.26

6.27

171

report in respect of hsame information giving rise to knowledge
suspicion.

Short reporting lines, with a minimum number of people betweer
person with the knowledge or suspicion and the nominated officer
ensure speed, confidentiality and swift accessaamtiminated officer.

All suspicions reported to the nominated officer should be docume
or recorded electronically. The report should include full details o
customer who is the subject of concern and as full a stateme
possible of the information giving rise tbet knowledge or suspicior
All internal enquiries made in relation to the report should alsc
documented, or recorded electronically.  This information may
required to supplement the initial report or as evidence of good pr:
and best endeavoufsat some future date, there is an investigation
the suspicions are confirmed or disproved.

Once an employee has reported his suspicion in an appropriate n
to the nominated officer, or to an individual to whom the nomin;
officer has delegated the responsibility to receive such internal rej
he has fully satisfied his statutory obligation.

Until the nominated officer advises the member of staff making
internal report that no report to the NCA is to be made, fur
transactions or activity in respect of that customer, whether of the
nature or different from that giving rise to the previous suspicion, st
be reported to the nominated officer as they arise.

The offence of money laundering, and the duty to report under P(
apply in relation to the proceeds of any criminal activity, where
conducted (including abroad), that would constitute an offence if it
place in the UK. However, his brad scope excludesctivity (other
than those referred to in paragregB6)which the firm, staff membe
or nominated officer knows, or believes on reasonable grounds, tc
been committed in a country or territory outside the UK taedactivity
wasnotunlawful under the criminal law then applying in the country
territory concerned. Firms may nevertheless have an obligation
report in that overseas country or territory, through an approf
overseas reporting officer.

Offences committed overseas which the Secretary of State
prescribed by order as remaining within the scope of the duty to r
under POCA are those which are punishable by imprisonment
maximum term in excess of 12 months any part of the Unitec
Kingdom if they occurred there, other than:

U an offence under the Gaming Act 1968;
U an offence under the Lotteries and Amusements Act 1976;
U an offence under ss 23 or 25 of FSMA

The duty to reportinder the Terrorism Act applies in relation to taki
any action, or being in possession of a thing, that is unlawful unc



POCA s 331
POCA s 327329
Terrorism Act s 21A

6.28
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15-18 of that Act, that would have been an offence under these se
of the Act had it occurred in the UK.

The obligation to consider reporting to the NCA applies only wher
nominated officer has received a report made by someone wc
within the UK regulated sector, or when he himself becomes awe
such a matter in thcourse of relevant business (which may come f
overseas, or from a person overseas). The nominated officer i
therefore, obliged to report everything that comes to his attention
outside of the UK, although he would be prudent to exercise
judgement in relation to information that comes to his attention 1
nonbusiness sources. In reaching a decision on whether to m
disclosure, the nominated officer must bear in mind the need to
involvement in an offence under ss3229 of POCA

Evaluation and determination by the nominated officer

Regulation21(5)

6.29

6.30

6.31

6.32

The firmds nominated officer
whether it gives rise to knowledge or suspicion, or reasonable grc
for knowledge or suspicion. The firm must permit the nominated of
to have access to any information, includiddk now your
information, in the firmds pc
nominated officer may also require further information to be obtai
from the customer if necessary, or from an intermediary who introd
the customer to the firmo the extent that the introducer still holds
information (bearing in mind his own record keeping requireme
Any approach to the customer or to the intermediary should be |
sensitively, and probably by someone other than the nominated o
to minimise the risk of alerting the customer or an intermediary tt
disclosure to the NCA may be being considered.

When considering an internal suspicion report, the nominated of
taking account of the risk posed by the transactionctivigy being
addressed, will need to strike the appropriate balance betwee
requirement to make a timely disclosure to the NCA, especial
consent is required, and any delays that might arise in searct
number of unlinked systems and recordattmight hold relevan
information.

As part of the review, other known connected accounts or relation
may need to be examined. Connectivity can arise commert
(through linked accounts, introducers, etc.), or through individ
(third parties, controllers, signatories etc.). Given the need for til
reporting, it may be prudent for the nominated officer to cons
making an initial report to the NCA prior to completing a full review
linked or connected relationships, which mayray not subsequentl
need to be reported to the NCA.

If the nominated officer decides not to make a report to the NCA
reasons for not doing so should be clearly documented, or rec
electronically, and retained with the internal suspiceport.
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External reporting

Regulation19(4)(d)
POCA, s 331
Terrorism Act, s 21A

POCA, s 339

Financial sanctions
legislation

6.33

6.34

6.35

6.36

6.37

6.38

6.39

The firmdébs nominated officer
activity that, after his evaluation, he knows or suspects, or
reasonable grounds tenow or suspect, may be linked to mon
laundering or terrorist financing, or to attempted money launderir
terrorist financing. Such reports must be made as soon as is reas
practicable after the information comes to him.

POCA provides that the Secretary of State may by order prescrik
form and manner in which a disclosure under s330, s331, s332 ol
may be made.

The NCA prefers that SARs are submitted electronically via the s¢
internet system SAR Onliner via a dedicated bulk reporting facilit
Information about access to and guidance on the use of SAR Onlir
be found ahttp://www.natonalcrimeagency.gov.uk/abeus/whatwe-
do/economiecrime/ukfiu/howto-reportsars

In order that an informed overview of the situation may be maintai
all contact between particular departments/branches and
enforcement agencies should batrolled through, or reported back
a single contact point, which will typically be the nominated officer
the alternative, it may be appropriate to route communications thr
an appropriate member of st a
departmat.

A SARO6s intelligence value is
contains. A firm needs to have good base data from which to dra
information to be included in the SAR; there needs to be a syste
enable the relevant information to be produicedard copy for the law
enforcement agencies, if requested under a court order.

Firms should include in each SAR as much relevant information &
the customer, transaction or activity that it has in its records.
particular, the law enforeeent agencies have indicated that detail:
an individual és occupation/co
number are valuable in enabling them to access other rel
information about the customer. As there is no obligation to collec
information (other than in very specific cases), a firm may not hold t
details for all its customers; where it has obtained this informatitire
course of normal businedsowever, it would be helpful to include it
part of a SAR made by the firm. TheNCAOG s W
(http://www.nationalcrimeagency.gov.uk/abaig/whatwe-
do/economiecrime/ukfiu/howto-reportsar§ contains guidance o
completing SARs in a way that gives most assistance to
enforcement. In particular, the NCA has published a glosgagrms,
and find it helpful if firms use these terms when completing a S
NCA also publish, from time to time, guides to reporting entities.

Firms must report tdOFSI details of funds frozen under financi
sanctions legislation and where the firm has knowledge or a susj
that the financial sanctions measures have been or are


http://www.nationalcrimeagency.gov.uk/about-us/what-we-do/economic-crime/ukfiu/how-to-report-sars
http://www.nationalcrimeagency.gov.uk/about-us/what-we-do/economic-crime/ukfiu/how-to-report-sars

Where to report

6.40

6.41

6.42

Sanctions and penalties

POCA s334 6.43
Terrorism Act s21A

Financial sanctions 6.44
legislation

174

contravened, or that a customer is a listed person or entity, or a |
acting onbehalf of a listed person or entity. The firm may also nee
consider whether the firm has an obligation also to report under P
or the Terrorism Act.

To avoid committing a failure to report offence, nominated officers r
make their disclosures to the NCA. The national reception poin
disclosure of suspicions, and for seeking consent to continue to pr
with the transaction or activity, is the UKFIU within the NCA

The UKFIU address is PO Box 8000, London, SE11 5EN and it c¢
contacted during office hours on: 020 7238 8282. Urgent disclos
i.e., those requiring consent, should be transmitted electronically ¢
previously agreed secure link or, if secutec&onic methods are nc
available, by fax, as specified on the NCA website

www.nationalcrimeagency.gov.ulSpeed of response is assisted if
appropriate consent request is clearly mentiondaditle of any faxec
report fttp://www.nationalcrimeagency.gov.uk/abaigiwhatwe-

do/economiecrime/ukfiu/howto-reportsarg.

To avoid committing a failure to report offence under financ
sanctions legislation, firms must make their reports to HM Treas
The relevant unit ishe Office ofFinancial Sanctionsmplementation
HM Treasury, 1 Horse Guards Road, London SW1A 2H(QyoRe can
be submitted electronically afsi@hmtreasury.gsi.gov.uknd the Unit
can be contacted by telephone on 020 7270 5454.

Where a person fails to comply with the obligation under POCA o
Terrorism Act to make disclosures to a nominated officer and/o
NCA as soon as practicable after the information giving rise tc
knowledge or suspicion comes to the member of,sddffm is open tc
criminal prosecution or regulatory censure. The criminal sanc
under POCA or the Terrorism Act, is a prison term of up to five ye
and/or a fine.

Where a firm fails to comply with the obktions to freeze funds, not
make funds, economic resources and, in relation to suspected teri
financial services, available to listed persons or entities or to
knowledge or suspicion, it is open to prosecution.

Consent

6.45

Consent under POCA

Care should be taken that the requirement to obtain consent
particular transaction does not lead to the unnecessary freezing
customer 6s account ;suspidioussranaattibns.


http://www.nationalcrimeagency.gov.uk/
http://www.nationalcrimeagency.gov.uk/about-us/what-we-do/economic-crime/ukfiu/how-to-report-sars
http://www.nationalcrimeagency.gov.uk/about-us/what-we-do/economic-crime/ukfiu/how-to-report-sars
mailto:ofsi@hmtreasury.gsi.gov.uk
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POCA s 336 6.46 Reporting before or reporting after the event are not equal options \
a firm can choose between. Where a customer instruction is rec
prior to a transaction or activity taking place, or arrangements bein
in place, and there are grounds foroltedge or suspicion that tt
transaction, arrangements, or the funds/property involved, may rel
money laundering, a report must be made to the NCA and co
sought to proceed with that transaction or activity. In s
circumstances, it is an offee for a nominated officer to consent tc
transaction or activity going ahead within the seven working day n
period from the working day following the date of disclosure, unles:
NCA gives consent. Where urgent consent is required, use shol
made of the process referred tgaragraph 6.4above.

POCA ss 330 (6)(a), 6.47 When a transaction which gives rise to concern is already withi

331(6), 338 (3)(h) automated clearing or settlement system, where a delay would lez
breach of a aatractual obligation, or where it would breach mar
settlement or clearing rules, the nominated officer may need to le
transaction proceed and report it later. Where the nominated o
intends to make a report, but delays doing so for suchmeaB®CA
provides a defence from making a report where there is a reasc
excuse for not doing so. However, it should be noted that this de
is untested by case law, and would need to be considered onlayec:
case basis.

6.48 Whena defenceequests soughtto undertake a future transaction
activity, or to enter into an arrangement, the disclosure should be
electronically (ensuring that the tick box for a consent reque
marked) or, if electronic methods are not available, fagetie NCA
UKFIU Consent Desk immediately the suspicion is identifidefence
requests should not be sent by post due to the timings involvec
additional postal copies are not required following submissior
electronic means or fax. Further informatis available on the NC/
websitewww.nationalcrimeagency.gov.uk The Consent Desk wil
apply NCA policy to each submission, carrying out the neces
internal enquiries, and will contact the appropriate law enforcetr
agency, where necessary, for a consent recommendation. On
NCAb6s deci si on hédsdosibgdirenwill e enforenéc
of the decision by telephone, and be givaefarencenumber, which
should be recorded. A formal letter will follow.

POCA, s 335 6.49 In the event that the NCA does not refuselefencerequestwithin
336A, 336C sewen working days following the working day after the disclosur

made, the firm may process the transaction or activity, subje
normal commercial considerations. If, howewedefence request
refused within that period, a restraint order musbbt&ined by the
authorities within a further 31 calendar days (the moratorium péi
from the daythe requestis refused, if they wish to prevent t
transaction going ahead after that datee moratorium period may k
extended, on application by thetharities,by up to 31 days at a time
to a maximum of 18@urther days in totalln cases whera defence
requestis refused, the law enforcement agency refusheg request

38 The Criminal Finances Bill currently before Parliament proposes changes to this regime.
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should be consulted to establish what information can be provid
the customer

Granting of a defence requesttbyh e NCA (ref er r
POCA), or the absence of a refusalsofch a requeswithin seven
working days following the working day after the disclosure is m:
provides the person handling the transaction or carrying out
activity, or the nominated officer of the reporting firm, with a defe
against a possible later charge afimdering the proceeds of crime
respect of that transaction or activity if it proceeds.

A person does not commit an offence under the Terrorism Act w
before becoming involved in a transaction or arrangement relatil
money or other property which he suspects or believes is ter
property, a report is made to the NCA and consengtsiolo proceec
with that transaction or arrangement. In such circumstances, it
offence for an authorised officer to consent to a transactiol
arrangement going ahead within the seven working day notice p
from the working day following the datef disclosure to the NCA
unless the NCA gives consent. [Where urgent consent is require
should be made of the process referred to in paragrddlabove.]

When a transaction which gives rise to concern is already watii
automated clearing or settlement system, where a delay would lee
breach of a contractual obligation, or where it would breach m:
settlement or clearing rules, the authorised officer may need to I¢
transaction proceed and report it lataihere the nominated office
intends to make a report, but delays doing so for such reason
Terrorism Act provides a defence from making a report where the
a reasonable excuse for not doing so, so long as the report is mi
his own initiativeand as soon as it is reasonably practical for the pe
to make it. However, it should be noted that this defence is untest
case law, and would need to be considered on alyesase basis.

When consent is needed to undertake a future transaction or ac
or to enter into an arrangement, the disclosure should be
electronically (ensuring that the tick box for a consent reque
marked) or, if secure electronic methods are not eMailéaxed to the
NCA UKFIU Consent Desk immediately the suspicion is identifi
Consent requests should not be sent by post due to the ti
involved, and additional postal copies are not required follov
submission by electronic means or fax. Furthéormation is available
on the NCA websitevww.nationalcrimeagency.gov.uklThe Consen
Desk will carry out the necessary internal enquiries, and will cor
the appropriate law enforcement ageneyhere necessary, for

consent recommendati on. Once
the disclosing firm will be informed of the decision by telephone,
be given a consent number, which should be recorded. A fc
consent letter will follow.

In the event that the NCA does not refuse consent within seven wc
days following the working day after the disclosure is made, the
may proceed with the transaction or arrangement, subject to ni
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commercial considerations. In cases where atrisgefused, the lav
enforcement agency refusing consent should be consulted to esi
what information can be provided to the customer.

Consent from the NCA (referre
or the absence of a refusal of consent within seven working
following the working day after the disclosure is made, provides
person handling the transaction or arrangement, or the nomi
officer of the reporting firm, with a defence against a posditlker
charge under the Terrorism Act in respect of that transactio
arrangement if it proceeds.

The consent provisions can only apply where there is prior notice
NCA of the transaction or activity; the NCA cannot provide con:
after the transaction or activity has occurred. The receipt of a :
after the transaction or activity has taken place will be dealt with ¢
ordinary standard SAR, and in the absence of any instruction t
contrary, a firm will be free to operate thetus mer 6 s ac
normal commercial considerations until such time as the |
determines otherwise through its investigation.

Where there is a need to take urgent action in respect of an ac
and the seven working day consent notice papplies, the NCA will
endeavour to provide a response in the shortest timeframe, takin
consideration the circumstances of the particular case. Where po
this will be sooner than the seven working day time limit. If
customer makes strongmhands for the transaction/activity to proce
the NCA will put the firm in touch with the investigating la
enforcement agency for guidance, in order to prevent the cusi
being alerted to the fact of suspicion and that a disclosure has
made. Irthese circumstances, each case will be dealt with on its m

In order to provide a defence against future prosecution for failir
report, the reasons for any conscious decigiatrto report should be
documented, or recorded electronically. An appropriate report st
be made as soon as is practicable after the event, including full ¢
of the transaction, the circumstances precluding advance notice,
where any money assets were transferred.

The consent regime as it currently operates in the W@digficult one
for financial practitioners to work with, and continues to be a matt
discussion between the industry and the authorities. There
operationalchallenges and legal uncertainties concerning what

realisticall¥venhétittransaat ib6g
service implications- the potentially litigious consequences
declining a customer 6s i n anation

because of the risk of tippirgff and the problematic requireme
referred to in6.73for (in particular, large) deposiaiking institutions
to seek consent for all pedisclosure transactions over £250.

Tipping off, and prejudicing an investigation
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POCA and the Terrorism Act each contains two separate offenc
tipping off and prejudicing an investigation. The first offence relate
disclosing that an internal or external report has been made; the <
relates to disclosing that an investigatiis being contemplated or
being carried out. These offences are similar and overlapping, but
are also significant differences between them. It is important for t
working in the regulated sector to be aware of the conditions prec
for ead offence. Each offence relates to situations where
information on which the disclosure was based came to the p
making the disclosure in the course of a business in the regulated :
There are a number of permitted disclosures that do weftigie to these
offences (separagraphs 6.63 to 6.66).

Once an internal or external suspicion report has been made,
criminal offence for anyone to disclose information about that re
which is likely to prejudice an investigation that might be condu
following that disclosure. An offence is novromitted if the persor
does not know or suspect that the disclosure is likely to prejudice
an investigation, or if the disclosure is a permitted disclosure u
POCA or the Terrorism Act. Reasonable enquiries of a custc
conducted in a tactful maer, regarding the background to a transac
or activity that is inconsistent with the normal pattern of activity
prudent practice, forms an integral part of CDD measures, and s
not give rise to the tipping off offence.

Where a money laundering investigation is being contemplate
being carried out, it is a criminal offence for anyone to disclose this
if that disclosure is likely to prejudice that investigation. An affeis
not committed if the person does not know or suspect that the disc
is likely to prejudice such an investigation, or if the disclosure
permitted disclosure under POCA or the Terrorism Act

An offence is not committed if the disclosure is made to the FC/
other relevant supervisor) for the purpose of:

U the detection, investigation or prosecution of a criminal offe
(whether in the UK or elsewhere);

U an investigatiomunder POCA; or

U the enforcement of any order of a court under POCA.

An employee, officer or partner of a firm does not commit an offe
under POCA, s333A, or the Terrorism Act, s 21A, if the disclosLie
an employee, officer or partner of the same firm.

A person does not commit an offence if the firm making the disclo
and the firm to which it is made belong to the same group (as defir
directive2002/87/EC), and:

U the disclosure is to a credit institution or a financial institution:
U the firm to which the disclosure is made is situated in an EEA <
or a country imposing equivalent money laundering requireme
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A firm does not commit an offence under POCA, s333A or
Terrorism Act s21D, if the disclosure is from one credit institutior
another, or from one financial institution to another, and:

U the disclosure relates to
o a customer or formecustomer of the firm making th
disclosure and of the firm to which the disclosure is me
or
0 atransaction involving them both; or
o the provision of a service involving them both.

U the disclosure is for the purpose only of preventing an offence t
Part7 of POCA or under Part Il of the Terrorism Act;

U the firm to which the disclosure is made is situated in an EEA !
or in a country imposing equivalent money launder
requirements; and

U the firm making the disclosure and the one to which it is made
subject to equivalent duties of protection of personal data (w
the meaning of the Data Protection Act 1998).

The fact that a transaction is notified to the NCA before the event
the NCA does not refuse consent within seven working days follo)
the day after the authorized disclosure is made, or a restraint order
obtained within the 31 dafpr extendd) moratorium period, does nc
alter the position so far as

This means that a firm:

U cannot, at the time, tell a customer that a transaction is being
delayed because a report is awaiting consent from the NCA,;

U cannot lageri unless law enforcement/the NCA agrees, or a col
order is obtained permitting disclostiréell a customer that a
transaction or activity was delayed because a report had been
made under POCA or the Terrorism Act; and

U cannot tell the customer thatia@nforcement is conducting an
investigation.

The judgement in K v Natwest [2006] EWCA Civ 1039 confirmed
application of these provisions. The judgement in this case also
with the issue of suspi cisospicion
is a subjective fact There is no legal requirement that there shoulc
reasonable grounds for the suspicion. The relevant bank emg
either suspects or he does not. If he does suspect, he must
hi mself or t hr oug kd offiteg infema nthe
authorities.o It was further
struck a precise and workable balance of conflicting interests in the
Acto. The Court appears to ha
and said thain relation to the limited interference with private rigt
that this scheme entails fiman
bal ance has been strucko. J
http://www.bailii.org/ew/cases/[EWCA/Civ/2006/1039.html  The
courtds view in thi sndanathee v HEB(
Private Bank Ltd[2012] EWHC 1283 (QB). This judgement is
http://www.bailii.org/ew/cases/EWHC/QB/2012/1283.html



http://www.bailii.org/ew/cases/EWCA/Civ/2006/1039.html
http://www.bailii.org/ew/cases/EWHC/QB/2012/1283.html




